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DIO Defence Intelligence Organisation
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IGIS Inspector-General of Intelligence and Security
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MOU Memorandum of Understanding
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ROLE OF THE INSPECTOR-GENERAL

1 The Inspector-General of Intelligence and Security (IGIS) helps the
ministers responsible for the following agencies to oversee and review their
activities:

e Audrdian Security Inteligence Organisation (ASO);

e Audrdian Secret Intdligence Service (ASIS);

e Defence SgndsDirectorate (DSD);

o Defence lmagery and Geogpatid Organisation (DIGO);

e Defencelnteligence Organisation (DIO); and

e Officeof Nationa Assessments (ONA).

2. The purpose of this oversight and review is to ensure that the agencies
act legally and with propriety, comply with ministerial guidelinesand directives
and respect human rights.

3. The office was established by the Inspector-General of Intelligenceand
Security Act 1986 (the IGIS Act) on 1 February 1987.

4, The Inspector-General can undertake an inquiry into the activities of an
agency inresponseto acomplaint or areference from aminister. The Inspector-
General can also act independently to initiate inquiries and conducts regular
Inspections and monitoring of agency activities.

5. In conducting an inquiry, the Inspector-General has significant powers
which include requiring the attendance of witnesses, taking sworn evidence,
copying and retention of documents and entry into an agency’s premises. The
Inspector-General can also conduct preliminary inquiriesinto mattersin order to
decide whether to initiate afull inquiry.

6. Further information about the role and functions of the Inspector-General
can be found at http://www.igis.gov.au.
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THEYEARIN REVIEW

OVERVIEW

7. During 2002-03 Australia sintelligence and security agencies continued
to increase their efforts against global terrorism and other intelligence-rel ated
targets.

8. Thisheightened effort demanded, particularly inthe wake of theterrorist
attack in Bali in October 2002, continued attention to the possible invol vement
of Australian persons in terrorist activity, either from within Australia or
oversess.

0. In the course of my inspection and inquiry work, however, | observed no
diminution in the agencies adherence to appropriate standards of legality,
propriety and respect for human rights.

LEGISLATION

ASIO Act

10.  The Parliament passed amendmentsto the ASIO Act to empower ASIO
to obtain warrants for the detention and questioning of people reasonably
believed to be able to provide important information relating to terrorism.

11. The amendments include several relating to the role of the
I nspector-General :

e the Director-Generd of Security must make a Satement of procedures to be
followed in the exercise of warrants and before doing so must consult the
I nspector-Generd;

e the legidation does not affect the exercise of any powers or functions of the
| nspector-Generd under the IGIS Act;

e adetaneemust beableto contact the Inspector-Generd, awarrant must specify the
I nspector-Generd as someone whom the detainee is permitted to contact and the
prescribed authority (the person who oversees the questioning) must inform the
detainee of hisor her right to complain to the Ingpector-Generd, elther ordly or in
writing, about ASIO;

e adetainee must be provided with facilitiesto complain to the Ingpector-Generd;

e the Ingpector-Generd may be present when a person is taken into custody or
questioned;

o if thelnspector-Generd is concerned about impropriety or illegdity in connection
with the exercise of powers in reation to a person specified in a warrant, the
Inspector-Generd may inform the prescribed authority, who must consider the
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| nspector-Generd’ sconcern and may givedirections, such asrequiring suspension
of quedioning, until the Ingpector-Generd’s concern has been satisfactorily
addressed. If the concern cannot be satisfactorily addressed within the remaining
period of detention, the prescribed authority may direct the rlease of the detainee;

o thelngpector-Genera mugt ingpect materid relating to multiple warrants and must
report the resultsin the IGIS annud report; and

e the Director-Genera must as soon as practicable give the Inspector-Generd:

— acopy of any draft request tothe Attorney-Genera seeking consent torequest a
warrant;

— acopy of thewarrant;
— acopy of video recordingsof questioning, etc required under thelegidation; and

— datementsdetailing any saizure, takinginto custody or detentionand any action
taken in response to concerns expressed by the Inspector-Generd.

12.  The Director-General hasinformed me that, in addition to the statutory
procedures, ASIO will put in place measures to ensure that the
Inspector-General has adequate advance notice of any proposalsto exercisethe
powers provided under the legidation.

I ntelligence Services Act

13.  Thefirst full year of operation of the Intelligence ServicesAct saw ASIS
and DSD further develop theinternal checks and balances designed to improve
compliance with the requirements of the Act designed to safeguard the privacy
of Australian persons.

14. We continued working with both agencies, both by assisting with
development of guidelines and other compliance-related processes, and by
participating in training activities conducted within the agencies.

15. TheAct provides (at section 14) that a staff member of an agency is not
subject to civil or criminal liability for certain acts that might otherwise attract
liability, provided the act isdonein the proper performance of afunction of the

agency.
16.  Afurther provision empowersthe Inspector-General to certify inwriting
facts relevant to whether an act was done in the proper performance of the

agency’sfunctions. Such certificates are primafacie evidence for the purposes
of proceedings.

17. It was necessary, following passage of the Act, to develop protocols to
ensurethat, in the event of any claim for immunity under the legislation, there
would be an appropriate mechanism, involving consultation with the
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Inspector-General, to enable law enforcement agencies to consider the
legitimacy of the claim.

18.  Considerable progresswas made with the protocol s during the reporting
period and it should be possible to finalise them in the first half of 2003-04.

19. As mentioned in last year’'s report, experience with the Act and the
privacy rules hasreveal ed some deficiencies and unintended consequencesthat
should be rectified by legislative amendment in due course. As the second
anniversary of the Act’s passage approaches it would be timely to review its
operation to devel op a package of such amendments.

I nspector-General of I ntelligence and Security Act

20.  Therewereno amendmentsto the |GISAct during the reporting period. |
have, however, suggested some minor amendmentsfor inclusionin abill when
convenient.

INSPECTIONS, COMPLAINTSAND INQUIRIES

I nspections

21. As in previous years, inspection of the activities of the collection
agencies (ASIO, ASIS, DSD and DIGO) has occupied the bulk of the effort of
the office.

22.  Wevisit each of these agenciesregularly to inspect operational records,
to check that their activities are conducted with propriety and comply with the
law.

23.  Inthe case of ASIS and DSD we aso access their classified reporting
and some other records electronically from computer terminalsin our office.

24.  Detailsof inspection activitiesarein the chapters of thisreport that deal
with the individual agencies.

Complaints

25.  The number of new complaints continued the upward trend noted in
recent years. There were 29 new complaints leading to preliminary or full
inquiries (26 in 2001-02) and 32 new complaints nominating a specific agency
that were dealt with without the need for inquiry action (27 in 2001-02).

Bali inquiry

26. | provided the Prime Minister with a report on whether there was any
intelligence that warned of the terrorist bombing in Bali. A copy of the
introduction and summary of the report is at Annex 2 to this annual report.

Ingpector-General of Intdligenceand Security
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DSD inquiry - alleged bugging of politician

27. Following media allegations | conducted an inquiry into whether DSD
intercepted the communications of The Hon Laurie Brereton MP. The inquiry
report is reproduced at Annex 3 to this annual report.

ASI O searches

28.  Therewere anumber of complaintson behalf of peoplewhose premises
were searched under warrants issued by the Attorney-General. Details of the
inquiries relating to these are in the chapter on ASIO.

Defence Force complainant

29.  Aninquiry into the concerns of a serving member of the Defence Force
about matters related to DIO, referred by aformer Minister for Defence, was
completed during the year and | provided a report to the minister.

Asylum seeker compensation

30.  The 1999-2000 report provided details of an inquiry into a complaint
from an asylum seeker where | expected to recommend compensation. The
complainant’s lawyer finally submitted a detailed claim in June 2003 and as a
result | expected to complete the matter early in the new reporting year.

EXTERNAL PROFILE

Commonwealth Parliament

31. | attended hearings of, and gave evidence to the Senate Finance and
Public Administration Legislation Committee examining the budget estimates
and the Parliamentary Joint Committee on ASIO, ASIS and DSD.

Media
32. There was media interest in several matters involving the

Inspector-General, such asthe Bali inquiry, theinquiry into alleged bugging of
Mr Brereton’s office and the execution of ASIO search warrants.

33.  Our practice in such cases is not to confirm or deny the existence of a
complaint, or to discussthe particulars of inquiries beyond processissues such
asexpected time framesfor completion and theformal requirementsof the IGIS
Act.

I nternet presence

34. ThelGIS website (http://www.igis.gov.au) provides information about
the office, including copiesof previousannual reportsand occasiona statements
about current activities.

35. We receive numerous inquiries about the work of the office via the
electronic mail facility (info@igis.gov.au).

Ingpector-General of Intdligenceand Security
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36. Thereisalso acontinuing upward trend inits use by complainants, both
for initial contact and correspondence about the progress of complaints. Wewill
correspond with complainants via e-mail, but will not include classified
information in e-mails.

| nternational

37. Therewasno meeting of international intelligence and security oversight
bodies this year as the next is scheduled for 2004.

38.  TheUnited Kingdom’sIntelligence Services Committee however, visited
Australia in October 2002. In the course of the visit we consulted about our
respective inquiries into the Bali bombing.

39. | aso corresponded with some overseas counterparts about possible
cooperation in relation to matters affecting each others’ citizens.

40. Other countries have oversight bodies with different powers and
responsibilities from the Australian Inspector-General. With the permission of
the United Kingdom committee, Annex 4 to this report is an adaptation of a
chart prepared for the committee, which provides acomparative analysisof the
functions, powers and freedoms of oversight mechanismsin the United States,
Canada, Australia, New Zealand, South Africa and the United Kingdom.

Ingpector-General of Intdligenceand Security
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PERFORMANCE

PERFORMANCE INDICATORS

41. The effectiveness of the office may be assessed against a range of

guantitative and qualitative performance indicators, including:

o thetimetakento ded with complaintsand concludeinquiries,

e acceptance by minigers and agency heads of recommendations arigng from
INquIries,

e pogtiveregponsesfromagendestoissuesweraseaisangfromingpectionactivities,
and

e thelevd of assurance | can give that the agencies are conducting their activities
legdly, with propriety, and with regard to human rights.

TIMELINESS

Statistics
42. At the start of the reporting period 6 inquiries or preliminary inquiries
remained open. These comprised aministerial referral regarding the activities of

DIO, acomplaint about ASIS and 4 complaintsabout ASIO. All were concluded
during the reporting period.

43. In addition, there were 70 approaches from people with new or
continuing complaints against a nominated agency (60 in 2001-02).

44.  These comprised:

e 29new complaintsleadingto preliminary or full inquiries(26in2001-02). They are
liged a Annex 1, table 1. Ten remained open a the end of the reporting period;

e 9 gpproaches saeking review of previous complaints (7 in 2001-02); and

e 32 new complaintsnominating an agency that were dedlt with without the need for
inquiry action (27 in 2001-02). They arelisted a Annex 1, table 2.

45. Wetry torespond to thelatter immediately or within afew daysat most.
One such contact remained to be dealt with at the end of the reporting period,
but was finalised early in the next reporting period.

46. Inaddition, 78 people contacted the office with concerns of ageneric or
non-specific nature, also not requiring inquiry action.

47.  We do not have specific target times for completing preliminary or
formal inquiries because we often need input from people whom we cannot
require to provide responses within our preferred time limits.

Ingpector-General of Intdligenceand Security
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48.  Inthefiveyearsbetween 1 July 1998 and 30 June 2003, the averagetime
taken on each such inquiry was 103.45 days, while the average times taken in
2001-2002 and 2002-2003 were 72.9 days and 123.5 days respectively.

49.  Thisdoesnot necessarily, however, say anything about effort on the part
of this office compared to previous years. Resolution of inquiries is also
influenced by factors such as:

e the complexity and range of issuesraised;

e theimmediacy of the mattersto beinquired into;

o theaccesshility of necessary information;

e |ocating personswith knowledge of the matters being inquired into; and
e theneedto observetheforma processesset out inthe IGISAct.

50. The office's capacity to further reduce the time it takes to conclude its
Investigationswill continue to depend on the complexity of the casesthat come
to our attention and the responsiveness of others, aswell as our own efficiency.

ACCEPTANCE OF RECOMMENDATIONS

51. Itisvery rarefor an agency to reject recommendations of the Inspector-
General. All recommendations made by the Inspector-General in thisreporting
year were accepted.

RESPONSIVENESS TO ISSUESRAISED IN INSPECTIONS

52.  During and following inspection visitsto each of the collection agencies,
| made a number of suggestions on how procedures could be streamlined or
improved. These suggestionswere generally accepted and acted upon. In cases
where they were not, | accepted that there were good reasons for not doing so.

53. Theintelligence and security agencies continued to seek my views on
draft policiesand procedures whereissues of propriety and/or legality arose, or
were likely to arise.

54.  Thewillingness of the agenciesto seek and accept input from my office
demonstrates a genuine commitment on their part to conduct their activities
legally and with propriety.

L EVEL OF ASSURANCE

Increasing number of complaints

55.  The number of new complaints to the office hasincreased over the last
few reporting periods. Severa externa factorsarelikely to have played apartin
this.

Ingpector-General of Intdligenceand Security
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56.  Terrorist attacks such as occurred in the United States on 11 September
2001 and in Bali in October 2002, require greatly increased investigative effort
by the intelligence community, with consequent impacts on the wider
community.

57.  Inthe immediate aftermath of the Bali bombings, for example, ASIO
sought and obtained a number of entry and search warrants. The execution of
these warrants led to a number of complaints that have required individual
Investigation.

58.  Secondly, there have been some inquiries by the Inspector-General that
have received considerable media attention. The level of community
consciousness of the office’s existence and role is, therefore, higher than in
previous times.

Summary

59.  During the reporting period | found some instances where the agencies
acted beyond their authority. These are described in the chapters of this report
that deal with each agency individually.

60. In summary, however, | have come across no evidence that the
intelligence and security agencies, or individual members of the agencies, have
knowingly acted, or wish to act, beyond their authority.

61. | am aso satisfied that there is no evidence of enduring systemic
deficiencies that would lead to breaches of propriety, the law, or the human
rights of Australians.

62. | consider that the Australian public can be confident that theintelligence
and security agencies continue to be:

e focussed on achieving the objectives st for them by the Paliament and
government;

e responsveto ministerid direction;
e awareof thelimitsof their authority;
e concerned to conduct their businessin a professond manner; and

o fully accountablefor their actionsviathe variousoversght mechanismsthat goply to
them.

Ingpector-General of Intdligenceand Security
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AUSTRALIAN SECURITY INTELLIGENCE
ORGANISATION

WHAT ASIO DOES

63. TheAustralian Security Intelligence OrganisationisAustralia’s security
service. Its functions are set out in the Australian Security Intelligence
Organisation Act 1979. It is also subject to guidelines issued by the
Attorney-General.

64. ASIO’'smainroleisto gather information and produce intelligence that
will enable it to warn the government about activities or situations that might
endanger Australia’s security. It is not alaw enforcement agency.

65. Thefocusof ASIO swork ison terrorism, peoplewho may act violently
for political reasons, and people who may clandestinely obtain sensitive
government information or otherwise harm Australia’s interests in order to
further their own causes or the interests of foreign governments.

66. ASIO does not investigate lawful protest activity or engage in
surveillance of ordinary members of the community going about their normal
business. It has to obtain specific ministerial authority for use of its most
intrusive powers, such as telecommunications interception and listening
devices.

67. Other ASIO functionsincludecollecting foreignintelligencein Australia,
and providing security assessments and protective security advice.

68.  Further information about ASIO, the Attorney-General’sguidelinesand
the Australian Security Intelligence Organisation Act 1979, can be found on
ASIO’s Internet homepage located at http://www.asi 0.gov.au.

AWARD TO DIRECTOR-GENERAL

69. TheDirector-General of Security, Mr Dennis Richardson, was awarded
an AO in the 2003 Queen's Birthday Honours list in recognition of his
outstanding public service in a variety of portfolios over many years. |
congratulate Mr Richardson on this award.

INSPECTION ACTIVITIES

Context of ASIO activities

70.  Theterrorist attacks of 11 September 2001 vividly demonstrated to the
wider community the lethal threat posed by individuals and groups who are
committed to using violent means to achieve their objectives.

Ingpector-General of Intdligenceand Security
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71.  The need for more active intelligence collection was reinforced, if this
was necessary, by theterrorist outrage that occurredin Bali on 12 October 2002.

72.  Audraianinvolvement in armed conflict inthe Persian Gulf and various
military deployments elsewhere has aso contributed to the increasingly
complex security environment in which Australia now finds itself.

73. ASIO’s response to these developments has of necessity led to a
significant increase in its operational activities.

74.  While the majority of ASIO’s activities are hidden from view and are
therefore unlikely to attract public attention, some, such as the overt execution
of entry and search warrants, will inevitably bring attention to the Organi sation.

75. It is perhaps not surprising that the public profile of ASIO has been
greater in the past 12 months than at almost any time in its existence.

Scope and reporting arrangements

76. AsASIOisprincipally anational security agency, it isthe agency most
likely to come into contact with members of the Australian public. There are
therefore more, and awider range of, activities that require ongoing review by
the Inspector-General than there are with other agencies.

77. During the reporting period, we inspected the following categories of
ASIO activity:

e warant operations,
e recordsof operaions carried out under authoritiesto investigate;

e accessto, and useof, information obtained fromthe Audtraian Transaction Reports
and Analyss Centre and the Audraian Taxation Office;

e provison of information to, and liaison with, law enforcement agencies;
o theofficid use of dternative documentation to support assumed identities; and
e compliancewith the Archives Act.

78.  The Director-General and | have agreed that if any concerns or matters
worthy of comment arise during inspection activities, my staff or | will normally
discuss them with an appropriate senior manager or liaison officer in the first
Instance.

79.  Following each inspection | write to the Director-General outlining the
pertinent issues. In each case ASIO has provided a considered response.

80. The Director-General and | have also agreed procedures to apply if |
form the view that any matters arising from an inspection need to be brought to
the attention of the Attorney-General or the Prime Minister. Asin previousyears
no such matters arose during the 2002-2003 reporting period.

Ingpector-General of Intdligenceand Security
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Warrant operations — procedures

81l. The Attorney-General issues warrants to ASIO authorising the use of
special powers such as intercepting telecommunications, using listening
devices, entering and searching premises, intercepting mail, using tracking
devices and remotely accessing computers.

82. Wevisit ASIO’s central office approximately every eight weeks, and

state offices asthe opportunity arises, to inspect documentation associated with
current or recently concluded warrant operations.

83. Toensurethat ASIO doesnot seek warrants without proper justification,
thorough planning and appropriate consideration at various levels of approval,
we check ASIO’sfiles for documents showing:

o theintelligence or security case that ASIO has made in support of the application;
o that the people named in warrantsarein fact those of interest to ASIO;
o that gopropriateinternd approvasfor the request have been obtained,

¢ thepersonstowhomtheDirector-Generd hasgivenauthority to executethewarrant
or to communicate informetion obtained from awarrant;

o the Attorney-Generd’ s gpprova, when obtained;
e reportsto the Attorney-Generd of the outcome of executed warrants; and

e that the activity concerned did not begin before, or continue after, the period
goproved by the Attorney-Generd.

84. In the course of our rolling visits programme we aim to inspect
documentation for all warrants issued.

85. During the reporting period we reviewed a large number of warrant
operation filesseveral times, in order to be satisfied that ASIO prepared reports
of the outcomes and provided them to the Attorney-General withintherequisite
time.

86. Ineach case we were satisfied that ASIO had:

e reasonable grounds for seeking a warrant - our experience is tha the Director-
Generd only seekswarrantswhen thereare sound operationd requirementsfor their
use and the information cannot be obtained by lessintrusve means,

e provided sufficient informetion for the Attorney-Generd to make an informed
decison - the Director-Gengd persondly sgns each request to the
Attorney-Generd for issue of awarrant and the Attorney-Generd’ s Department
provides separate legd adviceto the Attorney in rdation to each request;

e gppropriate procedures in place to check that the conditions of the warrant were
being fulfilled,

Ingpector-General of Intdligenceand Security
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o reported theresultsof warrant operationsto the Attorney-Generd inabaanced and
timely manner; and

e maintained the key accountability documents on the relevant files.
Unauthorised telephone interception

87. We noted three instances of inadvertent unauthorised telephone
Interception caused by human error. This compares with five during the 2001-
2002 reporting period. Details are as follows:

e Sincewarantsexpireafter Sx months, in somecasesit isnecessary to seek renewd
of awarrant, with the new warrant timed to begin on expiry of theold. For various
reasons, however, there may sometimes be a gap between the two, in which case
ASIO ceases callection until the new warrant comesinto operation. Inthe casein
question, despite ASIO taking al reasonable precautions to remove dl target
numbers from coverage during this gap period, one number escaped being
disconnected. No intercept obtained from this number in the gap period was
processed and ASIO took gppropriate stepsto minimise therisk of any repetition.

o Shortly after renewa of awarrant a subscriber had a target service disconnected,
following whichthecarrier redlocated the number. AS O did not become aware of
this for severd weeks, during which time a sgnificant number of didling events
were collected but not processed dueto their short duration. Upon regdisng thet the
target service had been redlocated ASIO immediatdly ceased its coverage,
destroyed dl intercepted materid, informed the Attorney-Generd, and had the
rdevant warrant revoked; and

e Inanother casethe subscriber had aservicedisconnected beforetherd evant warrant
lapsed. ASIO inadvertently reconnected this service to its collection system when
the warrants for some related services were renewed shortly afterwards. ASIO,
however, picked uptheerror beforethe service provider couldredl ocatethe service,
30 no unauthorised intercept wasrece ved. Theofficersinvolved werecounsdlled to
bemorevigilantinthefuture. | accepted that theerror wasinadvertent and endorsed
the remedia action taken as appropriate.

Search warrants

88.  ASIO conducted anumber of overt searches of premises under warrant
authority during the reporting period.

89.  Several of these searchesled to complaintsto thisoffice. A description of
these mattersis provided under theinquiries and complaints section elsewhere
in this chapter.

Foreign trangdators

90. During the reporting period | asked ASIO to explain the rationale for
using foreign assistance in two operations, and to sight the undertakings these
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officers were required to complete in respect of the handling of processed
material relating to Australian persons.

91. In each instance the Director-General of Security provided detailed
responses and copies of the signed undertakings. | found these responsesto be
satisfactory.

Transcription errors

92.  During thereporting period we noted two instances of errorson theface
of warrants.

93. In the first instance, shortly after intercept began being processed it
became apparent that the name on the warrant was a mixture of the name of the
target identity and that of arelative living at the same residence.

94. ASIOimmediately ceased collection and conducted urgent research to
separately identify the two people.

95.  Following this the faulty warrant was revoked, and ASIO sought new
warrants to separately target both identities. | endorsed the corrective action
taken by ASIO in this case.

96. Intheother instance we noticed that the number of awarrant submitted
totheAttorney-General for signature did not correlate to the associated warrant
request number.

97.  Althoughthisclerical error isminor, | have asked ASIO to examine the
effect of this error on the validity of the warrant.

Minor procedural matters

98.  Severa minor procedural issuesalso came to notice during inspections,
mainly relating to the absence of some accountability documents. In each case
the missing documents were quickly located and presented for review.

99.  Giventheincreasing number of warrantsthat have been sought in recent
years, the incidence of error islow.

Authoritiesto investigate - procedures

100. Theauthority toinvestigate (ATI) processinvolvesapplicationsby ASIO
staff to more senior officersfor authority to conduct investigationsinrelation to
people or organisations.

101. Weregularly inspect therecordsof the ATI consideration processand the
files recording the resulting investigative activity.

102. During the reporting period we examined files relating to every ATI
issued in ASIO’s central office and a selection of those issued in ASIO’s other
offices.
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Authoritiesto investigate — results of inspections

103. Aswithwarrant operations, detailed public discussion of specific casesis
not possible but comment followsin general termsupon several casesreviewed
during the reporting period.

104. In one case we queried a particular ATI, which we considered was
expressed in too general terms. As there was no guestion about the
appropriateness of the proposed investigation, we suggested that it should be
authorised at a higher level within the Organisation, via a different approvals
mechanism.

105. Inanother casethe purpose of an ATI was not clear from the description
provided in the ‘Objectives of Investigation’ field on the relevant form. We
sought and obtained afull briefing on the investigation, receiving satisfactory
responses to al our queries.

106. Wealso raised anumber of more minor procedural issuesassociated with
theraising and approval of ATIs.

107. Last year's annua report commented that the quality of ATIs had
improved during that reporting period. This trend continued during the 2002-
2003 reporting period.

108. On the basis of our inspections, ASIO’'s responses to the various
guestionswe posed and the responses of senior management to our comments, |
consider that the ATI regime is operating to ensure that ASIO only conducts
Investigationsthat are properly justifiable by referenceto its statutory functions.

109. | am confident that the arrangements strike an appropriate balance
between the operational needs of ASIO and the need to protect peopl€e’ s privacy.

ASI O and law enforcement agencies

110. Theincreased focuson terrorism during the reporting period necessarily
involved close cooperation between ASIO and law enforcement agencies.

111. As has been described elsewhere in this report, ASIO required the
assistance of various federal and state law enforcement bodiesin the course of
executing a number of entry and search warrants. We received a number of
complaints flowing from these joint operations.

112. Theresultant inquiriesrevealed some systemic issues, one of whichwas
the need for clearer definition of the respective roles and responsibilities of
ASIO and the police forces when acting under the authority of search warrants
Issued to ASIO. | intend pursuing this matter further in the 2003-2004 reporting
year.
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113. More generally, during our periodic visitsto ASIO regional offices we
examine ASIO's records of exchanges of information with local law
enforcement agencies.

114. We found these records to be properly maintained and sufficiently
detailed for usto conclude that the exchange of information that occurs does not
exceed what is necessary for the performance of the functions of the
organisations concerned.

AUSTRAC and the Australian Taxation Office

115. The Financial Transactions Reports Act 1988 and the Taxation
Administration Act 1953 provide for ASIO to obtain information from the
Australian Transaction Reports and Analysis Centre (AUSTRAC) and the
Australian Taxation Office, in strictly prescribed circumstances.

116. Theproceduresinvolved in ASIO accessing financial transaction reports
and taxation information are set out in memoranda of understanding (MOUSs)
between the respective parties.

117. The Inspector-General of Intelligence and Security and the Director of
AUSTRAC have aso entered into a MOU covering oversight issues and the
Inspector-General providesan annual report to the Attorney-General onASIO’s
compliance with its obligations.

118. Weregularly review ASIO’saccessto financial transaction reportsand it
Isapparent from thisthat ASIO iscomplying with the requirements of the MOU
between itself and AUSTRAC.

119. ASIOhasformal internal proceduresfor approving accessto AUSTRAC
information similar to those applying to ATIs. They require ASIO investigators
who need information about financial transactions to obtain approval from
senior officers. Interrogation of the databases is not undertaken by the
investigator who requiresthe information but by an officer specially authorised
and trained for the task. Under the memorandum of understanding between
ASIO and AUSTRAC the maximum number of authorised officers at any one
timeistwelve.

120. The proceduresrequire that, before access is approved, the entity under
Investigation also be the subject of an ATI.

121. We also review instances of ASIO obtaining access to taxation records
and its compliance. It is apparent that, as with access to AUSTRAC records,
ASIO is complying with the requirements of the MOU between itself and the
Australian Taxation Office and is careful not to abuse the accessto whichiitis
entitled.
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Use of assumed identities

122. Amendments to the Crimes Act during 2001-2002 require
Commonwealth agencies that issue or use aternate identity documentation, to
mai ntain appropriate records.

123. Theamendmentsrequire ASIO, assoon as practicabl e after 30 June each
year, to give the Inspector-General areport for the year.

124. The report for 2002-2003 showed that ASIO issued a small number of
authorisations under the legidlation for use of assumed identities by intelligence
officers.

Archives issues

125. The Director-General of Security provides our office with quarterly
progress reports on ASIO’s performance in meeting its obligations under the
ArchivesAct 1983. | also meet periodically with relevant ASIO staff to discuss
their handling of significant archive issues.

126. We sometimesreceive complaints about the handling of archives access
requests but the incidence of such complaints has declined in recent times.
People who are dissatisfied with decisions on archives applications have the
right to have them reviewed by the Administrative Appeals Tribunal.

127. There have been resource pressures in recent times arising from the
increased focus on terrorism. Performance, however, has been satisfactory
considering the competing priorities, with large numbers of documents cleared
for access. Based on our occasional inspection activities, our interaction with
archives staff and the progress reports we receive, | am satisfied that ASIO is
committed to processing accessrequests as quickly and efficiently asit can, and
to otherwise meeting its obligations under the ArchivesAct.

Contact with staff

128. | regularly participate in training sessions for ASIO officers and
Inductees, addressing them on accountability issues and the work of thisoffice.

129. ASIOoofficersalso brief mefrom timeto time on mattersthat touch upon
the work of the office, or to seek an independent opinion.

130. The Director-General places no barriers to contact between ASIO staff
and members of this office. Indeed he encourages such contact and does not
seek to monitor or control it in any way. For our part, we seek to use this
freedom of access positively and responsibly so as to minimise any adverse
impact on the work of the agency.
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COMPLAINTSAND INQUIRIES

131. During the reporting period 32 complaints about ASIO were concluded
without proceeding to a preliminary inquiry: (compared with 23 such casesin
2001-2002).

132. Four outstanding matters were carried over from the previous reporting
period. The office conducted preliminary inquiries into 19 new complaints
about ASIO, an inquiry into whether Australia’ s intelligence agencies had any
warning of the Bali bombings (which naturally included ASIO), and one
preliminary inquiry which aso involved approaching each agency (see
Annex 1).

133. Inconducting inquiries| sought briefings on arange of subjects, aswell
as access to files and to individuals. The Director-General of Security met all
such requests.

134. | conducted no ‘own-motion’ inquiriesinto ASIO’s activities during the
reporting period

135. Some of the complaints deat with during the reporting period are
summarised bel ow.

Search warrants

136. The 2001-2002 annual report described a complaint alleging, among
other things, that a computer, seized in an ASIO search, was damaged when
returned to its owner. ASIO, however, had claimed that it was functioning
correctly.

137. At my request the complainant’s lawyer obtained a report from a
computer technician. Thereport described anumber of defectsinthe computer,
which the complainant said did not exist before the search, but the report did not
indicate when they might have been caused.

138. Since the report was prepared many months after ASIO returned the
computer, | took possession of the computer and had a technician examine the
hard disk, to try and establish whether the computer had been used after ASIO
returned it to its owner.

139. The results of this report suggested that, although the computer may
Indeed have been used, it was not in the same condition when returned aswhen
ASIO seized it.

140. ASIO subsequently agreed to my suggestion that it offer the complainant
compensation and the complainant accepted the offer.

! See Annex 1 for description of the various types of inquiry.
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141. Inanother casethelegal representative of acomplainant, after examining
the search warrant, alleged that the search took place at premises other than
those specified in the warrant.

142. Oninquiry it appeared that ASIO officersin fact presented the warrant at
the right premises but the occupant, who was a relative of the person whose
premises they were authorised to search, told them that they could find that
person in nearby premises, to which he would lead them.

143. He took the ASIO officers and accompanying police to the other
premises and they began the search in accordance with normal procedures, only
to realise after a short time that they were not at the address specified in the
warrant.

144. They immediately withdrew without removing any property and
destroyed the recordings they had begun making.

145. | concluded that the error was unintentional. Neverthelessthe search was
unauthorised and | recommended that A SIO negotiate with the complainantsto
reach amutually acceptabl e settlement. Those negotiationswere still in progress
at the close of the reporting year.

146. A number of other peoplewhose residences A SI O searched complained
about various aspects of the searches.

147. The principal alegation was that they were, in effect, detained and
prevented from going about their normal business. Search warrants do not
authorise the detention of people and if people whose premises are being
searched wish to leave they are at liberty to do so.

148. When conducting an overt search under warrant ASI O obtains assistance
fromtheAustralian Federal Police and State police, principally at the start of the
search, to gain entry to the premises and ensure that risksto personsinvolved in
the search are minimised.

149. Indoing this, although acting under the authority of the warrant issued to
ASIO and with the benefit of ASIO intelligence about the risks, the police use
their own judgment about the techniques to use.

150. A good number of the complaints about conduct related to incidents
alleged to have occurred at the initial stages of searches and appeared to be
about police behaviour.

151. | therefore encouraged complainants in such cases to exercise rightsto
have police behaviour reviewed. The Commonwealth Ombudsman became
involved ininvestigations under the Complaints (Australian Federal Police) Act.

152. Atthecloseof thereporting year theinquirieswereintheir final stages. |
expect that they will result in some suggestions for procedural improvements
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that could reduce the probability of complaints about ASIO when it conducts
searchesin the future.

Recruitment practices

153. Therewere severa complaintsfrom peoplewho applied for positionsin
ASIO but were unsuccessful.

154. Such complaints tend to arise when ASIO has decided to reject
applicants on organisational suitability grounds after initial psychological
testing.

155. In these circumstances some applicants, normally those employed or
expecting to be employed elsewhere in the public sector, are concerned less
with the decision not to employ them than with the possibility that their future
security status may be affected.

156. Theconduct and assessment of psychological testsinvolvesthe exercise
of professional judgment which it would be inappropriate for the
Inspector-General to try and second-guess. In the absence, therefore, of
procedural deficiencies the Inspector-General will not be able to recommend
change to ASIO’s decisions.

157. We can, however, reassure complainants that failure to meet ASIO’s
occupational suitability requirements does not necessarily have implicationsfor
their ability to obtain security clearances for other areas of Commonwealth
employment.

Compensation for asylum seeker

158. Previousannual reports have described acomplaint made on behalf of an
asylum seeker who was detained for many months longer than he should have
been due to a defective ASIO security assessment.

159. In 1999 | invited the asylum seeker’s legal representative to submit a
detailed claim for compensation. After many remindersthe claim arrived shortly
before the close of the reporting year.

160. Theclamwasin excess of what appeared justifiableand | referred it to
the Australian Government Solicitor for advice. | expect to recommend that
ASIO pay alower, but till significant amount and to finalise this complaint
during the first part of the new reporting year.

Bali terrorist attack

161. ASIO provided full and enthusiastic assistance with the conduct of this
inquiry, devoting major resources to the task of identifying and bringing to
attention possibly relevant material. The body of the final report is classified,
but the unclassified introduction and summary is at Annex 2 to this annual
report.
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AUSTRALIAN SECRET INTELLIGENCE SERVICE

WHAT ASISDOES

162. ASIScollectsforeign intelligence, relying on human sources to obtain
information. It produces and disseminates intelligence reports to key
government decision-makers.

163. ASISwas established by executive order on 13 May 1952 and operated
under government directive until the Intelligence ServicesAct (ISA) cameinto
effect on 29 October 2001.

164. ASISsintelligence collection and reporting activities are now regul ated
by ministerial directions, ministerial authorisations and privacy rules, which
have been made pursuant to the I SA.

165. ThelSA prohibitsASISfrom engaging in activitiesinvolving violence or
the use of weapons. There is also a prohibition on activity for the purpose of
furthering the interests of political parties.

166. Targeting priorities for ASIS and other members of the AIC are
established in aplanning document that is endorsed and regularly reviewed by
the National Security Committee of Cabinet.

167. Further information about ASISis at http://www.asi s.gov.au.

SENIOR APPOINTMENTS

168. MrAllanTaylor AM completed hisfive-year term as Director-General of
ASISin February 2003.

169. During hisperiod asDirector-General, Mr Taylor oversaw the placement
of ASIS on astatutory footing, an increasing openness of the Serviceto externa
scrutiny, and continuous attention to maintenance and improvement of
professional standards.

170. Mr Taylor consistently promoted accountability through all levelswithin
ASIS and strongly supported the work of this office in itsinquiry and review
activities. | wish Mr Taylor well in his retirement.

171. Mr Taylor wasreplaced as Director-General of ASISby Mr David Irvine.
Mr Irvine has had along and distinguished career in the diplomatic service and
was most recently Australian Ambassador to China.
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INSPECTION ACTIVITIES

172. Inspection activities involving ASIS during the reporting period have
included:

e monitoring compliance with the ASIS privacy rules,
e ingpecting current operationd files, and

e reviewingdl submissons including requestsfor ministeria authorisations, madeby
ASISto the Minigter for Foreign Affairs.

173. The Director-General and | have agreed that following each inspection
activity, wewould discuss any concerns with an appropriate senior manager or
liaison officer. | have also made a practice of following up each inspection with
a letter reporting the results and outlining any issues raised during the
Inspection.

174. We have also agreed procedures that would operate should | form the
view that any matter arising from an inspection needed to be brought to the
attention of the Minister for Foreign Affairs or the Prime Minister. No such
matters arose during the reporting year.

I ntelligence Services Act and privacy rules

175. Last year’'s annual report discussed the background to the ISA and its
first few months of operation.

176. Since cominginto effect, the | SA has brought about anumber of changes
intheway A SIS goesabout itsbusiness, the foremost being that the Minister for
Foreign Affairs, rather than the Director-General ASIS, is now the person
responsible for approving activities carried out for the purpose of collecting
intelligence on Australian persons. ASISrarely carries out such activities.

177. At the conclusion of the reporting period the ISA and ASIS's privacy
rules had been in operation for approximately 20 months. In that time we have
raised several queries about the application of the rules.

178. ASISismaintaining alist of theseissuesso that legidative amendments,
where appropriate, can be proposed at an opportune time.

Review of operations

179. Inpreviousyears, amember of the officeand | would review aselection
of current ASISoperational casefilesat ASIS headquartersevery eight weeksto
ensure that the operations are carried out legally and with propriety.

180. In March 2003 | engaged a former Inspector-General and
Commonwealth Ombudsman, Mr Ron McLeod AM, asaconsultant, in order to
Increasethefrequency of thesereviews. They now take place every threeto four
weeks.

Ingpector-General of Intdligenceand Security
Annual Report 2002-2003



181. While this review activity necessarily has a retrospective focus we
sometimes comment on very recent actions.

182. For the most part, the cases we reviewed were well planned, well run,
tightly controlled, and delivered outcomesthat were of significant benefit to the
national interest.

183. We did, however, raise a number of issues with the Director-General.
Whileitisnot possibleto comment in detail on each of these mattersinapublic
report, they included:

e issues aisng from ASS officers traveling with materia that, while legd in
Audrdia, might attract attention from overseas|aw enforcement agencies,

o theappropriate handling of adissatisfied former human source ;

o daifyingtherespectiverolesof Audrdianintdligenceagencesinconductingarisk
asessment of ahuman source; and

e concernsasociated with the acquisition of specidist equipment.

184. TheDirector-General provided considered responsesand | was satisfied
with the outcome in each case.

185. In addition to raising issues of this kind, senior managers in ASIS
frequently brief me on issues of common interest.
Ministerial submissions

186. Weregularly review ASIS swritten submissionsto its minister relating
to operations, including submissions seeking authorisations under the
Intelligence ServicesAct.

187. | am satisfied that these submissions contain sufficient information for
the minister to make well-informed decisions.

Use of assumed identities

188. Recent amendments to the Crimes Act 1914 require Commonwealth
agenciesthat issue or use aternateidentity information to maintain appropriate
records.

189. Theamendmentsrequire ASIS, as soon as practicable after 30 June each
year, to give the Inspector-General areport for the year.

190. The report for 2002-2003 showed that ASIS issued a number of
authorisations under the legislation for use of assumed identities by its officers.

Contact with staff

191. Most ASIS officers meet with me prior to their overseas postings. The
purpose of these meetings is to remind ASIS representatives of the role and
functions of this office.
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192. | also meet with heads of mission who are being sent to posts where
A SIS staff are present, to discuss any issues or concerns they might have prior
to their departure.

193. In addition to these pre-departure meetings | regularly attend training
sessions for ASIS officers and inductees, addressing them on accountability
issues and the work of the office.

194. Asl did not travel overseasduring thereporting period, | visited noASIS
stations in the past 12 months.

COMPLAINTSAND INQUIRIES

195. Onecomplaint about ASIS was carried over into the 2002-03 reporting
period. Four new complaints about ASIS led to preliminary or full inquiries.
One complaint required checking with al AlC agencies, whilethe Bali inquiry
(see Annex 2) also necessarily required involvement with all AIC agencies.

196. Inadditionto these matterswereceived six other complaintsabout ASIS
which were handled without need for inquiry action.

197. A summary of some of the full or preliminary inquiries is provided
bel ow.

Termination of relationship

198. | received acomplaint in January 2002 from a person who alleged that
ASIS terminated its relationship with him in a premature and unsatisfactory
manner, contrary to undertakings it had given him. As a consequence, the
complainant claimed he had been left with obligations he could not meet.

199. Following an extensive inquiry | invited comment from the
Director-General on adraft report in February 2003 and finalised the report in
April 2003.

200. The draft report foreshadowed a recommendation for a payment to the
complainant to enable him to meet some of the obligations he claimed to have
assumed for ASIS's benefit. The complainant, however, informed me that he
considered the proposed payment insufficient and he subsequently took other
action to try and achieve a better result.

201. The final report, therefore, did not recommend a payment but it did
recommend anumber of improvementsto proceduresrelating to such mattersas
agreements with sources, record keeping, and confirming customer
requirements.

202. The Director-General informed me that ASIS had already, or would as
soon as possible, implement all these suggested improvements.
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Psychological assessments

203. An unsuccessful applicant for employment with ASIS contacted my
officein August 2002, raising concerns about the sel ection process she had just
undertaken.

204. The complainant had previously applied for employment with another
intelligence agency and in the course of that process had been the subject of a
psychol ogical assessment.

205. The complainant questioned:

o the gppropriateness of intelligence agencies sharing psychologicd profiles of job
goplicants

e the timing of ASIS's request to access the results of this earlier psychologica
asessment - she believed this should happen at the sart of the process, before
gpplicants had goneto the trouble of attending for interview; and

e whether there had been discrimination againg her on the grounds of her declared
religiousbeliefs

206. | have previously concluded that sharing information of this kind is
appropriate, for good reasons related to security.

207. Onthequestion of timing, | found that it was appropriatefor intelligence
agenciesnot to seek thisinformationimmediately upon receipt of an application
but to first assess applicants against their own selection criteria, without being
influenced by opinions expressed in another agency.

208. In this case, however, it became apparent on inquiry that ASIS had
accessed the other agency’s material after it decided not to employ the
complainant. | could see no good reason for thisand sought an explanation from
the Director-General.

209. The explanation wasthat ASIS wished to confirm that the complai nant
had not been recommended for employment in the other agency following her
psychological assessment interview; and to compareits assessment with that of
the other agency as a quality control measure.

210. Theredid not seem to meto be any significant security benefit to offset
the infringement of the applicant’s privacy.

211. | therefore sought and obtained from the Director-General an assurance
that ASISwould not in future seek to access psychol ogical assessment material
from other agencies ssmply for the purposes described above.

212. Inview of the possibility that other agencies might be adopting similar
practices | also sought and received similar assurances from the heads of the
other agenciesin the Australian intelligence community.
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213. | found no evidenceto support the complainant’s concernsthat she might
have been discriminated against on religious grounds.

Recruitment processes

214. InMarch 2003, | received acomplaint from an unsuccessful applicant for
employment with ASIS.

215. The complainant wished to obtain reasons why his application was
unsuccessful and to ascertain whether security concerns led to the decision.

216. After ashort investigation | was able to provide the complainant with
some additional detail about the selection exercise he was a part of .

Bali terrorist attack

217. ASISprovided full and enthusiastic assistance with the conduct of this
inquiry, devoting major resources to the task of identifying and bringing to
attention possibly relevant material. The body of the final report is classified,
but the unclassified introduction and summary is at Annex 2 to this annual

report.
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DEFENCE S GNALSDIRECTORATE

WHAT DSD DOES

218. DSD’s primary function is to collect foreign signals intelligence. It
produces and disseminates reports based on what it collects. These reports,
which are concerned with significant political, military and economic
developmentsin our region, are provided to key policy makers, theintelligence
assessment agencies, and other selected government agencies.

219. DSD may not intercept communications within the domestic Australian
telecommunications network.

220. Since 29 October 2001, DSD’s intelligence collection and reporting
activities have been regulated by ministerial directions, ministerial
authorisationsand privacy rules, made pursuant to the Intelligence Services Act
2001 (1SA).

221. Targeting priorities for the Australian intelligence community are
established in a planning document that is endorsed and regularly reviewed by
the National Security Committee of Cabinet.

222. DSD aso actsasthe government’s authority on all matters pertaining to
communications security and information technology security.

223. Further information about DSD can be found at http://www.dsd.gov.au.

SENIOR APPOINTMENTS
224.  Mr Stephen Merchant replaced Mr Ron Bonighton as Director DSD in
December 2002.

225. In accordance with a recommendation of the MV Tampa inquiry report
(see 2001-02 annual report) DSD obtained in-house legal expertise, a Specia
Counsel outposted from the Australian Government Solicitor.

INSPECTION ACTIVITIES

226. Inspection activities involving DSD during the reporting period have
included:

e daly monitoring of DSD reporting for compliance with the ISA and the DSD
privecy rules,
e monthly meetingswith DSD staff to discuss compliance and policy issues,

e reviewing minigerid authorisations and other submissons made by DSD to the
Miniger for Defence; and
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e vidting DSD collection stes outsde of Canberra, as opportunity permits.

227. Following each of these activities we discuss any concerns with an
appropriate senior manager or liaison officer.

228. | have also made apractice of following up our monthly meetingswith a
letter to the Director outlining any issues of on-going significance or concern.

229. TheDirector and | have also agreed proceduresto operate should | form
the view that any matter arising from an inspection needed to be brought to the
attention of the Minister for Defence or the Prime Minister. No such matters
arose during the reporting year.

I ntelligence Services Act and privacy rules

230. Last year’s annual report discussed the background to the ISA and its
first few months of operation.

231. TheAct has brought about significant changes, the foremost being that
the Minister for Defence, rather than the Director DSD, is now responsible for
approving collection activities involving Australians.

232. Several unintended effects and minor deficiencies in the Act and rules
have become apparent. We have rai sed these either at our monthly meetings or
directly with the Director, and administrative solutions have been possible in
Some Cases.

233. Atmy suggestion, DSD has been keeping alist of these problems so that
legidlative amendments, where appropriate, can be proposed at an opportune
time.

Collection and reporting of Australians communications

234. ThelSA providesaframework within which DSD can collect theforeign
communications of Australians in certain restricted circumstances.

235. TheMinister for Defence must authorise any activity undertaken for the
specific purpose, or for purposes which include the specific purpose, of
producing intelligence on an Australian person.

236. If DSD wishesto conduct such an activity, therefore, the Director needs
to satisfy the minister that the criteria set out in the ISA for such intelligence
collection will be met.

237. Sometimes in the course of collecting the communications of foreign
targets, DSD unintentionally collects the communications of an Australian
person engaged in activity (eg involvement in terrorism) that is of legitimate
intelligence interest.
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238. DSD canlegitimately report theintelligence, but in order to deliberately
target the Australian's communications to produce further such intelligence it
must have a ministerial authorisation.

239. DSD provides a written submission to its minister in relation to each
authorisation that it seeks. We regularly review this material as well as the
signed authorisations.

240. | am satisfied that these submissions contain sufficient information for
the minister to make well-informed decisions.

241. Theprivacy rulesregulate the communication of intelligence information
about Australian persons collected by DSD. They require that all such
communication meet certain strict criteria

242. We inspect reports containing intelligence information relating to
Australians to check whether they comply with the privacy rules.

243. The proportion of such reports compared to the total output of reports
disseminated by DSD is very small.

244. DSD maintains a register, for inspection by the Inspector-General, of
every report containing intelligence information about Australian persons. The
register, amongst other things, indicates whether the reference wasthe result of
deliberate or incidental collection.

245. Separately, we cross check by interrogating the DSD reports database
from acomputer terminal in our office. We query DSD when we seereportsthat
contain intelligence information about Australian persons, where it is not
obvious that the privacy rules permit such reporting.

246. Inthereporting year there were also occasionswhen, asrequired by the
privacy rules, DSD consulted me about action that should betakeninrelationto
infringements it believed had occurred.

247. In severa instances there was, in fact, a breach of the rules. This
occurred for various reasons, the most common being that DSD became aware
that aperson they had believed to be aforeign national (in some caseson advice
from another agency) infact wasan Australian citizen or permanent resident. In
one case the person concerned changed their residency status and DSD did not
discover it in time to avoid reporting.

248. Therewere also severa instances of DSD consulting me about possible
breacheswhen, after considering the circumstances, | concluded that no breach
had occurred.

249. Remedial action taken by DSD normally involves cancellation of the
report and notification to recipients to destroy copies. Sometimes, however,
particularly if the breach occurred sometime beforeitsdiscovery, our adviceto

Ingpector-General of Intdligenceand Security
Annual Report 2002-2003



DSD is to take no further action, because to do so would draw renewed
attention to material that could be sensitive.

250. Although not required by the privacy rules, DSD does not name
Australian personsinitsreporting. It typically usesageneric description such as
a named Australian person, a possible Australian person, etc.

251. Aclient agency needing aname must justify having access. DSD will not
release the name unless:

o theinteligence information isdirectly pertinent to the functions of the requesting
agency; and

e the agency identifies an appropriate provison of the privacy rules and provides
sufficient supporting informetion.

252. DSD keeps records of the requests and decisions, which we regularly
inspect. Also, DSD sometimes consults our office before making adecision in
respect of these requests. On occasion weraiseissueswith DSD after adecision
on the release of a name has been made.

253. Inthereporting year therewerenoinstancesinwhichDSD’sreleaseof a
name requested by another agency constituted a breach of the privacy rules.

Comsec monitoring

254. One section of DSD is devoted to Communications Security (Comsec)
monitoring.

255. Thisinvolvestargeting the communications of personnel taking part in
selected Defence operationsto assess how secure their communicationsare and,
If deficienciesareidentified, toinstigate remedial action. Comsec monitoringis
not directed against members of the public.

256. Comsec monitoring requires ministerial authorisation. Those whose
communications are targeted must be warned in advance.

257. Given the potential of such monitoring to intrude upon the privacy of
individuals, | regularly receive an update on Comsec activitiesand issueswhen
| visit DSD headquarters.

258. | am satisfied that the responsible staff are fully aware of their
responsibilities under the Intelligence Services Act and discharge their duties
with care and within the limits of their authority.

New collection activities

259. DSD frequently developsnew projectsinvolving different approachesto
collection of intelligence. DSD regularly informs me of the nature of such
projects and we discuss any issues that might arise concerning legality or
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propriety. My main concern in such casesisto ensure that adequate attention is
given to such issues, including DSD obtaining legal advice where necessary.

260. Inadditiontoreceiving briefingsat DSD headquarters, we also inspected
some of DSD’s other facilities.

261. | am confident, based on these inspections, other inspection activitiesand
discussions with DSD staff at all levels, that its activities do not involve
collecting the domestic communications of the Australian community.

TRAINING ACTIVITIES

262. In the year following the commencement of the ISA and the privacy
rules, DSD devoted significant resourcesto the devel opment of new guidelines
and reporting systems to ensure compliance with their newly mandated
obligations.

263. During the 2002-03 reporting period, DSD devoted significant resources
to fine-tuning and delivering an in-house training module on the practical
requirements of the ISA and the principles underpinning the application of the
privacy rules.

264. DSD intends delivering this day-long training module to all reporting
staff and line managers, and a shortened form to staff members who need less
detail (eg. technical and administrative staff).

265. The Director DSD has shown his commitment to this training program
by participating in the training modul e with agroup of hismost senior managers
and personally speaking to as many training groups as heis able.

266. The Inspector-General’s office is equally supportive of this training
program. During the reporting period we:

e provided input on the course content;

e presented anoverview of accountability arrangementsand thework of thelGIS, a
each training module;

e participatedinquestionsand answer sessong/group discuss onson variousscenarios
drawn from red-life Stuaions, and

e dtended training coursesat various DSD facilities|ocated outsde Canberra
COMPLAINTSAND INQUIRIES

267. Thelevel of complaints about DSD isgenerally low dueto the fact that
DSD collectsforeign signalsintelligence by technical means. It isunlikely that
members of the Australian public would have any direct dealings with DSD.
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268. During the reporting period three new complaints about DSD led to
either a preliminary or full inquiry. One complainant had concerns about
employment within the Australian intelligence community, which required
checking with each member of the A1C including DSD.

269. Four complaints about DSD were handled without need for inquiry
action.

Bali terrorist attack

270. DSD provided full and enthusiastic assistance with the conduct of this
inquiry, devoting major resources to the task of identifying and bringing to
attention possibly relevant material. The body of the final report is classified,
but the unclassified introduction and summary is at Annex 2 to this annual
report.

Alleged bugging of a federal politician

271. On30April 2003 anumber of newsoutlets reported on DSD cooperation
with aninvestigation into leaks of material relating to East Timor in 1999-2000.
There were dlegations that DSD might have eavesdropped on the
communications of Mr Laurie Brereton MP, then Opposition spokesman on
foreign affairs.

272. There were also suggestions that DSD might have asked a cooperating
overseas agency to monitor Mr Brereton’s communications because it would
have beenillegal for DSD to do so itself.

273. Given the nature of the allegations | decided to conduct an inquiry.
274. Thereport of theinquiry isreproduced at Annex 3 to thisannual report.
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DEFENCE IMAGERY AND GEOSPATIAL
ORGANISATION

WHAT DIGO DOES

275. The Defence Imagery and Geospatial Organisation (DIGO) has prime
responsibility for the acquisition and analysisof satellite and other imagery and
for the development, acquisition and exploitation of geospatial data.

276. This means that DIGO collects and analyses images of foreign and
domestic subjects (eg. landforms, waterways, disputed territories etc.), and
develops mapping and imagery intelligence products for a range of
Commonwealth agencies and the Australian Defence Force.

277. Detailed technical analysis of imagery obtained by DIGO can revea
information that is of value to key decision makers in the development of
policiesthat are in the national interest, and of possible benefit in national and
international emergency management.

278. DIGO aso has the capacity to combine imagery with other available
sources of data to prepare highly accurate topographical maps and other aids
that are of value in the preparation of plans relevant to national defence and
Ssecurity.

SENIOR APPOINTMENTS

279. Mr Chris Stephens AM was foundation Director of DIGO from 1999
until his retirement on 4 July 2003.

280. In establishing DIGO as a separate entity within the Australian
intelligence community, Mr Stephenswas concerned to ensure ethical conduct,
transparency and accountability within the agency.

281. | wouldliketothank Mr Stephensfor supporting the work of our office,
and wish him well in his retirement.

ACCOUNTABILITY ARRANGEMENTS

282. During the reporting period DIGO continued to pursue initiatives to
formally establish itself as a separate agency.

283. Aswas noted in last year’s annual report, one piece of legislation that
needs to be amended is the Inspector-General of Intelligence and Security Act
1986, which currently makes no reference to DIGO.
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284. Meanwhile, the Director DIGO and | have agreed that | should oversee
the activities of DIGO as if the IGIS Act had already been amended. The
Minister for Defence has endorsed this approach.

INSPECTION ACTIVITIES

285. Wevisited DIGO headquarters approximately every three months during
the reporting period to identify and review DIGO intelligence collection
activities that may have had some impact upon Australians or Australian
entities.

286. While DIGO’scollection prioritiesare focussed outside Australia, there
are occasions when it collects images of Australian territory, for example in
support of defence operations.

287. The scope for collection of imagery which could intrude upon the
privacy of Australians is limited and occurs subject to the Rules Governing
DIGO’s Activities in Respect of Australia and Australians.

288. These rules, which were endorsed by the Minister for Defence in
November 2000, embody similar principlestothe ASISand DSD privacy rules.

289. My staff and | have received comprehensive briefings on DIGO's
capabilitiesfrom the Director and his staff. These briefings have been helpful in
better appreciating DIGO’s capabilities and planning our inspection activities.
290. During thereporting period we raised several procedural issueswiththe
Director DIGO. Each approach received a timely and appropriate response.

291. Inoverall terms, wewere satisfied that al necessary approvals had been
obtainedin respect of all tasking involving Australian locationsand that DIGO's
records are being kept in good order.

292. At theinvitation of the Director | visited DIGO’s facility in Bendigo,
Victoriain July 2002, to meet staff, to learn of the work they undertake, and to
discuss the role and functions of the Inspector-General.

COMPLAINTSAND INQUIRIES

293. Nocomplaintsduring the reporting period specifically referred to DIGO.

294.  Onecomplainant had concerns about employment within the Australian
intelligence community, which required checking with each member of the AIC
including DIGO.

Bali terrorist attack

295. Asmentioned in the unclassified introduction and summary at Annex 2
to thisannual report, we concluded at an early point in our investigationsthat it
was most unlikely that DIGO could have obtained relevant intelligence.
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DEFENCE INTELLIGENCE ORGANISATION

WHAT DIO DOES

296. The role of the Defence Intelligence Organisation is to provide
intelligence to inform defence and government policy and planning, to support
the planning and conduct of Defence Force operations.

297. DIO alsoaimsto develop and maintain adefenceintelligence capability
for useintime of crisisand conflict. DIO does not concern itself with domestic
developments or situations within Australia.

298. Further information about DIO is at http://www.dod.gov.au/dio/.

ACCOUNTABILITY ARRANGEMENTS

299. DIlOisanintelligence assessment agency, not acollector of intelligence.
This means that its day to day activities are unlikely to impinge upon the
privacy of Australians.

300. Thisisrecognised inthe Inspector-General of Intelligence and Security
Act 1986, which provides the Inspector-General with restricted functions in
relation to DIO.

301. Although | have periodic consultations with and briefings from the
Director, it is not necessary to inspect DIO’s activities on aroutine basis.
COMPLAINTSAND INQUIRIES

302. In December 2000 thethen Minister for Defence asked meto inquireinto
acomplaint by amember of the Australian Defence Force who was critical of
certain intelligence reporting and related issues affecting the complainant
personally.

303. The investigation concluded in February 2003 and | provided a final
report to the minister in May.

304. Severa factorsinfluenced the duration of the inquiry, as follows:
e alot of recordsrequired review;,

e difficulty in contacting some of the people nominated by the complainant as
supporting his pogtion;

¢ theneed to obtain information from anumber of DIO officers, and

e thegreater weight placed on higher priority investigations conducted by the office.

305. Theinquiry report contained classified information but the minister was
able to provide the complainant with an unclassified version.
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306. The report concluded that while the complainant’s concerns were
genuinely and sincerely held, they did not stand up to objective scrutiny.

307. Thereport also suggested, though not as aformal recommendation, that
it might be desirable, in special circumstances, to establish ad hoc external
reviews of intelligence performance.

308. No new complaints during the reporting period specifically referred to
DIO.

309. Onecomplainant had concerns about employment withinthe Australian
intelligence community, which required checking with each member of the AIC
including DIO.

Bali terrorist attack

310. DIO provided full and enthusiastic assistance with the conduct of this
inquiry, devoting major resources to the task of identifying and bringing to
attention possibly relevant material. The body of the final report is classified,
but the unclassified introduction and summary is at Annex 2 to this annual
report.
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OFFICE OF NATIONAL ASSESSMENTS

WHAT ONA DOES

311. Therole of the Office of National Assessmentsisto produce analytical
assessments of international developments. ONA produces reports on
international devel opmentsand strategic and economic mattersinorder toassist
the government and Commonwealth agencies in the formation of policy and
plans.

312. ONA bases its assessments on information available both inside and
outside government. It draws on secret intelligence collected by other agencies,
aswell asdiplomatic reporting and open source material including news media
and other publications.

313. Further information about ONA can be found at http://www.ona.gov.au.

ACCOUNTABILITY ARRANGEMENTS

314. Asindicated above, ONA isan analytical agency rather than a collector
of intelligence.

315. Recognition of thisisreflected in the fact that the Inspector-General of
Intelligence and Security Act provides the Inspector-General with limited
powers and responsibilitiesin relation to ONA.

316. Although the Inspector-General hasfew formal responsibilitiesfor ONA,
| have consultations with and briefings from the Director-General when
necessary.

COMPLAINTSAND INQUIRIES

317. No new complaints during the reporting period specifically referred to
ONA.

318. Onecomplainant had concerns about employment withinthe Australian
intelligence community, which required checking with each member of the AIC
including ONA.

Bali terrorist attack

319. ONA provided full and enthusiastic assistance with the conduct of this
inquiry, devoting major resources to the task of identifying and bringing to
attention possibly relevant material. The body of the final report is classified,
but the unclassified introduction and summary is at Annex 2 to this annual
report.
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THE YEAR 2003-2004 IN PROSPECT

320. Thefollowing is a summary of the main activities planned during the
remainder of my term, which ends early in 2004.

INSPECTION ACTIVITY

ASIO

321. We intend to inspect al requests for warrants and associated
documentation. In selected caseswewill follow up theseinspections by seeking
full detail s of investigations carried out under warrant, including examining the
relevant filesand, if necessary, discussing operationswith theresponsible ASIO
officers.

322. We will attend, at our discretion, the questioning of persons detained
under the authority of a warrant issued in accordance with section 34D of the
ASIOACt.

323.  Wewill continue monitoring ASIO’saccessto and useof AUSTRAC and
taxation records, to ensure compliance with the legidation and the MOUs under
which this accessis provided.

324. We propose also to inspect all requests for authorities to investigate
(ATIs) generated in the Canberra office and as many ATIs as possible on visits
to ASIO’sregional offices.

325. We will inspect the files on which actions resulting from the ATIs are
recorded, examine records of authorities provided for lessintrusive inquiries,
and monitor the appropriateness of the existing policy.

326. Where ASIO obtains detalls about Australians from DSD or ASIS
reporting we will, if necessary, examine the relevant recordsin ASIO.

327. Wewill review ASIO’s procedures for controlling the use of alternative
documentation associated with assumed identities.

328. We will continue to monitor ASIO’s performance with regard to its
obligations under the Archives Act 1983.

329. Wehaveastanding invitation from ASIO to addresstraining coursesfor
its staff on ethics and accountability. We expect to visit several ASIO officesfor
this purpose and to conduct inspection work when doing so.

330. We will continue to monitor ASIO’s internal audit program and obtain
reports on reviews that are of interest to this office.
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Inquiries

331. | expect to completetheinquiriesthat were till onfoot at the end of the
reporting year.

332. Inrelationto ASIO’sexecution of warrantsto authorise overt searches, |
expect to suggest a number of procedural improvements, including the
establishment of agreed procedural guidelines with the Australian Federal
Police and State police services.

333. As one of the outcomes of a complaint about ASIO's security
assessments of an applicant for permanent residence, | expect to suggest arange
of measures to reduce the likelihood of unfairnessin the assessment process.

ASIS

334. Weplantoinspect recordsrelevant to ASIS'scompliance withthe ASIS
privacy ruleson adaily basis and meet with relevant ASIS staff approximately
every two months.

335. | expect aso to have further discussions with ASIS management about
Issues relating to interpretation of the rules and the guidance ASIS providesto
its staff.

336. Wewill review all ASIS ssubmissionsto the Minister for Foreign Affairs
seeking ministerial authorisations under section 9 of the Intelligence Services
Act.

337. Wewill continue to inspect operational files with regard to the legality
and propriety of the conduct of ASIS officersin the field.

338. Where ASIS obtains details about Australians from DSD reporting we
will, if necessary, examine the relevant recordsin ASIS.

339. | will continue to meet with ASIS officers before they proceed on
postings to reinforce that they are subject to internal and external scrutiny and
are accountable for their conduct.

340. Wewill review ASIS's procedures for controlling the use of alternative
documentation associated with assumed identities.

341. | will continue to address ASIS training courses and other forums on
ethics and accountability issues.

DSD

342. Our principal activity will be to monitor DSD’s compliance with its
obligations under the DSD privacy rules.

343. Wewill conduct spot auditsof DSD recordsto monitor compliancewith
ministerial authorisations under the Intelligence ServicesAct.
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344. Wewill meet key DSD staff on amonthly basisto discussissuesarising
out of our monitoring activities, and policy issues affecting compliance, asthey
arise.

345. We expect DSD will continue to consult us on a range of operational
matters. We will in turn continue to assist with prompt advice on issuesrelated
to legality and propriety.

346. We will continue to address DSD training courses and other forums on
ethics and accountability issues.

347. We planto visit and inspect the operations of at least one DSD facility
outside Canberra each year.

DIGO

348. My staff and | plan to visit DIGO on a regular basis to review the
Organisation’s compliance with the Rules Governing DIGO’s Activities in
Respect of Australia and Australians.

349. We will pursue amendments to the IGIS Act to formalise this office’s
jurisdiction over the organisation.
INQUIRIES

350. Ten inquiries under the IGIS Act were in progress at the close of the
reporting year. | expect to conclude investigations into each of these cases
during the first half of the new reporting year.

351. Itisnot possibleto predict futureinquiry workload but thereisno reason
to expect any significant departure from previous years' patterns.
INTERNATIONAL

352. The fourth biennia conference of international intelligence oversight
bodiesis planned to take place in the USA in 2004. | expect that my successor
will attend this valuable conference.
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MANAGEMENT OF THE OFFICE

Support from PM& C and DSD

353. As a very small agency, the office relies on the assistance of the
Department of the Prime Minister and Cabinet (PM& C) in handling staff and
other administration issues and in providing general support. This support is
provided on the basisthat we are aportfolio agency and collocated with PM & C.
The arrangement works well and | am grateful to PM&C for their continued
support.

354. Theother major provider of support is DSD which maintainsthe secure
computer network systems within the office. | would like to record my thanks
for DSD’s continued assistance.

Outputs and outcomes

355. Theofficeiscommitted to maintaining the outcome for the office which
isproviding assurancethat Australia’ sintelligence agenciesact legally, ethically
and with propriety.

356. The agency outcome and outputs are an integral part of the accrual
budgetary structure and are outlined in detail in the current portfolio budget
statements.

Composition of the office
357. During the reporting year positions were filled as follows:
I nspector-Generd of Intelligence and Security
Mr Bill Blick PSM
e Assdant Ingpector-Generd
Vacant
e Principd Investigation Officer
Mr Neville Bryan
e Senior Investigation Officer
Ms Jane Trevor
e Persond Assgant to the Ingpector-Generd
Ms Sandy Thomas
e Office Manager and Monitoring Officer
MsRobyn Kdly.
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Resources

358. Thestaffing budget hasremained relatively static now for several years.
The increased workload has resulted in a part time member of the office
increasing the number of hours worked and the office temporarily engaging a
former Inspector-General as a consultant to assist in monitoring. | believe,
however, that resources at thislevel are adequate providing workload demands
do not continue to increase.

Workplace agreements

359. All staff have entered into individual Australian Workplace Agreements
as provided for by the Workplace Relations Act.

Performance pay

360. All staff have indicated that they do not wish to receive performance
based pay. Accordingly, no staff members were allocated performance based
pay during the reporting period.

Industrial democracy

361. The small size of the office lends itself to a collegiate approach to
dealing with workplace issues. Whole of agency meetings are held frequently
and all staff have direct accessto me on adaily basis.

Social justice: access and equity

362. Thelnspector-General overseesthe activities of Australia’sintelligence
community to ensure that each agency acts legally, with propriety, and with
appropriate regard to human rights. Respect for these fundamental principles
fosters an awareness and appreciation of social justice issues.

Workplace diversity

363. All agencies are responsible for developing a workplace diversity plan
and reporting progress on workplace diversity issues to the Public Service
Commissioner.

364. Giventhesmall size of the office, we have adopted PM & C’'sworkplace
diversity plan.

Occupational health and safety

365. Theofficeiscovered by the PM & C occupational health and safety plan.
The office conducts an annual OH& S audit of the workplace and reports the
findingsto the office audit committee. There are no outstanding OH& Sissues
identified and no incidents occurred that needed to be reported.
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Disaster recovery plan/business continuity plan

366. Theoffice developed itsown disaster recovery/business continuity plan
in May 1997 to ensure the continued operation of the office in the event of a
disaster. Thisplanisreviewed periodically to ensure its currency.

Communications strategy

367. The office has an Internet homepage, which is located at
http://www.igis.gov.au.

368. The site featuresinformation about the role and functions of the office,
an archive of our annual reports, statements of public interest, linksto relevant
legidlation, and links to other government sites of interest. Thissiteis updated
when necessary.

369. People may also communicate with the office by electronic mail. The
addressisinfo@igis.gov.au.

Fraud control

370. The office has adopted the fraud control plan of PM&C.

Training and devel opment

371. Staff attend relevant courses and information sessions as necessary.
I nternal and external scrutiny

372. Theoffice hasagain received an unqualified audit report fromthe ANAO
inrelation to itsfinancial statements.

373. | appeared before the Senate Finance and Public Administration
Legidation Committee, which considered the office’s estimates, and the
Parliamentary Joint Committee on ASIO, ASIS and DSD.

Consultancy services

374. DellaVedovaand Associates provided assi stance with the preparation of
the financial statementsin thisannual report at the cost of $11,000.

375. MrRon McLeod AM, a former Inspector-General, assisted with
inspections of ASIS operational files at the cost of $3 300.

Advertising and market research

376. Theofficeincurred no expenditure on general advertising or advertising
campaigns during the reporting period.

Freedom of information

377. The office is an exempt agency for the purposes of the Freedom of
Information Act 1982.
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FINANCIAL STATEMENTS

STATEMENT BY THE INSPECTOR-GENERAL OF
INTELLIGENCE AND SECURITY

In my opinion, the attached financial statements for the year ended 30 June
2003 give atrue and fair view of the matters required by the Finance
Minister’s Orders made under the Financial Management and Accountability

Act 1997.

W JBlick
Inspector-General of
Intelligence and Security

1 October 2003
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY

STATEMENT OF FINANCIAL PERFORMANCE

for the year ended 30 June 2003

Revenues from ordinary activities
Revenues from Government
Reimbursement for Defence inquiry
Resources received free of charge
Interest earned

Total revenues from ordinary activities

Expensesfrom ordinary activities
Employees
Remuneration
Superannuation
Comcare premium
Total employees
Suppliers
Resources received free of charge
Other goods and services
Total suppliers

Equipment depreciation
Total expenses from ordinary activities

Net surplus/(deficit)

Total changesin equity other than those
resulting from transactions with owners as
owners

Notes

1.4(b)
1.4 (c)

1.5 (b)

1.4 (c)

2002-03 2001-02
$ $
657 000 634 000
- 16 014
68 875 79130
1628 5143
727 503 734 287
481 302 457 422
77753 74422
899 866
559 954 532710
68 875 79130
111575 96 368
180 450 175 498
2379 4125
742783 712 333
(15 280) 21954
(15 280) 21954
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The above statement should be read in conjunction with the accompanying notes.
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY

STATEMENT OF FINANCIAL POSITION

as at 30 June 2003
Notes 2002-03 2001-02
$ $
ASSETS
Financial Assets
Cash (notes, coins and deposits at bank) 3 300 178 264 035
Receivables 1.4(e)
Accrued interest income - 1386
GST receivable 371 330
Tota receivables 371 1716
Total financial assets 300 549 265 751
Non-financial assets
Prepayments 1027 1622
Plant and equipment 18
Equipment (at cost) 58 247 58 247
Less: accumulated depreciation (54 900) (52521)
Tota plant and equipment 3347 5726
Total non-financial assets 4374 7348
Total assets 304 923 273099
LIABILITIES
Provisions —employees
Employee current liabilities
Salaries and wages 13411 10 607
Annual leave 15() 36 731 30 160
Long Service Leave 15(a) 143 420 -
Superannuation 15 (b) 13371 18 455
Accrued FBT 11501 4049
Total employee current liabilities 218524 63271
Employee non current liabilities
Annual leave 15(a) 21 3% 29511
Long service leave 15() 70 880 172 620
Total employee non current liabilities 92274 202 131
Total provisions — employees 310 798 265 402
Payables - trade creditors (current) 2735 1027
Total liabilities 313533 266 429
Net Assets (8 610) 6 670
EQUITY
Contributed equity 2 66 000 66 000
Accumulated results 2 (74 610) (59 330)
Total equity (8 610) 6670

The above statement should be read in conjunction with the accompanying notes.
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY
STATEMENT OF CASH FLOWS
for the year ended 30 June 2003

Notes 2002-03 2001-02
$ $

OPERATING ACTIVITIES
Cash received

Appropriations 657 000 634 000

Reimbursement for Defence inquiry - 16 014

Interest 3014 4394

Expense refunds - 1509

Net GST refunds 5 557 3588
Total cash received 665 571 659 505
Cash used

Employees (514 557) (500 935)

Suppliers (114 871) (107 755)
Total cash used (629 428) (608 690)
Net cash from operating activities 3 36 143 50 815
Net increase/(decrease) in cash held 36 143 50815
Cash at beginning of reporting period 264 035 213 220
Cash at theend of thereporting period 3 300 178 264 035

STATEMENT OF COMMITMENTSAND CONTINGENCIES
As at 30 June 2003

The office had no contingencies to report in either 2001-02 or in 2002-03.
The office had at the end of year an operating leasing commitment totalling $5 497 (2001-02: $5 497)

for the provision of a motor vehicle to the Inspector-General. There are no renewal or purchase options
available to the office and this lease matures within one year. No contingent rentals exist.

The above statements should be read in conjunction with the accompanying notes.
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 1 - Summary of Significant Accounting Policies

1.1 - Objectives of the Office of the Inspector-General of Intelligence and Security
The objective of the officeisto meet the following outcome:

Assurance that Australia's intelligence agencies act legally, ethically and with propriety.
The officeis structured to meet two outputs:

Output 1: Inspect and report on the activities of the intelligence and security agencies (60% of
resources)

Output 2: Conduct inquiries and provide a complaint resolution service (40% of resources)
12 Basis of Accounting

The financial statements are required by section 49 of the Financial Management and
Accountability Act 1997 and are a general purpose financia report.

The statements have been prepared in accordance with:

e Finance Minister Orders (or FMQO’s, being the Financial Management and Accountability
(Financial Statements for reporting periods ending on or after 30 June 2003) Orders);

e Australian Accounting Standards and Accounting Interpretations issued by the Australian
Accounting Standards Board; and

e Consensus views of the Urgent Issues Group.

The Statements of Financial Performance and Financial Position have been prepared on an accrual
basisand arein accordance with the historical cost convention. No allowanceis madefor the effect
of changing prices on the results or the financial position.

Assetsand liabilities are recognised in the statement of Financial Position when and only whenitis
probable that future economic benefitswill flow and the amounts of the assets or liabilities can be
reliably measured.

Revenues and expenses are recognised in the statement of Financial Performance when and only
when the flow or consumption or loss of economic benefits has occurred and can be reliably
measured.

The continued existence of the office in its present form and with its present programs, is
dependent on continuing appropriations by Parliament for the office’s administration and
programs.

13 Changesin Accounting Policy
The accounting policies used in the preparation of these financia statements are consistent with

those used in 2001-02, except in respect of measurement of certain employee benefits at nominal
amounts (refer to Note 1.5).

Ingpector-General of Intdligenceand Security
Annual Report 2002-2003



NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 1 - Summary of Significant Accounting Policies (cont.)

14 Revenues

@ Revenues from Gover nment

The full amount of the appropriation for agency outputs for the year is recognised as revenue.
(b) Reimbursementsfor Defence inquiry

In 2001-02 the office received reimbursement of direct administration costs from the Department
of Defence for the Balibo inquiry

(© Resour ces Received Free of Charge

Servicesreceived free of charge are recognised as revenue when and only when afair value can be
reliably determined and the serviceswould have been purchased if they had not been donated. Use
of those resources is recognised as an expense.

The main resources received free of charge are the internal secure computer network (from
Defence Signals Directorate) and office space (from the Department of Prime Minister and
Cabinet). Other resourcesreceived free of chargeinclude auditor remuneration asdisclosed in note
7.

(d) Interest

Interest isrecognised on aproportional basis taking into account the interest rate applicable to the
financial assets up to a threshold of $3,000 in accordance with the Agency Banking Banking
Incentive Scheme.

(e Receivables

All receivables are not overdue and are therefore classified as current assets.
15 Employee Benefits

Liabilitiesfor servicesrendered by employeesare recognised at the reporting date to the extent that
they have not been settled.

Liabilitiesfor wages and sal aries (including non-monetary benefits), annual leave, sick leave and
long serviceleave are measured at their nominal amounts. Other empl oyee benefits expected to be
settled within 12 months of the reporting date are also measured at their nominal amounts.

Thenominal amount is cal culated with regard to the rates expected to be paid on settlement of the
liability. Thisisachangein accounting policy from last year required by aninitial application of a
new Accounting Standard AASB 1028 from 1 July 2002.

@ Leave

Theliability for employee entitlementsincludes provision for annual leave and long serviceleave.
No provision has been made for sick leave as all sick leave is non-vesting and the average sick
leave taken in future years by employees of the office is estimated to be less than the annual
entitlement for sick leave.
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 1 - Summary of Significant Accounting Policies (cont.)
Theleaveliabilitiesare calculated on the basis of employees remuneration, including the office’s
employer superannuation contribution ratesto the extent that the leave islikely to be taken during

service rather than paid out on termination.

The liabilities for annual leave and long service leave reflect the value of the total leave
entitlements of all employees at 30 June 2003 and is recognised at the nominal amount.

(b) Superannuation

Staff of the Office of the Inspector General of Intelligence and Security are members of the
Commonwealth Superannuation Scheme and the Public Sector Superannuation Scheme. The
liability for their superannuation benefits is recognised in the financial statements of the
Commonwealth and is settled by the Commonwealth in due course.

The Office of the Inspector General of Intelligence and Security makes employer contributionsto

the Commonwealth at rates determined by an actuary to be sufficient to meet the cost to the
Commonwealth of the superannuation entitlements of the office's employees.

Theliability for superannuation recognised as at 30 June represents outstanding contributions for
the final fortnight of the year.

16 Financial instruments

Accounting policies for financial instruments are stated at note 10.

17 Acquisition of Assets

Assetsarerecorded at cost on acquisition. No assets have been exchanged or liabilities undertaken.
18 Plant and Equipment

The office’ s fixed assets comprise office equipment only.

Asset recognition

Purchases of equipment are recognised at cost in the Statement of Financial Position, except for
purchases costing lessthan $2 000, which are expensed in theyear of acquisition (other than where
they form part of a group of similar items which are significant in total).

Depreciation and Amortisation

Depreciable equipment assets are written-off to their estimated residual valuesover their estimated
useful livesto the office using the straight-line method of depreciation.

Depreciation rates (useful lives) and methods are reviewed at each balance date and necessary
adjustments are recognised in the current, or current and future reporting periods, as appropriate.
Residual values are re-estimated for a change in prices only when assets are reval ued.

Depreciation and amortisation rates are for 3 to 13 years for each class of depreciable assets.
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 1 - Summary of Significant Accounting Policies (cont.)

19 Transactions by the Gover nment as Owner

From 1 July 2002, the FM Os require that amounts of appropriations designated as* Capital - equity
injections’ (less any savings offered up in Portfolio Additional Estimates Statements) are
recognised directly in Contributed Equity asat 1 July or later date of effect of the appropriation.
Thisisachange of accounting policy from 2002-03 to the extent any part of an equity injection
that was dependent on specific future events occurring was not recognised until the appropriation

was drawn down.

The change in policy has no financial effect in 2002-03 because the full amounts of the equity
injections were recognised in the year it was received.

110 Taxation

The officeisexempt from taxation except fringe benefitstax and the goods and servicestax (GST).
Revenues, expenses and assets are recognised net of GST except for receivables and payables.
111 Insurance

The Office of the Inspector-General of Intelligence and Security hasinsured for risks through the
Government’ sinsurable risk managed fund, called * Comcover’. Workers compensationisinsured
through the Government’s Comcare Australia.

112  Comparative Figures

Comparative figures have been adjusted to conform to changesin presentation in these financial
statements where required.

1.13  Rounding

Amounts have been rounded to the nearest dollar.
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 2 Equity

Item Contributed equity Accumulated results TOTAL EQUITY
2002-03 2001-02 2002-03 2001-02 | 2002-03 | 2001-02
$ $ $ $ $ $
Balance 1 July 66 000 66 000 (59 330) (81 284) 6 670 (15 284)
Operating result - - (15 280) 21954 (15 280) 21954
Balance 30 June 66 000 66 000 (74 610) (59 330) (8610) 6 670
Total equity
attributableto the 66 000 66 000 (74 610) (59 330) (8610) 6 670
Commonwealth

Note 3 - Cash Flow Reconciliation

2002-03 2001-02
$ $

Reconciliation of Cash per Statement of Financial Position
to Statement of Cash Flows:
o Cash at year end per Statement of Cash Flows 300 178 264 035
o Statement of Financia Position items comprising above
cash - Financial Asset - Cash:

a) Cash on Hand 73 76
b) Cash at Bank 300 105 263 959
300178 264 035

Reconciliation of net surplusto net cash from operating

activities:

Net surplus /(deficit) (15 280) 21 955
Depreciation 2379 4125
Increase/(Decrease) in provision for employee liabilities 45 396 27 501
Increase/(Decrease) in creditors 1708 (3103)
(Increase)/Decrease in other assets 595 (981)
(Increase)/Decrease in GST receivable (41) 2067
(Increase)/Decrease in accrued income 1386 (749)
Net cash flow from operating activities 36 143 50815
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 4 — Appropriations
Note 4 (A) — Agency Appropriations Acts (1/3) 2002-03

2002-2003
Particulars Agency Total
Outputs
$ $
Year Ended 30 June 2003
Balance carried forward from previous year 198 365 198 365
Appropriation for reporting period (Act 1) 657 000 657 000
GST credits (FMAs 30A) 5598 5598
Annotations to ‘ net appropriations (FMAs 31) 3014 3014
Available for payments 863 977 863 977
Payments made 629 428 629 428
Balance carried to next year 234 549 234 549
Represented by:
Cash 234178 234178
Add: Receivables— Net GST Receivable from 371 371
the ATO
Total 234 549 234 549
Year Ended 30 June 2002
Balanced carried forward from previous year 147 220 147 220
Appropriation for reporting period (Act 1) 634 000 634 000
GST credits (FMAs 30A) 3918 3918
Annotations to ‘ net appropriations' (FMAs 31) 21917 21917
Available for payments 807 055 807 055
Payments made 608 690 608 690
Balance carried to next year 198 365 198 365
Represented by:
Cash 198 035 198 035
Add: Receivables— Net GST Receivable from 330 330
the ATO
Total 198 365 198 365

Note 4 (B) Agency Appropriations Acts (2/4) 2002-03

The office received $66 000 as an equity injection in the financia year ended 30 June 2001. The office
did not spend any of this appropriation during the current and prior year.

Note 5 - Reporting of Outcomes
Thereis only one outcome for this office as detailed in the objectivesin note 1.1.

Note 5 (A) Net Cost of Outcome Delivery

The net cost of that outcome to the budget outcome in 2002-03 was $672 280 (Budget: $657 000).
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 5 Reporting of Outcomes (cont.)

Note 5 (B) Agency Revenue and Expenses by Output Group

The decision to attribute resources on a 60:40 basis, (60% inspection activities and 40% conducting
inquiries and providing a complaint resolution service), originated from the Samuels Inquiry (1995)
and has been reinforced by more recent legidative changes.

Output Group 1 Output Group 2 OUTCOME
TOTAL
2003 2002 2003 2002 2003 2002
$ $ $ $ $ $
Operating revenues
Revenues from 394200 | 380400 | 262800 | 253600 | 657000 | 634 000
government
Other income 42302 | 60172 28 201 40115 70503 | 100 287
Total operating 436502 (440572 | 291001 | 293715 | 727503 | 734287
revenues
Operating expenses
Employees 335972 319626 | 223982 | 213084 | 559954 | 532710
Suppliers 108 533 | 105 299 72 355 70199 | 180888 | 175498
Total operating 444 505 | 424925 | 296337 | 283283 | 740842 | 708 208
expenses
Note 6 - Executive Remuneration —in excess of $100 000
2002-03 2001-02
$ $
I nspector-General: 306 897 255 836

Note 7 — Remuner ation of Auditor

Financial statement audit services are provided free of

chargeto the office

Thefair value of audit services provided was: 13000 12000
No other services were provided by the

Auditor-General .

Note 8 — Staffing L evel
The average staffing level for the office in 2002-03 was 4.6 (2001-02: 4.6)

Note 9 - Act of Grace Payments, Waiversand Defective Administration Scheme
No ‘Act of Grace' payments were made during the reporting period (2001-02 nil).

No waivers of amounts owing to the Commonwealth were made during the reporting period
(2001-02 nil).

No payments were made under the ‘ Defective Administration Scheme’ during the reporting
period (2001-02 nil).
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 10 — Financial I nstruments

(a) Terms, conditionsand accounting policies

Financial
Instruments

Financial
Assets

Cash

Receivables for
goods and
services

Interest
Receivable

Financial
Liabilities

Trade Creditors

Accounting policies and methods
(including recognition criteria and
measur ement basis)

Financial assets are recognised when
control over future economic benefitsis
established and the amount of the benefit
can be reliably measured.

Deposits are recognised at their nominal
amounts. Interest is credited to revenue as
it accrues.

Receivables are recognised at their

nominal amounts due less any provisions
for bad and doubtful debts. Collectability
of debtsisreviewed at balance date.
Provisions are made when collection of the
debt isjudged to be less rather than more
likely.

Interest is accrued asit is earned.

Financial liabilities are recognised when a
present obligation to another party is
entered into and the amount of the liability
can be reliably measured.

Creditors and accruals are recognised at
their nominal amounts which are the
amounts at which the liabilities will be
settled. They are recognised to the extent
that the related goods or services have
been received (and irrespective of having
been invoiced).

Nature of the underlying
instrument

(including significant terms &
conditions affecting the amount,
timing and certainty of cash flows)

The agency investsfunds at a
commercial bank at call. Moniesin
the office's bank accounts are swept
into the Official Public Account
nightly and interest is earned on the
daily balance on rates based on
money market call rates. Rates have
averaged 1.07% for the year (2001-
02 2.5%).

Interest is paid at month end.

All receivables are with
Commonwealth entities. Credit
terms are net 30 days (2001-02 30

days)

The average interest rate for the year
was 1.07% and the frequency of
payments are quarterly.

All creditors are entities that are not
part of the Commonwealth legal
entity. Settlement is usually made
net 30 days.
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NOTESTO AND FORMING PART OF THE FINANCIAL STATEMENTS
for the period ended 30 June 2003

Note 10 — Financial Instruments (cont.)

(b) Interest Rate Risk

Financial Floating Non-I nterest Total Weighted

Instruments interest rate Bearing Average Effective

(Recognised) Interest Rate
02-03 01-02 | 02-03 | 01-02 | 02-03 01-02 02-03 01-02

$ $ $ $ $ $

Financial Assets

Cash on hand - - 73 76 73 76 n/‘a na

Cash at Bank 299105262959 | 1000| 1000|300105| 263959 | 1.07% | 2.50%

Receivables for

goods or services - - 1716 - 1716 n/a n/a

Total 299105 | 262959 | 1073 | 2792 | 300178 | 265751

Total Assets 304 923 | 273 099

Financial

Liabilities

Trade Creditors - -| 2735| 1027 2735 1027 n/a n/a

Total - -| 273 | 1027 2735 1027

Total Liabilities 313533 | 266 429

No funds were invested at afixed interest rate.

(c) Net Fair Value of Financial Assetsand Liabilities

The office's aggregate net fair values of (identified) financial instruments are the same as their

carrying amounts.

1 Credit Risk Exposure

The office’ s maximum exposure to credit risk at reporting date in relation to each class of recognised
financial assets is the carrying amount of those assets as indicated in the Statement of Financial

Position.

The office has no significant exposure to any concentrations of credit risk.

All figuresfor credit risk referred to do not take into account the value of any collateral or other security.

Note 11 — Special Accounts

Theoffice has 2 specia accounts established under section 20 of the FMA Act 1997. The accounts
established are“ Other trust Moneys and Services for the Government” and “Non Agency Bodies
Account”. These accounts have never been active.
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|GISCONTACT INFORMATION

Location

3-5 National Circuit
BARTON ACT 2600
Written inquiries

The Inspector-Genera of
Intelligence and Security

PO Box 6181

KINGSTON ACT 2604

Parliamentary and media liaison

Ms Sandy Thomas
Personal Assistant to IGIS
Phone: (02) 6271 5692
Fax: (02) 6271 5696
General inquiries

Phone: (02) 6271 5692
Fax: (02) 62715696

E-mail: info@igis.qov.au
| nternet address

http://www.igis.gov.au
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ANNEX 1- COMPLAINT AND INQUIRY STATISTICS

Tablel1l- IGISAct inquiriesactioned between 1 July 2002 — 30 June 2003

Agency Source Date of Type of Decision Current
Receipt  Inquiry? Notified Status
DIO Minister 20/12/00 Full 30/05/03 Closed
ASIS Human Source 29/01/02  Full 10/04/03 Closed
ASIO Public 09/05/02  Preliminarv  13/02/03 Closed
ASIO Public 10/05/02  Preliminarv  08/08/02 Closed
ASIO Public 12/07/02  Preliminarv  11/09/02 Closed
ASIO Public 15/07/02  Preliminarv  15/08/02 Closed
AlIC Public 17/07/02  Preliminarv  27/08/02 Closed
ASIO Emplovee 20/08/02  Preliminarv  03/09/02 Closed
ASIO Public 20/08/02  Préeliminarv  12/12/02 Closed
ASIS Public 20/08/02  Preliminarv  12/12/02 Closed
ASIO Public 01/10/02  Preliminarv Onen
AIC Minister 16/10/02  Full 09/12/02 Closed
ASIO Public 21/10/02  Preliminarv  19/12/02 Closed
ASIS Public 13/11/02  Preliminarv  20/01/03 Closed
ASIO Public 22/11/02  Preliminarv Open
ASIO Public 24/11/02  Preliminarv Open
ASIO Public 24/11/02  Preliminarv Open
ASIO Public 24/1102  Preliminary Open
ASIO Public 24/11/02  Preliminarv Open
ASIO Public 24/11/02  Preliminarv Open
ASIO Public 24/11/02  Preliminary Open
ASIO Public 24/11/02  Preliminarv Open
ASIO Public 20/01/03  Preliminarv  28/01/03 Closed
DSD Empolovee 21/01/03  Preliminarv  28/01/03 Closed

2 A preliminary inquiry allows the Inspector-General to conduct a quick review of acomplaint, to determine
whether the issues raised fall within the jurisdiction of the Inspector-General and to address complaints
where the use of formal powersis considered unnecessary. A full inquiry allows the Inspector-General to use
the complete range of statutory powersin the IGIS Act.
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Agency Source Date of Type of Decision Current
Receipt  Inquiry? Notified Status
ASIO Public 28/02/03 Preliminarv  12/06/03 Closed
ASIO Public 06/03/03  Preliminarv  16/04/03 Closed
DSD Public 19/03/03  Preliminarv  09/05/03 Closed
ASIS Public 19/03/03  Preliminarv  10/06/03 Closed
ASIO Public 28/03/03  Preliminarv  30/05/03 Closed
DSD Public 14/04/03  Preliminarv Open
ASIS Emplovee 16/04/03  Preliminarv  16/06/03 Closed
ASIO Public 24/04/03  Preliminarv  21/05/03 Closed
DSD Own motion 30/04/03  Full 30/06/03 Closed

Table 2 -Concerns about agenciesthat were handled without need for inquiry
action
1 July 2002 — 30 June 2003

Agency Source Date of Former Current status
complaint complainant
ASIO Public 08/07/02 No Closed
ASIO Public 16/07/02 No Closed
ASIO Public 27/07/02 No Closed
ASIO Public 26/08/02 No Closed
ASIS Public 26/08/02 No Closed
ASIO Public 27/08/02 No Closed
ASIO Public 30/08/02 No Closed
ASIO Public 20/09/02 Yes Closed
ASIS Public 26/09/02 No Closed
ASIO Public 27/09/02 No Closed
ASIO Public 30/09/02 Yes Closed
ASIO Public 02/10/02 No Closed
ASIO Public 04/10/02 No Closed
ASIO Public 04/10/02 Yes Closed
DIO/DSD  Public 08/10/02 No Closed
ASIO Public 14/10/02 No Closed
ASIO Public 18/10/02 No Closed
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Agency Sour ce Date of Former Current status
complaint complainant
ASIO Public 21/10/02 Yes Closed
ASIO Public 31/10/02 Yes Closed
DSD Public 31/10/02 No Closed
ASIO Public 04/11/02 No Closed
DSD Public 08/11/02 No Closed
ASIO Public 17/11/02 Yes Closed
ASIO Public 20/11/02 No Closed
DSD Public 03/12/02 Yes Closed
ASIO Public 13/12/02 No Closed
ASIO Public 20/12/02 No Closed
ASIO/ASIS  Public 20/12/02 No Closed
ASIO Public 02/01/03 No Closed
ASIO Public 06/01/03 No Closed
ASIO Public 20/01/03 No Closed
ASIS Public 05/02/03 No Closed
ASIO Public 08/02/03 Yes Closed
ASIS Public 10/02/03 Yes Closed
ASIO Public 11/02/03 No Closed
ASIO Public 27/02/03 No Closed
ASIS Public 04/03/03 No Closed
ASIO Public 26/03/03 No Closed
ASIO Public 04/04/03 No Closed
ASIO Public 06/06/03 No Open
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ANNEX 2-BALI INQUIRY REPORT

Scope and method of inquiry

1 Shortly after the attack the intelligence and security agencies® searched
their recordsto ascertain whether there was any information that warned of the
attack. The Director-General of ONA, who coordinated the search, reported to
the Prime Minister that no material that specifically warned of the attack was
identified.

2. TheAustralian Federal Police (AFP) conducted asimilar search, withthe
same negative result.

3. Following media suggestions that there had been such intelligence, on
23 October 2002 the Prime Minister wrote asking me to:

e review dl rdlevant intelligence avaladle to Audrdian inteligence and security
agencies, and associated intelligence assessment processes, to establish whether
there was any information that warned of the bomb attack in Bali on 12 October
2002; and

e propose rdevant recommendationsin the light of my findings.

4, Theintelligence and security agenciesare not normally taken to include
the AFP. Inview of the possibility that the AFP might have beeninapositionto
receive relevant intelligence | sought and obtained clarification from the
Secretary of the Department of the Prime Minister and Cabinet that | should
include the AFP in theinquiry.

5. The agencies al maintain detailed, searchable el ectronic records of the
great bulk of the intelligence they receive. There are also, in some agencies,
some hard copy records that are not converted to electronic form.

6. The inquiry identified approximately 170 search terms one or more of
whichwould belikely to be contained inintelligence that could have warned of
the attack. They ranged from broad, obvioustermslike “terrorism” and “Bali”
torelatively obscure ones, such asaliases of possible perpetrators (thefull list of
termsisat Annex 1 to thisreport).

7. They included the terms that the agencies had used previously (see
paragraph 1), as well as terms identified since the attack, such as names of
suspects. More names were added, and fresh searches done, as investigations
into the attack continued.

3 Australia sintelligence and security agencies are: The Office of National Assessments (ONA); The
Australian Security Intelligence Organisation (ASIO); The Australian Secret Intelligence Service (ASIS); the
Defence Signals Directorate (DSD); The Defence Intelligence Organisation (DIO); and the Defence Imagery
and Geospatia Organisation (DIGO).
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8. A team established for the purposein each agency searched theagency’s
electronic records back to 11 September 2001 using all these terms.

9. Theinquiry supervised these searches and, where necessary, authorised
modificationsto take account of the agencies’ different information technol ogy
systems.

10. Eachteamidentified and examined possibly relevant recordslisted asa
result of the searches. The inquiry did likewise. Thousands of records were
examined in this way.

11.  Much intelligence is shared between the intelligence and security
agencies. Inthe unlikely event, therefore, of one agency’ srecordsnot revealing
the existence of a particular item of intelligence, this methodology would be
likely to identify the item in the records of other agencies.

12.  Theinquiry also had direct access, from acomputer terminal located in
our office, to ASIS and DSD intelligence reports and conducted separate
searches of those records as necessary.

13. Theinquiry also examined each agency’s hard copy holdings. For this
purpose it accessed subject indexes maintained by the agencies and perused
files that appeared likely to contain intelligence warning of the attack if such
intelligence existed.

14. It was possible that, notwithstanding the breadth of the searches,
someone in an agency might recall seeing relevant intelligence. Each of the
intelligence and security agencies, at my request, circularised staff asking that
anyone who had seen or heard of, or who believed they may have seen or heard
of, such intelligence, bring it to the notice of the agency or thisinquiry. The
AFP had previously taken similar action, without result, so | did not repeat the
request there.

15. At the time of the searches referred to in paragraph 1, the agencies
contacted cooperating overseas agenciesthat would have been likely to provide
relevant intelligence. Each searched its records and confirmed that it did not
have such intelligence and could not, therefore, have passed it to Australia.

16. Theinquiry concluded that there was nothing to be gained by repeating
the requests to overseas agencies, noting also that in the United States, the
United Kingdom and New Zealand there had been official statements to the
effect that no such intelligence was collected.

17. The Defence Imagery and Geospatial Organisation does not collect
intelligence of the kind that would have forewarned of the Bali attack. At the
start of theinquiry | confirmed with the Director that it had no such intelligence
and that its collection activities would not have provided any. It was not
necessary to do searches of the kind undertaken in the other agencies.
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18.  One agency has a number of electronic records of foreign language
intelligence, collected shortly before the attack, that was not reported on
because it did not meet the criteriafor high interest intelligence at the time.

19.  Under normal circumstancesthismateria would have been discarded but
the agency head decided, before the inquiry was announced, to retain the
records in case they contain something significant. It is unlikely that they do,
but to exclude the possibility the records will be examined in detail.

20. Rather thanwait for that process to be completed, which will take some
time, | have decided to report the results of the inquiry to date. A second and
final report will be produced as soon as possible.

Results

21.  The electronic searches resulted in thousands of “hits’ on the various
termsused. The nature of the searches, however, caused many recordsto appear
multiple times on the lists generated.

22. A smal proportion of these appeared, on the basis of the record
summaries, to be possibly relevant. Nevertheless, the majority of the records
were individually examined.

23. In the months before the attack there were numerous intelligence
indications of possible terrorist activity, including activity in Indonesia, with
foreign interests or foreigners as likely targets.

24.  Annex 3 contains samples of intelligence records and assessments
identified by the inquiry asindicative of the kind of intelligence related to the
terrorist threat available in the months before the attack.

25.  Oneintelligencereport, obtained from foreign liai son sources, mentioned
various places, including Bali, aspossibleloci of terrorist activity should certain
specified circumstances eventuate. Those circumstancesdid not eventuateinthe
time between receipt of the intelligence and the attack. | am advised that it is
clear from the Bali investigation that these circumstances were not relevant to
the attack.

26.  No other intelligence was received that specified Bali as a likely or
possible location for aterrorist attack.

27. Furthermore, even with the benefit of hindsight and knowledge of
possible and likely perpetrators, theinquiry could not construe any intelligence,
even intelligence not mentioning Bali, as possibly providing warning of the
attack.

28. ASIO's threat assessments during the period covered by the inquiry
appropriately reflected the risks suggested by the available intelligence.
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Assessments by other agenciesal so contained realistic appreciations of therisks
to Australian interests from action by extremists.

29.  Oneperson cameforward asaresult of theinvitation to members of the
agencies referred to at paragraph 14. This person did not, however, have any
information about intelligence warning of the attack but wished to offer views
on intelligence collection and analysis.

30. Theinquiry noted, and where necessary followed up, instances of public
allegations that warnings had been issued before the attack. None of these
proved to have any substance.

31. The inquiry’s conclusion, therefore (subject to the further work
mentioned in paragraphs 19-20), isthat there was no intelligence warning of the
attack.

Agency functions

32. It was apparent from media reporting in the period after the attack that
there is much ignorance and confusion about the respective functions and
responsibilities of the agenciesin relation to terrorism.

33.  Theinquiry therefore prepared, on the basis of information provided by
the agencies, asummary of these functionsand responsibilities. ItisAnnex 2to
this report

34. It isaso evident that there is a perception in some quarters that the
Inspector-General of Intelligence and Security is not sufficiently independent,
or lacks sufficient powers, to conduct an inquiry of thiskind. Thisisincorrect.

35. The Inspector-General is an independent office created under the
Inspector-General of Intelligence and Security Act 1986. The | nspector-General
Is appointed by the Governor-General in Council for afixed term. Although a
minister can ask the Inspector-General to undertake an inquiry, the conduct of
inquiriesisentirely at the Inspector-General’ sdiscretion and cannot be directed
by anyone.

36.  Inconducting inquiriesthe Inspector-General has powers equivalent to
those of aroyal commission, provided by the Inspector-General of Intelligence
and Security Act. Theseinclude the power to compel production of information
and documents and to take evidence on oath. The Inspector-General hasfull and
unfettered accessto the premises, personnel and records of theintelligence and
security agencies.

37.  All the agencies provided complete cooperation and assistance during
thisinquiry. They each provided substantial dedicated resourcesto conduct the
various search tasks that the inquiry required and they complied energetically
and enthusiastically with all the inquiry’ s requests.
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Recommendations

38.  The Prime Minister asked me (see paragraph 1) to propose relevant
recommendationsin light of my findings. | do not believe any recommendations
are necessary.

Inspector-General of Intelligence and Security
December 2002
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ANNEX 3- REPORT INTO ALLEGATIONSTHAT DSD
INTERCEPTED COMMUNICATIONSOF THE HON
LAURIE BRERETON MP

BACKGROUND

1 Thisinquiry came about asaresult of allegationsinthe Australian media
relating to DSD cooperation with an investigation into leaks of intelligence
material in 1999-2000.

2. The allegations were summarised in an article in The Australian
newspaper on 30 April 2003, which stated that:

The nation’s most powerful spy agency, the Defence Sgnals Directorate,
eavesdropped on Labor’ sformer affairs spokesman, Laurie Brereton, aspart of
an investigation into material leaked on the East Timor militia rampages in
1999, a report claims.

3. Thearticle from which the above quotation wastaken referred to apiece
in The Bulletin magazine of 6 May”*, headed OPERATION BRERETON.

4, This was an account of an episode said to have occurred during an
Investigation by the Australian Federal Police (AFP) into leaks of intelligence
material about East Timor.

5. According to The Bulletin, the AFP wanted to: install a listening device
in the Parliament House switchboard and listen to the calls of Brereton, his
adviser Dr Philip Dorling and hisreceptionist. Unable to obtain permission to
do so itself, the AFP asked the Australian Security Intelligence Organisation
(ASIO) to assist.

6. The article says that ASIO refused the request:

But the plot thickened: in the course of the investigation, it appears recourse
was made to intelligence obtained by foreign governments. Because of its
senditivity, some of theinvestigator slooking at Brereton’ soffice formed a secret
task force and set up an office in the Canberra HQ of the Defence Sgnals
Directorate, Australia’ s eavesdropping agency.

7. Although this article did not, in fact, clam that DSD monitored
Mr Brereton’ sor hisstaff’scommunications, that wastheinterpretation placed
upon it by commentatorsin other mediaoutlets as exemplified by the quotation
at paragraph 2. There were also suggestions that DSD might have asked a
cooperating agency overseasto monitor Mr Brereton’ scommuni cations because
it would have beenillegal for DSD to do so itself.

"Actual date of publication was 30 April

Ingpector-General of Intdligenceand Security
Annual Report 2002-2003



76

8. In view of this widespread perception | concluded that an independent
investigation was warranted. Accordingly | decided to conduct an inquiry, as
provided for under subsection 8(2) of the Inspector-General of Intelligenceand
Security Act 1986 (IGIS Act).

Object and scope of the inquiry

9. ThelGIS Act providesthe Inspector-General with powers equivalent to
those of aroyal commission for the purpose of conducting inquiries into the
activities of Australia sintelligence and security agencies.

10. Theobject of the inquiry wasto establish whether DSD had engaged in
any improper or illegal activity inrelationto Mr Brereton or his staff, including
monitoring or attempting to monitor their communications.

11. This inevitably involved examining all relevant surrounding
circumstances, including the conduct of investigationsinto leaks of intelligence
material, as described below.

I nquiry methodology

12. As is customary with inquiries under the IGIS Act, | first sought
comments from the head of the relevant agency ie the Director, DSD.
Mr Merchant replied, inter alia, that:

The claims by the media that DSD monitored the communications of
Mr Brereton or his staff are totally without foundation, as are the allegations
that DD attempted to gather information on Mr Brereton or his staff through
itsinternational partners.

13.  The Director aso informed me that the Defence Department’ s Defence
Security Branch (DSB) and the AFP were responsible for conducting the
Investigation into the 1999 |eaks of intelligence material about East Timor. He
said that thejoint DSB/AFP team was|ocated within DSD headquartersin order
to alow it accessto the highly classified material that had been the subject of
the original leaks. The team did not have the ability or the authority to task the
signals intelligence system.

14. DSD dtill had custody of the files of the leak investigation and the
inquiry accessed these.
15. Theinquiry also accessed the draft and final reports compiled by the

leader of the Defence side of the investigation and the separate AFP report
prepared at the conclusion of the investigation.

16. TheDirector, DSD at the time of establishment of the investigation was
Mr Martin Brady, who left DSD in September 1999 and has since retired. |
obtained from him awritten account of his recollection of the circumstances of
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the location of the investigation team in DSD premises and whether the team
made or sought to make any use of DSD collection capabilities.

17. The inquiry obtained an affidavit from Mr Ron Bonighton, who
succeeded Mr Brady in September 1999 and affidavitsfrom four DSD staff who
would have been responsible for processing any requests to overseas agencies
for assistance in relation to the investigation.

18. | took sworn evidence from the head of DSB at the time of the
investigation, the person engaged as a consultant by DSB to lead the team
conducting the investigation and from the DSD officer who was primarily
responsible for assisting the investigation team while it was located in DSD
premises.

19. Theinquiry also obtained a statement from an ASIO officer about an
incident in which an officer involved in the investigation asked whether ASIO
could obtain a warrant to intercept the telecommunications of possible
recipients of leaked material.

20.  Theresults of the inquiry are summarised below.
Operation Arbite/Keeve

21.  In April 1999 the Secretary of the Department of Defence tasked the
Defence Security Branch of the department (DSB) to investigate the leak of a
Defence Intelligence Organisation (D10O) document relating to East Timor that
had been the source for media reporting.

22. Thetask fell toaspecial investigation unit that DSB had just established
following adirection from the Secretary that all leaks of classified information
be investigated.

23. Moreleaksin subsequent weeksled to further tasking and in June 1999,
with the investigation becoming wider and more complex, DSB engaged a
consultant to lead the investigation, which became known as Operation Arbite.

24. Also in June, DSB approached ASIO for assistance with the
investigation and ASIO agreed to help. The Director-General of Security
informed the Attorney-General of this.

25. In July 1999 DSB also sought assistance from the Australian Federal
Police (AFP), which had separately been investigating leaks of other sensitive
Timor-related material at the request of another agency in an operation known
as Keeve.

26. The AFP continued with Operation Keeve, while aso providing advice
and assistance to Operation Arbite.

27. In August 1999 DSB engaged a second consultant to assist its
investigation.
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28.  In October 1999, with the original Keeve investigation drawing to a
close, Defence decided that it was desirable to retain AFP involvement and
arranged for its minister to refer additional leaks to the AFP through the
Minister for Justice and Customs.

29.  InDecember 1999 the DSB and AFP investigationswere combined into
ajoint operation, which effectively concluded early in 2001. Initslatter stages
theinvestigation wasunder AFP control and direction although the consultants
referred to at paragraphs 23 and 27 remained part of the investigation team and,
as noted at paragraph 15, the first consultant produced afinal report for DSB.

30. Itisnot possibleto describein an unclassified report specific details of
the investigative methodol ogies applied by the Arbite/Keeveinvestigations. In
genera terms, however, they involved:

e identifying the likely documentary sources of the large number of media reports
gpparently relying on classified information;

e edablishing, o far aspossible, who would have had access to the documents; and

e identifying and following up likely connections between peoplewith accessto the
documents and those who made public use of the classfied information, such as
journdids.

31.  On15December 1999, at ameeting attended by ASIO, amember of the
team asked whether ASIO was able to assist the investigation by obtaining a
warrant to intercept certain telephone services at Parliament House.

32. TheASIOrepresentativesrepliedinthe negativeand provided areport to
the Director-General of Security. The Director-General annotated the report
saying, inter aia: It isimportant that the AFP and Defence understand that,
unless there is relevance to our functions under the Act, we cannot engagein
such activity.

33.  The Director-General subsequently directed that, since it had become
clear that the investigation did not raise security intelligence issues, ASIO
should have no further role in the investigation.

34. In due course the Arbite/Keeve team’'s work led it to tentative
conclusions about possible involvement of particular individuas in the
transmission of classified information.

35.  In September 2000, consequently, the AFP obtained and executed search
warrants on premises associated with people whom the team had identified.

36. By thetime the investigation concluded in 2001 it had identified to its
satisfaction at |east one person asasource of leaked classified material and one
or more likely means whereby such material had found its way into the public
domain.
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37. The consultant appointed to head the Arbite operation and the
responsible AFP officer both prepared detailed reports of the investigation,
including recommendations for further action, both in relation to individual
personnel and at the systemic level.

DSD involvement

38. At the time of establishment of the Arbite investigation the officer in
charge of DSB approached the Director, DSD (Mr Brady) who offered DSD
assistance.

39. TheDirector agreed that the leader of the Arbite team could be located
on DSD premisesand be provided with certain facilities. Heinstructed the DSD
security officer to provide any necessary assistance.

40. The file document containing the nearest thing to a description of the
arrangementsisanote from the head of DSB in May 1999, seeking cooperation
from the Director, DIO. The note says. The investigation is being undertaken
with the assistance of DSD for those distribution systemsunder itscontrol. The
reference to distribution systems is evidently to the systems whereby DSD
disseminates its product, either electronically or in hard copy.

41.  Inthe absence of further details on file the inquiry asked each of those
involved what they could recall of the reasons for DSD providing such
assistance. Their accounts provided the following reasons:

theinvestigation would require accessto material with the highest classification
as it would be necessary to examine a range of documents, including
DSD-sourced documents, to determine the origins of the leaked information.
DSD premises are highly secure and suitable for storage of such material and
DSB did not have available accommodation with this level of security;

¢ theteam|eader would need ready accessto DSD personnd who werefamiliar with
the arrangementsfor creeting and didtributing DSD product;

e the team would a0 have access to DSD’s condderable in-house expertise in
information technology to asss in andysing the materid it accumulated,

o therewere gpaceredrictionswithin DSB premises and

e it was necessary for security reasons to restrict knowledge of and access to the
activities of the investigation, even to the extent of segregating it physicaly from
other DSB activities Snce DSD gppeared alesslikdy sourceof thelesksthan other
agencies, locationin DSD improved the chances of theinvestigation not becoming
known to possible perpetrators.

42.  FromJune 1999 the Arbite team leader was|ocated in an office adjacent
to that of the DSD security officer. DSD provided him with a stand-alone
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computer and printer and a secure telephone. The other members of the team
were in another Defence building close by.

43.  Plansfor demolition of this building led in March 2000 to a request for
the balance of the team to belocated in DSD premises. A file note records that
accommodation would be needed for 2 case officers, 2 investigators and an
analyst and that the Arbite team leader could continue to work from the DSD
security office.

44.  Thenote also recordsthe equipment for which accommodation would be
needed. This included a dedicated local area network, several stand-alone
computers and a computer linked to the AFP by modem.

45.  DSD provided the requested accommodation and facilities and the team
moved inin April 2000.

46. DSD aso provided some assistance from members of its staff:

e TheDSD security officer, whowasfamiliar with DSD sysemsand personnd , acted
asaliaison point between the team and DSD: and

o Severd DSD personnd withandytica andinformationtechnology skills, including
I T security specidigs, ass sed with anadys sof datatheteam obtained and provided
audit information from DSD’ sreport distribution systems.

47. A statement to theinquiry from one of these specialists describes how he
received datafrom the team, processed the material and copied theresultsof his
analysis to floppy disk because the team had no access to DSD’s computer
systems. At the conclusion of the exercise he removed all data from the DSD
computer systems.

48.  Another specialist described in his statement how hisprimary rolewasto
provide responses to requests from the investigation team for audit records of
DSD’sIT-based systemsfor delivery of itsend product reports. He also hel ped
the team understand the report delivery systems and how the auditing records
were processed.

Use of DSD signalsintelligence collection capability
Filerecords

49.  Thereisno evidence or suggestion on the investigation files of any use,
or proposed use, of DSD’ ssignalsintelligence collection facilitiesto target the
communications of Mr Brereton, members of his staff or, indeed, anyone.

50. Therewas, however, material onthefilesandinthereportsreferredto at
paragraph 37 to lend weight to the view that such action was never
contemplated and, if contemplated, would not have taken place.

51. Thefilethat contains records of meetings, consultations and briefings
about the investigation has several documentsthat, at various times during the
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Investigation, discussed the lines of inquiry the investigation was pursuing, the
methods it was using and what the next steps might be.

52. Some of these documents included discussion of the concept and
practicalities of obtaining warrants, including telecommunicationsinterception
warrants. Had there been any thought that DSD’ sinterception capabilitiesmight
be useful to the investigation one would expect there to be referencesto it in
these documents.

53. Thefilesalso contain records of specific requeststo DSD for assistance
with analysis of dataand audit material and theresultsof theanaysis. Had DSD
been using itsinterception capabilitiesto assist theinvestigation, similar records
would need to have been generated.

54.  Thereports compiled after completion of the investigation by the AFP
and the DSB consultant (see paragraph 23) both alluded to the proposal sduring
the investigation to seek telecommunications interception warrants and the
reasonsfor not pursuing such warrants. In addition, they described in detail the
other methodologies and lines of inquiry considered and used during the
investigation. Again, had use of DSD interception capabilities taken place or
been contempl ated one would have expected it to be mentioned in these reports.

55.  As to whether, if the proposal had been put to DSD, it would have
attempted to comply, afile note of aconversationin August 1999 involving the
Director DSD isrelevant.

56. Inthat conversation, the noterecords, the team leader briefed Mr Brady
on the progress of the investigation and discussed anumber of issuesrelating to
it including DSD’ s access to intelligence on East Timor.

57.  The note also records that the team was contemplating, in relation to a
leaked DSD report, a process that would lead to a case being made to the
Attorney-General and/or ASIO for warrants against telecommunications
services of known individuals.

58.  Mr Brady’ sresponsewasthat for DSD the damage from aleak about the
intelligence servicesbeing involved in anintrusive operation against ajournalist
or politician’ sofficewould befar greater than the damage from the leaked DSD
report. It was clear from the note that he was not supportive of the warrant
proposal.

59.  Therulesapplying at thetimerequired approval fromthe Director, DSD
for any operation involving collection of intelligence on Australians. That
approval could only be provided in certain restricted circumstances. One can
infer from Mr Brady’s comments that, had he received a request to use DSD
interception capabilities to assist the investigation, he would not have agreed.
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Satements

60. Paragraph 12 above reports the comments of the current Director, DSD
to the effect that clams that DSD monitored the communications of
Mr Brereton or his staff are totally without foundation.

61. As mentioned at paragraphs 16 and 17 the inquiry also received
statementsfrom Mr Brady, the Director, DSD at thetimetheleak investigation
began and hisimmediate successor Mr Bonighton.

62. Mr Brady’s statement included the following:

| have no recollection that any possibility of using DSD’s interception
capabilitieswas ever raised with me. Such usewould be contrary to law and to
extant Government instructions. And in practice DSD had no relevant
capabilities.

63. Mr Bonighton's statement included the following:

At no time was there any suggestion by [the consultant] that he had access or
required any access to DSD computing facilities or operational systems. My
recollection is that the team of about three had their own stand-alone PC
network.

At no time did [the consultant] approach me for assistance in tasking DD
systemsto assist with the investigation: in particular, no request or suggestion
was made that we should do anything in relation to Mr Brereton or his
communications. Nor did any DSD officer approach mewith any such request. |
would like to make clear that had anyone actually approached me with a
request to target Parliament House in relation to an internal security
Investigation, they would have swiftly received counselling on DSD’srole and
theillegality of any such action.

You might recall that the ter ms of the cabinet-approved rulesunder which DSD
operated at that time required that any proposal to target the communications
of an Australian had to bereferred to mefor consideration. Without my written
authorisation it was forbidden to use DD facilities to target or report on the
communications of Australians. As a practical aside, | would add that the
particular accusation apparently relatesto DD inter cepting communications
from Parliament House: our systemsare focused on international connections,
so it is unclear to me how we could have achieved this even if we had tried -
which we did not.

64. Theinquiry alsotook sworn testimony from the head of DSB at thetime
and the consultant who led the investigation team. Both denied that any
consideration was given to accessing DSD interception capabilities.

65. A number of respondents to the inquiry also made the point that the
Arbite/Keeve leak investigations were into leaks of material within Australia
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and had a strictly domestic focus. Therewas, therefore, no logical reason for the
investigation to seek to access foreign communications of people who might
have been involved with disseminating leaked material.

66. Theformer directorsquoted at paragraphs 62 and 63 al so pointed out that
DSD does not have the technical capability to intercept domestic
telecommunications. Such interception, undertaken under warrants issued by,
for example, the Attorney-General in the case of ASIO, isaterrestria activity
utilising the facilities of the Australian domestic telecommunications carriers.

Inspections

67. The rules that applied at the time of the Arbite/Keeve investigations
required DSD to keep recordsof all instances of targeting of Australian citizens
communications, for inspection by the Inspector-General of Intelligence and
Security. | regularly inspected these records and reported on the resultsin my
annual report.

68. Had there been any targeting of Mr Brereton's or his staff's
communications, therefore, it would have come to our notice as part of the
inspection regime. No such activity came to our notice.

Use of overseas agencies facilities

69. An implication of some of the media reporting was that, rather than
conduct interception of Australians’ communications itself, DSD might have
asked cooperating agencies overseas to do so.

70.  TheDirector, DSD informed me that this suggestion wastotally without
foundation.

71.  Mr Bonighton's statement contained the following:

Thereisalso a suggestion that we might have asked a cooperating agency of a
foreign government to undertake such a task. At no time was any suggestion
made to me that we should make such a request in respect of Mr Brereton. Nor
Is it clear to me how another government could hope to successfully target
internal Australian communications. And my experience is that cooperating
governmentsar e extremely wary of targeting national s of partner countriesand
require high level assurance that any such request has a legal basis.

72.  Mr Brady did not cover thisissue in his origina statement but, after
reading the first draft of this report, wrote:

My responseisthe sameasRon’s[Mr Bonighton], that is, it wasn’t raised with
me. If it had been, my response would have been that we don’t ask partners to
undertake tasks that we are not prepared to do ourselves from Australian
resources, that they wouldn’t have any relevant capabilities, and that they
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would want to be satisfied at a high level asto thelegality and authority of any
request to target Australians.

73.  Theinquiry also received statutory declarationsfrom each of theliaison
officers who would have needed to pass on, or at least be aware of any such
requests. None knew of any requestsand all said they did not believetherewere
any.

74. It would have been possible to approach the overseas agenciesto obtain
confirmation but, in light of the above statements and the abundant evidence
that the leak investigators had no interest in utilisng DSD’s collection
resources, that was unnecessary.

Conclusion

75. Leak investigations carried out by the department of Defence and the
AFPin1999-2001 received technical and other assistance from DSD, including
assistance with accommodation.

76.  The assistance did not, however, extend to providing accessto DSD’s
overseas collection capabilities and the investigation team did not seek such
access.

77.  Althoughtheinvestigation team had an interest in obtaining information
about domestic telecommunicationsit pursued thiswith ASIO, not DSD. DSD
hasno capacity to intercept communications passing over the domestic network.

78. The investigation team did not ask DSD to seek assistance from
international partner agencies and DSD did not do so.

Inspector-General of Intelligence and Security
June 2003
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ANNEX 4-INTERNATIONAL OVERS GHT MECHANISM S
FUNCTIONS, POWERSAND FREEDOMS'

Inspector-General Functions Australia | Canada | New South |UK ISC | USA
Zealand [ Africa
Ensures compliance with current legislation Yes Yes Yes Yes No Yes
Ensures compliance with standards of propriety Yes Yes Yes Yes Yes Yes
Carries out audits, investigations and inspections Yes Yes Yes Yes Yes Yes
Prevents and detects waste, fraud and abuse No No No /U No Yes
Promotes economy, effectiveness and efficiency No No No No Yes Yes
Reviews compliance with executive directivesand | Yes Yes No Yes No Yes
operational policies
Ensures compliance with warrant authorisations Yes 1/U Yes No No No
Reviews operational activities Yes Yes Yes No No Yes
Reviews pending legislation and regulation Yes No No No Yes Yes
Reports regularly to the agency head(s) No No No No No Yes
Reports regularly to executive, legislature or Yes Yes Yes Yes Yes Yes
oversight commission
Reports in response to requests by legislature or Yes Yes Yes Yes Yes Yes
oversight commission
Investigates complaints about the agency Yes No Yes Yes Yes Yes
Ensures proper regard to human rights Yes No No /U Yes Yes
Ensures compliance with regulationson release of | Yes No No /U No Yes
records & information
Isimmune from arbitrary sacking Yes Yes Yes No No Yes
Hires and controls own staff and contract resources | Y es No No No Yes Yes
Has ready access to the agency head(s) Yes No No No Yes Yes
Has accessto all records and information of the Yes Yes Yes Yes No Yes
agency
Initiates investigations on own initiative Yes No No Yes Yes Yes
Issues subpoenas for information/documents Yes No No Yes No Yes
outside the agency
Administers oaths for taking testimony Yes No No Yes No Yes

* Thistable is adapted from amatrix developed by the United Kingdom's Intelligence Services Committee,
following a survey in 2001-2002. 1/U in the table means that the power or function was inapplicablein the
relevant jurisdiction, or it was unclear whether it existed.
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