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GLOSSARY OF ACRONYMS USED IN THIS REPORT 

 

AAT   Administrative Appeals Tribunal 

ADF   Australian Defence Force 

AGD   Attorney-General’s Department 

AIC   Australian Intelligence Community 

ASIO   Australian Security Intelligence Organisation 

ASIS   Australian Secret Intelligence Service 

ATI   Authority to Investigate 

AUSTRAC Australian Transaction Reports and Analysis Centre 

COMSEC Communications Security 

DIGO   Defence Imagery and Geospatial Organisation 

DIO   Defence Intelligence Organisation 

DPM&C  Department of the Prime Minister and Cabinet 

DSD   Defence Signals Directorate 

IGIS   Inspector-General of Intell igence and Security 

ISA   Intelligence Services Act 

MOU   Memorandum of Understanding 

NAA   National Archives of Australia 

NSH   National Security Hotline 

OIGIS   Office of the Inspector-General of Intelligence and Security 

ONA   Office of National Assessments 

OSA   Organisational Suitability Assessment 

PJCAAD  Parl iamentary Joint Committee on ASIO, ASIS and DSD 

TI   Telecommunications Interception 

WMD   Weapons of Mass Destruction 
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ROLE OF THE INSPECTOR-GENERAL 

1. The Inspector-General of Intelligence and Security (IGIS) has statutory independence. 
The position helps the ministers responsible for the following agencies to oversight and review 
their activities: 

�  Australian Security Intelligence Organisation (ASIO) 

�  Australian Secret Intelligence Service (ASIS) 

�  Defence Signals Directorate (DSD) 

�  Defence Imagery and Geospatial Organisation (DIGO) 

�  Defence Intelligence Organisation (DIO), and 

�  Office of National Assessments (ONA). 

2. The purpose of this oversight and review is to ensure that the agencies act legally and 
with propriety, comply with ministerial guidelines and directions and respect human rights. 

3. The office was established by the Inspector-General of Intell igence and Security Act 
1986 (the IGIS Act) on 1 February 1987. 

4. The Inspector-General can undertake an inquiry into the activities of an agency in 
response to a request from the relevant minister or from the Prime Minister. In relation to ASIO, 
ASIS, DSD and DIGO, the Inspector-General can also initiate inquiries independently or in 
response to a complaint. The Inspector-General also conducts regular inspections and 
monitoring of agency activities. 

5. In conducting an inquiry, the Inspector-General has the powers of a standing Royal 
Commission. These include requiring the attendance of witnesses and the production of 
documents, taking sworn evidence, copying and retaining documents and entering the premises 
of agencies.  

6. Further information about the role and functions of the Inspector-General can be found at 
http://www.igis.gov.au. 
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KEY POINTS 

·  Mr Bill Blick PSM completed six years as Inspector-General. Mr Ian Carnell 
was appointed from 23 March 2004. 

·  Attendance by the Inspector-General or his staff at ASIO terrorism-related 
questioning sessions (under warrants issued in accordance with section 34D of 
the ASIO Act 1979) has provided assurance that the proceedings to date have 
been professional and not oppressive. 

·  Monitoring further ASIO questioning warrants, and use by ASIS of its new 
capacity to use weapons for self-defence outside of Australia, wil l be important 
activities in the coming period. 

·  The inspection program of the office (which generally involves visiting the 
agencies and inspecting various categories of operational approvals, records 
and systems) has been reviewed and enhanced.  It is expected to expand 
further. 

·  DSD and ASIS compliance with the privacy rules made under the Intell igence 
Services Act 2001 has been sound. 

·  Inquiries completed have included a number resulting from the execution of 
ASIO search warrants – in most cases ASIO was found to have acted properly, 
but compensation was paid in one case and is being considered in another. 

·  An unclassified version of Mr Blick’s report into issues raised by Lt Col Lance 
Coll ins was released by the Prime Minister in April 2004, and is an annex to 
this report. 

·  There were a number of complaints about recruitment and selection 
(particularly security checking) although in relative terms the number is very 
low compared to the very significant recruitment being done by the agencies. 
There were no complaints of this type relating to ASIO. 

·  Legislation to implement the recommendations of the review by Mr Philip 
Flood AO into Australia’s intell igence agencies would provide a greater role 
for the Inspector-General and his office in relation to ONA and DIO, 
particularly in providing assurance that there is no infringement on the 
independence of assessments. 

·  Despite the pressures on agencies, no slackening was observed in the agencies’ 
adherence to legality, propriety and respect for human rights. 
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THE YEAR IN REVIEW 

NEW  INSPECTOR-GENERAL 

7. Mr Bill Bl ick PSM, formally concluded his second and final term as IGIS on 
18 February 2004.  

8. Mr Blick served as Acting Inspector-General for several weeks beyond this date whilst 
administrative actions associated with the permanent fill ing of this position were completed. 

9. I was formally appointed as IGIS for a period of three years, with effect from 23 March 
2004. 

10. While much of the work of the office referred to in this report was undertaken while Mr 
Blick was in office, responsibility for the contents of this report rests with me. 

MR BILL BLICK PSM 

11. Mr Blick was the IGIS f rom February 1998 to February 2004, following a long and 
distinguished career in the Australian Public Service. 

12. During the two terms Mr Blick served as the IGIS the remit and workload of the office 
expanded considerably. 

13. Mr Blick conducted a number of inquiries during his time as Inspector-General that have 
helped positively shape the way in which the Australian Intelligence Community (AIC) goes 
about its business and the environment in which it currently operates. 

14. In marking Mr Blick’s retirement the Prime Minister noted that Mr Blick had served 
with distinction, providing balanced and professional oversight of a range of sensitive and 
complex matters. 

15. I would like to take the opportunity afforded by this report to thank Mr Blick for his 
major contribution and to wish him well in his retirement. The staff of the office wil l certainly 
miss his dry wit and easy manner. 

OVERVIEW  

16. The 2003-04 reporting period was one of very considerable activity within the AIC.  

17. The AIC has been allocated and spent considerable resources coming to terms with, and 
where possible, countering the global terrorist threat which has emerged in recent years.  

18. While the emergence of a credible terrorist threat to Australian persons and Australian 
national interests has led to a reordering of intelligence priorities, considerable efforts continue 
to be expended on providing intelligence support to the Government on a wide range of other 
issues. 
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19. During the reporting period intelligence support for Australian Defence Force (ADF) 
deployments in widely disparate theatres of operation around the world placed a heavy demand 
on the intelligence community. 

20. Other significant demands have included a continuing strong focus on border security, 
il legal immigration, and counter-proliferation activities. 

21. Notwithstanding the demands placed on the intelligence agencies, no slackening was 
observed in the agencies’ adherence to legality, propriety and respect for human rights. 

INQUIRIES INTO THE AIC 

PJCAAD on I raqi WMD 

22. Two major external reviews of the Australian Intelligence Community occurred during 
the 2003-04 reporting period. 

23. The first of these reviews was established by the Senate, which passed a motion on 18 
June 2003, formally requesting that the Parliamentary Joint Committee on ASIO, ASIS and 
DSD (PJCAAD) undertake an inquiry into the nature, accuracy and independence of the 
intelligence used by the Australian government on Iraqi Weapons of Mass Destruction (WMD), 
and the accuracy and completeness of the presentation of that intelligence by the Australian 
government to the Parliament and the Australian people.  

24. The PJCAAD’s report was tabled on 1 March 2004, and is available on the Internet at, 
http://www.aph.gov.au/house/committee/pjcaad/WMD/report.htm. 

25. The PJCAAD made three recommendations, one of which was that an independent 
assessment of the performance of the intelligence agencies should be undertaken by an 
experienced former intelligence expert, with full access to all materials, in l ight of the matters 
raised by the consideration of the pre-war intelligence on Iraq. The other recommendations 
concerned the capacity of ONA and the maintenance of independence and objectivity by the 
AIC. 

Flood Inquiry 

26. The government accepted the recommendations contained in the PJCAAD Report, and 
on 4 March 2004 the Prime Minister formally asked Mr Philip Flood AO, to conduct the 
recommended review. 

27. Without seeking to limit his inquiry, the Prime Minister asked Mr Flood to provide 
advice on: 

�  the effectiveness of the intelligence community’s current oversight and 
accountability mechanisms as they relate to such matters as the setting of 
priorities, the assigning to the priorities of appropriate resources, and the 
delivery of high quality and independent intelligence advice to the 
government 



5 

Inspector -General  of Intelligence and Security 
Annual Report 2003-2004 

�  the suitability of the current division of labour among the intelligence 
agencies and communication between them 

�  the maintenance of contestability in the provision to government of 
intelligence assessments, and 

�  the adequacy of current resourcing of intelligence agencies and in particular 
ONA. 

28. During his inquiry, Mr Flood naturally examined the various oversight and 
accountability mechanisms which operate in respect of the Australian intell igence community, 
including the role and functions of this office. 

29. I met with Mr Flood on several occasions to provide him with the perspectives of this 
office on some of the issues into which he was inquiring. I made two written submissions to 
Mr Flood responding to specific queries he had posed. There was also collaboration as required 
between the small Secretariat which supported Mr Flood’s inquiry and my office. 

30. Mr Flood received submissions and took evidence from all elements of the AIC, as well 
as from other interested parties, including two former Inspectors-General. 

31. Mr Flood provided his report to the government approximately four and a half months 
after he was tasked, and a public version of the report was published on 22 July 2004. It is 
available on the Internet at: http://www.pmc.gov.au/intelligence_inquiry/index.htm. 

32. Mr Flood made 23 recommendations, all of which were accepted by the government 
except a proposal for ONA to be renamed as the Australian Foreign Intelligence Assessments 
Agency. 

33. Mr Flood made several recommendations which bear directly on the role and functions 
of the IGIS. These are dealt with brief ly below under the subheading of ‘Legislation’ and in the 
chapter elsewhere in this report entitled ‘The Year 2004-2005 in Prospect’. 

L EGISLATION 

ASIO Act 

34. The Parliament passed the Australian Security Intell igence Organisation Legislation 
Amendment (Terrorism) Act 2002 on 26 June 2003. The practical effect of this Act was to insert 
a new Division into Part III of the Austral ian Security Intell igence Organisation Act 1979, 
permitting the Director-General of Security, with the Attorney-General’s consent, to seek a 
warrant authorising the questioning or detention of a person where doing so would substantially 
assist the collection of intelligence in relation to a terrorism offence. 

35. Several sections of the amending Act required the development of a written statement of 
procedures (namely a ‘protocol’) to be followed in the exercise of authority to detain persons 
and conduct questioning under warrants issued under section 34D of the ASIO Act. 
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36. These provisions also provided that no warrant could be issued until the protocol was 
tabled in Parliament. 

37. Mr Blick was consulted in the development of this protocol and provided a written 
statement on 28 July 2003 that he had no concerns with its contents. 

38. The then Attorney-General, the Hon Daryl Wil liams AM QC MP, tabled the protocol on 
12 August 2003. 

39. In the interests of giving the protocol the widest possible exposure, I have reproduced it 
at Annex 2 of this report. 

40. The execution of the first questioning warrants granted under section 34D of the ASIO 
Act occurred in the later part of 2003. Practical experience derived from seeking, then 
executing these warrants, led the government to propose further amendments to the ASIO Act. 

41. The new Attorney-General, the Hon. Philip Ruddock MP, introduced the ASIO 
Legislation Amendment Bil l  2003 in late November 2003, which was then passed by the 
Parl iament on 5 December 2003. The changes brought about by this Act included: 

�  extending the maximum time available for questioning the subject of a 
warrant from 24 to 48 hours in cases where an interpreter is used 

�  the creation of offences if the subject of a warrant were to fail  to surrender 
any passports issued to the subject, or leaves or attempts to leave the country 
after being notified of the issuing of a warrant 

�  preventing a person from making disclosures of information without 
authorisation where the information relates to the warrant, the questioning or 
detention of a person under the warrant, or operational information while the 
warrant is in force, and 

�  clarify ing the role of the Prescribed Authority to give directions consistent 
with questioning warrants, including in relation to detention. 

42. Comments on how these new questioning and detention powers have actually been 
applied are recorded in the ASIO chapter of this report. 

Intel l igence Services Act 

43. The Intel l igence Services Act 2001 (ISA) came into effect on 29 October 2001, meaning 
that as at 30 June 2004, it had been operating for approaching three years.  

44. On 15 October 2003, the Minister for Foreign Affairs, the Hon Alexander Downer MP, 
introduced into Parliament the Intell igence Services Amendment Bill  2003.  

45. The primary objective of the Bill was to provide a legislative framework that would 
allow ASIS to undertake its functions more effectively and more safely. This was to be achieved 
by improving the ability of ASIS to work with other agencies and, in limited circumstances 
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overseas, allowing ASIS people to be protected, including through the use of weapons, and to 
use weapons for their own protection. 

46. The Bil l envisaged that the Inspector-General would play a role in the development of 
appropriate guidelines on the provision of, training, handling and use of weapons, and in 
monitoring any actual use. 

47. The Bill  was referred to the PJCAAD on 15 October 2003, which upon consideration of 
the Minister for Foreign Affairs’ request decided to conduct a private inquiry into the provisions 
of the Bil l. 

48. Mr Blick appeared in private session before the Committee on 27 October 2003. The 
Director-General of ASIS and a number of other interested parties were similarly questioned. 

49. The PJCAAD tabled the report of its review of the Bill on 11 March 2004. The 
Committee made nine recommendations.  

50. In dealing with the question of reporting and accountability, the PJCAAD reflected on 
the potential role of the Inspector-General and commented as follows: 

“ … the Committee feels that there is a need for a reporting and accountabili ty regime, to 
ensure that there is sufficient visibil ity of how ASIS’ new capabili ties are being put into 
practice. The Inspector-General of Intel ligence and Security (IGIS), Mr Bill  Bl ick, 
indicated to the Committee that he anticipated being able to ‘incorporate inspection of 
this kind of matter into our normal inspection routine’, to ensure that ASIS was 
complying with the conditions under which approval had been given. 

The Committee proposes that the results of the IGIS’ inspections should be included in 
the IGIS’ annual reports to Parl iament, and could include – at the unclassified level – 
basic data on how frequently the new capabil ities are being exercised.” 1 

51. The government accepted the recommendations of the PJCAAD, with some minor 
qualifications. The Bil l was returned to Parliament and was passed on 1 April 2004. 

52. In the period between the passage of the Bill and the end of the reporting period my 
office was consulted on the development of the guidelines and protocols envisaged in the 
amended ISA. This work was ongoing at the end of the reporting period. 

53. During the reporting period ASIS and DSD continued to develop and refine their internal 
procedures in order to improve compliance with the requirements of the ISA and to safeguard 
the privacy of Australian persons from unnecessary or inappropriate intrusion. 

54. Mr Blick and I each devoted significant resources to the ongoing development of 
guidelines and other compliance-related processes, and by participating in training activities 
conducted within the agencies. 

                                                 
1 Parliamentary Joint Committee on ASIO, ASIS and DSD 2004, Review of the Intell igence Services 
Amendment Bil l 2003, PJCAAD, Canberra, 2004, p. 7. 
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55. As mentioned in last year’s annual report, the ISA provides, at section 14, that a staff 
member of a relevant agency is not subject to civil or criminal l iabil ity for certain acts that 
might otherwise attract liability, provided the act is done in the proper performance of a 
function of the agency. 

56. A further provision empowers the Inspector-General to certify in writ ing facts relevant to 
whether an act was done in the proper performance of the agency’s functions. Such certificates 
are prima facie evidence for the purposes of proceedings. 

57. It was necessary, following passage of the Act, to develop protocols to ensure that in the 
event of any claim for immunity under the legislation, there would be an appropriate 
mechanism, involving consultation with the Inspector-General, to enable law enforcement 
agencies to consider the legitimacy of the claim. 

58. Protocols with most of the police services have been finalised. I am hopeful that this will 
be completed in the near future with the remaining police services. 

59. My predecessor mentioned in his last annual report that experience with the Act and the 
privacy rules had revealed some issues that should be addressed by legislative amendment in 
due course.  

60. Mr Blick formally pursued this matter with the Secretary of the Department of the Prime 
Minister and Cabinet (DPM&C) before his retirement. The Secretary of DPM&C, Dr Peter 
Shergold, wrote to me shortly after I took up my appointment agreeing that such a review 
would be valuable. 

61. I am grateful that Dr Shergold has accepted the suggestion of my predecessor, and my 
office stands ready to support this review whenever it occurs. 

Inspector-General of Intell igence and Security Act 

62. There were no amendments to the IGIS Act during the reporting period.  

63. Mr Flood made several recommendations in his report which if accepted by the 
Parl iament, wil l require changes to the IGIS Act. 

64. Although Mr Flood submitted his report to the Prime Minister after the conclusion of the 
2003-04 reporting period, it is appropriate to flag in this report those recommendations which 
are relevant to the IGIS Act: 

“ Recommendation 2 - … the Inspector-General of Intell igence and Security Act 1986 
should be amended to include scrutiny of DIGO on a basis comparable with that which 
applies to DSD and ASIS. 

Recommendation 3 – The mandate of the Inspector-General of Intel ligence and Security 
should be extended to al low IGIS to initiate inquiries at his or her own discretion into 
matters relating to ONA and DIO without ministerial referral, consistent with the IGIS 
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jurisdiction in respect of ASIO, ASIS and DSD. The Inspector-General should also 
conduct a periodic review of ONA’s statutory independence.” 2 

65. I hope to take the opportunity afforded by these proposed amendments to the IGIS Act, 
to also progress a small number of minor technical amendments, some of which have 
previously been suggested by my predecessor. 

INSPECTIONS, COMPLAINTS AND INQUIRIES 

Inspections 

66. As in previous years, inspection of the activities of ASIO, ASIS, DSD and DIGO has 
occupied the bulk of the effort of the office. 

67. We visit each of these agencies regularly to inspect operational records, to check that 
their activities are conducted with propriety and comply with the law. 

68. In the case of ASIS and DSD we also access their classified reporting and some other 
records electronically from computer terminals in our office. 

69. Details of inspection activities are in the chapters of this report that deal with the 
individual agencies. 

Complaints 

70. The number of new complaints, when taken as a global figure, stabilised during 2003-04. 
There were 23 new complaints leading to preliminary or full inquiries (29 in 2002-03) and 35 
new complaints nominating a specific agency that were dealt with without the need for inquiry 
action (32 in 2002-03). 

Search warrants 

71. The office received a number of complaints during the 2002-03 reporting period 
concerning the execution of entry and search warrants by ASIO. These complaints required 
detailed inquiry and investigation and as a consequence, most were carried over into the 2003-
04 reporting period. 

72. All of these complaints were finalised by my predecessor before his retirement in March 
2004. 

73. While Mr Blick found that the actions of ASIO were reasonable and appropriate in most 
of the cases he examined, he did identify some procedural issues which he believed required 
further attention. In two cases issues of compensation arose.  More on these matters are 
contained in the ASIO chapter. 

                                                 
2 Australian Government, Inquiry into Australian Intell igence Agencies, Report of the Inquiry into 
Australian Intell igence Agencies, (Philip Flood AO), Canberra, 2004, p. 180. 
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74. Since taking up the position of Inspector-General I have been pursuing the procedural 
matters with relevant parties, both within and external to ASIO. This work was ongoing at the 
completion of the reporting period. 

Recruitment and employment related concerns 

75. The number of staff employed by the Australian intelligence community has risen 
substantially in the last few years, in lockstep with changed perceptions of the global security 
situation.  

76. As a consequence of the above, the AIC agencies have been undertaking large-scale 
recruitment campaigns. It is not surprising therefore that my office has noted some increase in 
complaints about recruitment and selection processes. 

77. Section 8(5) of  the IGIS Act limits the capacity of the IGIS to inquire into complaints 
made by an employee of an agency over which this office has jurisdiction, to the extent that 
those matters are directly related to the promotion, termination of appointment, discipline or 
remuneration of the complainant or to other matters relating to the complainant’s employment. 

78. This limitation does not apply to members of the public applying for employment in the 
first instance; members of one AIC agency applying for employment in another AIC agency; or 
where a complainant is referring to systemic problems rather than a specific employment 
related concern. 

79. The majority of the recruitment/selection related complaints received by this office 
during 2003-04 were from members of the public. These complaints covered a variety of issues 
including the nature of security background checking, the use and interpretation of standardised 
psychometric instruments and other aspects of Organisational Suitability Assessment (OSA) 
procedures. 

80. These complaints were spread fairly evenly across the agencies with the notable and 
pleasing exception of ASIO which did not generate any complaints of this type. 

81. Mr Blick and I both encouraged those agencies with whom we have dealt on specific 
complaints to provide more detailed feedback to unsuccessful candidates for specific positions, 
where doing so would not compromise security. 

Defence Force complainant 

82. A serving member of the ADF, Lieutenant Colonel Lance Collins wrote to the Prime 
Minister in March 2004, with a series of grievances which were subsequently made public. In 
his letter Lt Col Collins was critical of an inquiry conducted by Mr Blick, which was finalised 
in May 2003. 

83. In April 2004, the Prime Minister released an unclassified version of Mr Blick’s report. 
The primary conclusion drawn by Mr Blick was that while Lt Col Coll ins’ concerns were 
genuinely and sincerely held, they did not stand up to objective scrutiny. 
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84. Further discussion of this matter is provided elsewhere in this report, in the chapter on 
DIO. 

Asylum seeker compensation 

85. The 1999-2000 IGIS annual report provided details of an inquiry into a complaint from 
an asylum seeker where Mr Blick recommended that compensation should be paid.  

86. The complainant’s lawyer submitted a detailed claim to ASIO in June 2003. I am happy 
to report that the matter has been finalised and compensation has been paid. 
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PERFORMANCE 

PERFORMANCE INDICATORS 

87. As in previous years, the effectiveness of the office may be assessed against a range of 
fairly standard quantitative and qualitative performance indicators, which include: 

�  the time taken to deal with complaints and conclude inquiries 

�  acceptance by ministers and agency heads of recommendations arising from 
inquiries 

�  positive responses from agencies to issues we raise arising from inspection 
activities, and 

�  the level of assurance the Inspector-General can provide that the agencies are 
conducting their activities legally, with propriety, and with regard to human 
rights. 

TIM ELINESS 

Statistics 

88. At the start of the reporting period 10 preliminary inquiries remained open. These 
comprised 9 complaints about ASIO, and one complaint from a member of the public about 
DSD. All were f inalised during the reporting period. 

89. In addition, there were 68 approaches from people with new or continuing complaints 
against a nominated agency. This compares with a figure of 70 such contacts during the 
2002-03 reporting period. 

90. These 68 approaches comprised: 

�  23 new complaints leading to preliminary or ful l inquiries, nine of which 
remained open at the end of the reporting period (see Annex 1, Table 1). 
There were 29 such complaints in the 2002-03 reporting period 

�  10 approaches seeking a previous complaint be reviewed or a new inquiry be 
conducted (compared to 9 in 2002-03), and 

�  35 new complaints where an agency was specifical ly identified, which were 
dealt with administratively (see Annex 1, Table 2). There were 32 such 
complaints in 2002-03.  

91. We try to respond to the third category immediately or within a few days at most. One 
such contact remained to be dealt with as at 30 June 2004, but was finalised early in the next 
reporting period. 
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92. In addition, 60 people contacted the office with concerns of a generic or non-specific 
nature, also not requiring formal inquiry action (against 78 in 2002-03). 

93. We do not have specific target times for completing preliminary or formal inquiries 
because we often require input from persons or individuals over whom the office does not 
exercise direct control. 

94. In the five years between 1 July 1999 and 30 June 2004, the average time taken on each 
such inquiry was 106.37 days, while the average time taken in 2002-2003 was 123.56 days, and 
in 2003-2004, 170.12 days. 

95. Although there has been an increase in the length of time taken to resolve complaints in 
the last two reporting periods, this largely reflects that a number of long running inquiries were 
finally concluded. Given the relatively small number of complaints handled by this office 
(compared to bodies such as the Commonwealth Ombudsman), the completion of any long 
running case wil l inevitably, disproportionately skew measures such as this. 

96. Resolution of inquiries can be and frequently is influenced by factors such as: 

�  the complexity and range of issues raised 

�  the immediacy of the matters to be inquired into 

�  the accessibility of necessary information 

�  locating persons with knowledge of the matters being inquired into, and 

�  the need to observe the formal processes set out in the IGIS Act. 

97. The office’s capacity to reduce the time it takes to conclude its investigations will  
continue, as always, to depend on the complexity of the cases that come to our attention and the 
responsiveness of others, as well as our own efficiency. 

ACCEPTANCE OF RECOMMENDATIONS 

98. It is very rare for an agency to reject recommendations of the Inspector-General.  

99. All recommendations made by the Inspector-General in this reporting year were 
accepted. 

RESPONSIVENESS TO ISSUES RAISED IN INSPECTIONS 

100. During and following inspection visits to each of the collection agencies, both Mr Blick 
and I made suggestions on how procedures could be streamlined or improved. These 
suggestions were generally accepted and acted upon. In the very few cases where they were not, 
I accepted that there were good reasons for not doing so. 

101. The intelligence and security agencies continued to seek the views of the Inspector-
General on draft policies and procedures where issues of propriety and/or legality arose, or were 
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likely to arise. The will ingness of the agencies to seek and accept input from this office 
demonstrates a genuine commitment on their part to conduct their activities legally and with 
propriety. 

L EVEL OF ASSURANCE 

Number of complaints 

102. As commented on in recent annual reports, the number of new complaints to the office 
increased noticeably in the period following the September 2001 terrorist attacks on the United 
States. These figures have stabilised in the 2003-04 reporting period, close to the post 9/11 
high-water mark. Several external factors have played a part in this. 

103. Terrorist attacks such as have occurred in the United States, Bali, Jakarta and Madrid, 
require greatly increased investigative effort by the intelligence agencies, with consequential 
impacts on the wider community. 

104. The government has provided a significant boost in resources to the intelligence 
collection agencies in recent years, much of which is being devoted to recruiting and training 
additional staff. It follows that if the collection agencies have more staff, and the operational 
tempo of the agencies has also shifted upwards, that the agencies are more likely to interact 
with members of the public than they have previously. 

105. Another factor leading individuals to our office is the extra prominence given to 
intelligence matters by the news media. References to the IGIS in the media have increased. 

Summary 

106. During the reporting period Mr Blick and I found several instances where the agencies 
acted beyond their authority. These are described in the chapters of this report that deal with 
each agency individually. 

107. However, we came across no evidence that the intelligence and security agencies, or 
individual members of the agencies, have knowingly acted, or wish to act, beyond their 
authority. Nor is there evidence of enduring systemic deficiencies that would lead to breaches of 
propriety, the law, or human rights.   

108. The intelligence and security agencies continue to be: 

�  focussed on achieving the objectives set for them by the Parliament and 
government 

�  responsive to ministerial direction 

�  aware of the limits of their authority, and 

�  concerned to conduct their business in a professional manner. 
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AUSTRALIAN SECURITY INTELLIGENCE ORGANISATION 

WHAT ASIO DOES 

109. The Australian Security Intelligence Organisation is Australia’s security service. Its 
functions are set out in the Australian Security Intell igence Organisation Act 1979. It is also 
subject to guidelines issued by the Attorney-General. 

110. ASIO’s main role is to gather information and produce intelligence that will enable it to 
warn the government about activities or situations that might endanger Australia’s security. It is 
not a law enforcement agency. 

111. The focus of ASIO’s work is on terrorism, people who may act violently for political 
reasons, and people who may clandestinely obtain sensitive government information or 
otherwise harm Australia’s interests in order to further their own causes or the interests of 
foreign governments. 

112. Under its legislation, ASIO must not limit the right of persons to engage in lawful 
advocacy, protest or dissent and the exercise of that right shall not, by itself, be regarded as 
prejudicial to security.  

113. ASIO does not have the statutory authority or the resources to engage in surveillance of 
ordinary members of the community going about their normal business.  

114. ASIO has to obtain specific ministerial authority for use of its most intrusive powers, 
such as questioning persons who are believed to possess information which would substantially 
assist the collection of intelligence in relation to a terrorism offence, telecommunications 
interception, use of listening devices etc. 

115. Other ASIO functions include collecting foreign intelligence in Australia, and providing 
security assessments and protective security advice. 

116. Further information about ASIO, the Attorney-General’s guidelines and the Austral ian 
Security Intell igence Organisation Act 1979, can be found on ASIO’s Internet homepage 
located at, http://www.asio.gov.au.  

SIGNIFICANT ISSUES 

Questioning and detention warrants 

117. As mentioned in ‘The Year in Review’ chapter of this report, the Parliament passed the 
ASIO Legislation Amendment (Terrorism) Act 2002 on 26 June 2003. The Act received Royal 
Assent on 22 July 2003 but a warrant could not be issued until a Protocol on the procedures to 
be followed in the exercise of authority to detain persons and conduct questioning, was tabled 
in Parl iament. The Protocol (see Annex 2) was tabled on 12 August 2003. Amendments made 
by the ASIO Legislation Amendment Act 2003 received Royal Assent on 17 December 2003. 
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118. The legislative provisions that provide ASIO with access to questioning and detention 
powers are contained in Division 3 of Part III of the ASIO Act, and run to over 40 pages. The 
length of this Division reflects the considerable efforts of the legislature to incorporate 
procedural protections and safeguards into the various sections of this Division. 

119. Briefly summarised, the new Division requires that warrants sought under s34D of the 
ASIO Act can only be authorised by a recognised Issuing Authority such as a Federal 
Magistrate or Federal Court Judge, on the basis of a request from the Director-General of 
Security that has been consented to by the Attorney-General. 

120. The obligations on the subjects of section 34D warrants include: 

�  appearing when and where they are directed to in the warrant 

�  giving any information requested in accordance with the warrant 

�  not deliberately making false or misleading statements in a material 
particular, and 

�  not failing to produce any record or thing in their possession that is 
requested. 

121. Failure to comply leaves the subject at risk of prosecution for a criminal offence for 
which the maximum penalty is imprisonment for five years. 

122. Information obtained in the course of questioning the subject of a s34D warrant is not 
admissible against the person in criminal proceedings, except where the subject is being 
prosecuted for failure to comply with a request to give information, or to produce a record or 
thing, that is made in accordance with the warrant. 

123. The role of the Prescribed Authority is to oversee the questioning of individuals who are 
the subject of section 34D warrants and to ensure that they are afforded procedural fairness. The 
qualifications necessary to be a Prescribed Authority are set down at s34B of the ASIO Act. In 
most cases they are likely to be judicial officers of long standing who have recently retired. 

124. Those safeguards which specifical ly involve the Inspector-General include the 
following: 

�  Section 34C(3A)(a)(i) requires that the IGIS be consulted in the development 
of a written statement of procedures to be followed in the exercise of 
authority under section 34D of the ASIO Act. 

�  Section 34E(1)(e)(i) requires the Prescribed Authority to explain to the 
subject of a section 34D warrant that they have the right to make a complaint 
to the IGIS about ASIO, either orally or in writ ing. 

�  Section 34F requires that anyone holding a person in custody or detention 
under Division 3 of the ASIO Act must give the person facilities for 
contacting the IGIS. 
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�  Section 34HAB of  the ASIO Act provides the IGIS and OIGIS staff members 
with the right to be present at the questioning or taking into custody of such a 
person should they choose to do so. 

�  Section 34HA of the ASIO Act provides that where the IGIS has a concern 
about impropriety or i llegality in connection with the exercise of powers 
under that warrant, they may raise that concern with the Prescribed Authority, 
who must consider the Inspector-General’s concern. 

�  Section 34Q of the ASIO Act details those materials which ASIO is required 
to provide to the IGIS is respect of section 34D warrants. These materials 
include a copy of any draft requests for a warrant given to the Attorney-
General, any warrants issued, a copy of any video recordings made of the 
questioning of subjects, and a statement containing details of any seizure, 
taking into custody, or detention. 

�  Section 34QA imposes a reporting requirement on the IGIS where multiple 
warrants are issued in respect of an individual. 

125. There is no legislative requirement for the Inspector-General to attend the questioning of 
the subjects of s34D warrants. However, my predecessor as Inspector-General, Mr Blick, gave 
an undertaking to the PJCAAD that he intended to attend the first few occasions where the new 
powers were used and then review his position after that (pp 14-15, PJCAAD Committee 
Hansard, 30 Apri l 2002 refers). 

126. It is not possible, for security reasons, to provide specific details of when, where, and 
against whom ASIO used its new special powers during the reporting period. 

127. However, I am able to say that with the exception of only one day either Mr Blick, 
myself, or one of my staff, have been present on all days when the subject of a section 34D 
warrant has been questioned, for the full duration of the questioning. The exception was a 
relatively brief period of questioning on one day, which was video-taped and for which a full  
written transcript was also provided to my office. 

128. Mr Blick and I have corresponded with the Director-General of Security and the 
Attorney-General, detail ing our views on how the new powers worked in practice. We observed 
that in all instances where a section 34D warrant was executed, in accordance with Section 
34Q, our office received: 

�  advance notice from ASIO that it intended to approach the Attorney-General 
seeking consent to request such a warrant from an Issuing Authority 

�  a copy of warrants issued under section 34D, and  

�  a copy of video recordings made of the questioning of subjects. 
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129. Mr Blick and I have raised several procedural and practical issues based on our 
experience in observing the execution of section 34D warrants. These include: 

�  whether lawyers representing the subjects of such warrants should be given 
scope to address the Prescribed Authority concerning the continuation of 
questioning 

�  the provision of legal aid to the subject of warrants 

�  whether relevant terrorism offences were identified with sufficient specificity 
in the warrant documentation 

�  the recording of elapsed time during questioning, and 

�  the degree of privacy which is afforded to the subject of such warrants to 
meet their rel igious obligations, consult their legal representatives or lodge 
complaints. 

130. These matters have been the subject of on-going discussions with ASIO and the 
Attorney-General’s Department. 

131. Mr Blick and I came to the same general conclusions on the use to date of section 34D 
warrants, as follows: 

�  the questioning of the subjects of s34D warrants has been conducted in a 
professional and appropriate manner 

�  the subjects of questioning have been accorded dignity and respect 

�  the facilities used for each questioning session have been appropriate 

�  due consideration has been given in each case to the subject’s physical 
comfort and religious needs, and 

�  the existing commitments of subjects have been properly taken into account 
in determining the timing of questioning. 

Search warrants 

132. At the completion of the 2002-03 reporting period, 10 preliminary inquiries remained 
open. The majority of these inquiries related to complaints about the manner in which ASIO 
had executed entry and search warrants. Each of these inquiries was concluded by Mr Blick 
during the 2003-04 reporting period. 

133. For the most part Mr Blick found that the complaints could not be substantiated.  
However, in two cases there were issues of concern.  These are discussed at paragraphs 197-
202.  Mr Blick also identified some procedural issues which he believed required consideration.  
This is discussed further at paragraphs 203 – 207. 
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INSPECTION ACTIVITIES 

Scope and reporting arrangements 

134. ASIO is the AIC agency most likely to come into contact with members of the Australian 
public. It is therefore appropriate that ASIO’s intell igence collection activities should be 
subjected to more intensive and more frequent review by the Inspector-General than any of the 
other members of the intelligence community. 

135. Shortly after being appointed Inspector-General I wrote to the Director-General of  
Security setting out the range of inspection activities I planned to undertake. In that letter I 
indicated that if any concerns or matters worthy of comment were to arise during an inspection 
activity, a member of my staff or I would discuss them with an appropriate senior manager or 
liaison officer in the first instance. I also indicated that following each inspection visit I would 
write to the Director-General with a summary of our f indings. 

136. During the reporting period, this office regularly inspected records associated with the 
following ASIO activities: 

�  warrant operations 

�  authorities to investigate 

�  access to, and use of, information obtained from the Australian Transaction 
Reports and Analysis Centre and the Australian Taxation Office 

�  provision of information to, and liaison with, law enforcement agencies 

�  the official use of alternative documentation to support assumed identities, 
and 

�  compliance with the Archives Act. 

Warrant operations – procedures 

137. ASIO has access to a range of special powers to assist it to perform the functions 
mandated for it by the Parliament. These special powers can only be used in limited 
circumstances following the issue of a properly authorised warrant.  

138. The use of special powers is provided for under Divisions 2 and 3 of Part III of the 
Austral ian Security Intell igence Organisation Act 1979, and various sections of the 
Telecommunications (Interception) Act 1979. 

139. The Attorney-General is the issuing authority for all special powers warrants, with the 
exception of s34D warrants (ie. questioning and detention warrants). The issuing authority for 
s34D warrants wil l ordinarily be a Federal Magistrate or a Judge. A s34D warrant cannot be 
sought from an Issuing Authority unless the Attorney-General has consented to this action. 
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140. In addition to s34D warrants there are seven broad special powers warrant categories, as 
follows: 

�  telecommunications interception (including named person warrants) 

�  entry and search 

�  computer access 

�  listening device 

�  tracking device relating to persons or objects 

�  inspection of postal and delivery service articles, and 

�  foreign intelligence collection. 

141. Since becoming Inspector-General I have increased the frequency of our warrant 
inspection visits to ASIO’s central office from bi-monthly to monthly.  

142. To ensure that ASIO does not seek warrants without proper justification, thorough 
planning and appropriate consideration at various levels of approval, we check ASIO’s fi les for 
documents showing: 

�  the intelligence or security case that ASIO has made in support of the 
application 

�  that the people named in warrants are in fact those of interest to ASIO 

�  that appropriate internal approvals for the request have been obtained 

�  the persons to whom the Director-General has given authority to execute the 
warrant or to communicate information obtained from a warrant 

�  the Attorney-General’s approval, when obtained 

�  that reports to the Attorney-General of the outcome of executed warrants are 
factual and have been provided in a timely manner, and 

�  that the activity concerned did not begin before, or continue after, the period 
approved by the Attorney-General. 

143. In the course of our roll ing visits programme we aim to inspect documentation for all  
warrants issued. 

144. During the reporting period we reviewed many warrant documentation files several 
times, to ensure that they were being properly managed throughout the period of the warrant. In 
each case we were satisfied that ASIO had: 

�  reasonable grounds for seeking a warrant 
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�  provided sufficient information for the Attorney-General (or the Issuing 
Authority in the case of s34D warrants) to make an informed decision 

�  appropriate procedures in place to check that the conditions of the warrant 
were being fulfi lled 

�  reported the results of warrant operations to the Attorney-General in an 
accurate manner, and 

�  maintained the key accountability documents on the relevant files. 

145. As an additional safeguard, my staff and I also periodically review a sample of 
operational management files alongside the warrant documentation files, so that we might gain 
a better insight into operational planning and management issues, and the practical effects of the 
execution of some warrants. No issues of concern arose from this further scrutiny. 

Unauthorised telephone interception 

146. We noted three instances of unauthorised telephone interception during the 2003-04 
reporting period. This is the same number of instances as was recorded during the previous 
reporting period. Details are as follows: 

�  In the first instance the expiry date of a telecommunications interception 
warrant was incorrectly programmed into the automated interception system 
used by ASIO (the 18th of the month was inserted instead of the correct 
expiry date of the 8th). This error was noted several days after the correct 
expiry date had passed. None of the product collected in the period between 
the expiry of the warrant and when the error was noted was processed. Mr 
Blick was satisfied that the error in this case was inadvertent and that 
appropriate remedial measures were taken. 

�  In the second instance ASIO provided correct details of a telephone service to 
be intercepted under warrant authority to a telecommunications carrier, but 
the carrier mistakenly connected the wrong service to the ASIO recording 
system. This error, which was wholly beyond the control of ASIO, was 
promptly noticed and all associated data was immediately destroyed. 

�  In the final instance, a telephone service which had been the subject of a 
previous valid warrant was left off  the list of numbers to be intercepted when 
the warrant in question was renewed. Due to inexact/partial validation 
checking at the time the warrant was renewed this service continued to be 
intercepted and product from it continued to be delivered, as though its 
collection had been properly authorised. A large number of calls were 
received by this service but they were not monitored because the service in 
question was not on the list of services authorised by the warrant renewal. 
While this breach occurred due to the cascading effect of several human 
errors and the remedial steps taken in this case were appropriate, I am 
concerned that an error of this kind did occur. I am exploring what new or 
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additional checking procedures my office might undertake so I can be 
assured that there is no repetition. 

147. My office also noted an instance where intercept from several authorised ASIO warrant 
operations was misdirected to a law enforcement agency for a very brief period. This error, 
while concerning, was again beyond the control of ASIO. The misdirected material has been 
retrieved and appropriate remedial actions taken to limit the risk of any reoccurrence. 

Other warrant related issues 

148. We had cause on several occasions to query the timeliness of the reports provided by 
ASIO to the Attorney-General on the outcome of the use of special powers warrants.  

149. Section 17 of the Telecommunication (Interceptions) Act 1979, requires the Director-
General of Security to furnish reports of TI related warrants within three months of the expiry 
or revocation of such warrants. By contrast, Section 34 of the ASIO Act 1979 simply requires 
the Director-General to furnish a report to the Attorney-General in respect of each warrant 
issued under the ASIO Act, ie. it does not specify a period within which  reports must be 
provided. 

150. Although Mr Blick and I did not identify any instances where the reporting requirements 
of the T(I) Act were not met, we have separately identified delays in reporting the outcome of 
non-TI warrant operations. Mr Blick expressed the view to the Director-General of Security that 
unless there are unanticipated problems in processing information obtained under such 
warrants, reports should be provided to the Attorney-General in a similar timeframe to TI 
warrants. If a report is delayed for any length of time, the reasons for the delay should be stated 
in the report. 

151. I do not wish to convey the impression that this is a major problem, but it is a matter to 
which I wil l be attuned in the coming year. 

152. In respect of a specific warrant operation, Mr Blick suggested that the documentation 
provided to the Attorney-General seeking his authorisation could have provided fuller details on 
the safeguards which were to be put in place to limit intrusions into the privacy of persons who 
were not connected to the subject of interest.  

153. In the case in question, the Attorney-General had already received a briefing note on 
what was proposed months in advance of the operation. Mr Blick suggested that the proposed 
safeguards should have been incorporated into the request documentation so that the Attorney-
General could formally indicate approval of the safeguards and also be reassured that ASIO is 
committed to minimising intrusions into the privacy of members of the public. 

154. Mr Blick and I also raised several technical/legal issues during the reporting period such 
as the circumstances when a listening device warrant might be used in preference to a computer 
access warrant, the effect of name/service changes on the validity of warrants, and the legal 
effect of minor discrepancies between warrant request documentation and the warrants 
themselves. 
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155. We also raised several minor points designed to enhance the clarity of warrant 
documentation, thereby removing possible ambiguities. 

156. Several minor procedural issues also came to notice during inspections, mainly relating 
to the absence of some accountability documents. In each case the missing documents were 
quickly located and presented for review. 

157. Given the increasing number of warrants that have been sought in recent years, the 
complex nature of the operations being planned and the speed with which most warrant 
documentation is turned around, the incidence of error is very low. 

158. I would like to commend the staff of ASIO’s warrant documentation section for their 
industry, will ingness to raise with my office issues of possible concern, and responsiveness to 
our requirements. 

Authorities to investigate - procedures 

159. The authority to investigate (ATI) process involves applications by ASIO staff to more 
senior officers for authority to conduct investigations in relation to people or organisations of 
national security interest. We regularly inspect the records of the ATI consideration process and 
the files recording the resulting investigative activity. 

160. During the reporting period we examined fi les relating to every ATI issued in ASIO’s 
central office and a selection of those issued in ASIO’s other offices. 

161. Given the increasing number of ATIs that have been raised in recent times and that this 
number is likely to grow rather than diminish, I have increased the frequency of visits by this 
office to ASIO’s larger state collection offices and will  continue to review the resourcing of this 
important function. 

Authorities to investigate – results of inspections 

162. As with warrant operations, detailed public discussion of specific cases is not possible 
but comment follows in general terms upon several cases reviewed during the reporting period. 

163. In one case Mr Blick noted that a particular ATI was formally approved two months after 
investigative activity had commenced. The explanation provided was that oral approval had 
been obtained from a properly qualified authorising officer but the paperwork had not been 
completed, “… due to the urgency associated with this particular operation.”  

164. While Mr Blick accepted that oral approval from an appropriately senior officer is an 
appropriate basis to initiate action in truly exceptional cases, he made the point that these cases 
will be rare and the associated paperwork should be completed as soon as possible once the 
urgency has passed. 

165. In another case, we noted an instance where a requesting officer and the approving 
officer were the same person. The officer concerned was counselled by ASIO that this was 
contrary to ATI policy and amendments were made to the ATI template to ensure that any future 
such requests would be automatically rejected. 
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166. During the reporting period we noted several ATIs had been raised in respect of a minor. 
While these ATIs were properly endorsed and the supporting arguments for investigative action 
were quite reasonable in the circumstances, a member of staff suggested to us that the 
authorising officer in such cases should be no lower than at the SES Band One level (or 
equivalent). I endorsed this suggestion, and the relevant internal ASIO policy has now been 
amended along these lines. 

167. During these inspections we identified several instances where ATIs contained incorrect 
information. For the most part these were transcription errors which were promptly corrected. 

168. My predecessor and I expressed concern at various times that the ‘ limits on 
investigation’ field on some ATI submissions were lacking in detail. My office has been 
pursuing this issue with ASIO’s senior operational advisers. 

169. Although the nature of inspection work is such that we tend to look for and therefore 
find fault, the general quality of the ATIs I have examined is of a high standard. 

ASIO and law enforcement agencies 

170. The increased focus on terrorism during the reporting period necessarily involved close 
cooperation between ASIO and law enforcement agencies. 

171. As has been described elsewhere in this report, ASIO required the assistance of various 
federal and state law enforcement bodies in the course of executing a number of entry and 
search warrants. I believe that cooperation in this area is good but can be improved, and wil l  
work towards clarification on the roles of each in such operations, over the next 12 months. 

172. More generally, during our periodic visits to ASIO state offices we examine ASIO’s 
records concerning exchanges of information with local law enforcement agencies. We found 
these records to be properly maintained and sufficiently detailed for us to conclude that the 
exchange of information that occurs does not exceed what is necessary for the performance of 
the functions of the organisations concerned. 

173. In examining these records we probed the internal controls around the passage of, 
storage, and access to, information on persons of intelligence interest to law enforcement 
agencies. We will  continue to do so in the coming reporting period. 

AUSTRAC and the Australian Taxation Office 

174. The Financial Transactions Reports Act 1988 and the Taxation Administration Act 1953 
provide for ASIO to obtain information from the Australian Transaction Reports and Analysis 
Centre (AUSTRAC) and the Australian Taxation Office, in strictly prescribed circumstances. 

175. The procedures involved in ASIO accessing financial transaction reports and taxation 
information are set out in memorandums of understanding (MOUs) between the respective 
parties. 
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176. The Inspector-General of Intell igence and Security and the Director of AUSTRAC have 
also entered into a MOU covering oversight issues and the Inspector-General provides an 
annual report to the Attorney-General on ASIO’s compliance with its obligations. 

177. We regularly review ASIO’s access to financial transaction reports and it is apparent 
from this that ASIO is complying with the requirements of the MOU between itself and 
AUSTRAC. Until recently, approved ASIO staff could only obtain access to financial 
transaction records at AUSTRAC premises. ASIO now has direct on-line access to this 
information. 

178. ASIO has formal internal procedures for approving access to AUSTRAC information 
similar to those applying to ATIs. These procedures require ASIO investigators who need 
information about the financial transactions of persons of interest to obtain approval from senior 
officers. Interrogation of the databases is not undertaken by the investigator who requires the 
information but by an officer specially authorised and trained for the task. Under the MOU 
between ASIO and AUSTRAC the maximum number of authorised officers at any one time is 
twelve. 

179. The procedures require that, before access is approved, the entity under investigation 
also be the subject of an ATI or identified in an Intelligence Requirement document which has 
been endorsed at a senior level within ASIO. 

180. This office receives regular online statistical usage reports of who in ASIO is accessing 
AUSTRAC data and an audit record of each search conducted. These records are generated by 
AUSTRAC. 

181. Neither Mr Blick nor I have identified any significant problems with ASIO’s access to 
and use of AUSTRAC data. 

182. We also review all instances where ASIO seeks and/or obtains access to taxation records. 
It is apparent that, as with access to AUSTRAC records, ASIO is complying with the 
requirements of the MOU between itself and the Australian Taxation Office and is careful not to 
abuse the access which has been agreed. 

Use of assumed identities 

183. Amendments to the Crimes Act 1914 during 2001-2002 required Commonwealth 
agencies that issue or use alternate identity documentation, to maintain appropriate records. 

184. The amendments require ASIO, as soon as practicable after 30 June each year, to give 
the Inspector-General a report for the year. The Director-General of Security furnished me with 
such a report for the 2003-04 reporting period on 26 July 2004.  

185. The report showed that ASIO issued a moderate number of authorisations under the 
legislation for use of assumed identities by intelligence officers and that no particular problems 
had been identified in the issuing, variation, use and cancellation of this material. 
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186. Prior to receiving this report, Mr Blick and I quite independently reviewed the approvals 
process and related documentation associated with supporting assumed identities. The 
conclusions we reached were identical to those contained in the Director-General’s report. 

Archives issues 

187. The Director-General of Security provides our office with quarterly progress reports on 
ASIO’s performance in meeting its obligations under the Archives Act 1983. Like my 
predecessor, I also meet periodically with relevant ASIO staff to discuss their handling of 
significant archive issues. 

188. We sometimes receive complaints about the handling of archives access requests but the 
incidence of such complaints has declined in recent times. We received only one such complaint 
during the 2003-04 reporting period.  

189. Individuals who are dissatisfied with decisions on archives applications have the right to 
have them reviewed by the Administrative Appeals Tribunal. 

190. On the basis of the reports I have received from the Director-General and speaking to 
members of his staff, I am satisfied that ASIO’s performance in meeting its obligations has been 
satisfactory, especially considering the competing priorities which are being placed on ASIO’s 
resources. 

Contact with staff 

191. Mr Blick regularly participated in training sessions for ASIO officers and inductees, 
addressing them on accountability issues and the work of this office. I believe this is an 
important function of the office and as a consequence readily accept every invitation I receive 
to speak to ASIO staff that I am able to attend. Where I am unable to attend, my staff will do so 
in my place. 

192. ASIO officers also brief me from time to time on matters that touch upon the work of the 
office, or to seek an independent opinion. 

193. The Director-General places no barriers to contact between ASIO staff and members of 
this office. Indeed he encourages such contact and does not seek to monitor or control it in any 
way. For our part, we seek to use this freedom of access positively and responsibly so as to 
minimise any adverse impact on the work of the agency. 

COMPLAINTS AND INQUIRIES 

194. During the reporting period 35 complaints about ASIO were concluded without 
proceeding to a full or prel iminary inquiry3 (compared with 32 such cases in 2002-2003). 

195. Nine outstanding complaints about ASIO were carried over from the previous reporting 
period. The office conducted preliminary inquiries into 10 new complaints about ASIO, and 
initiated full inquiries into two new complaints. 
                                                 

3 See Annex 1 for description of the various types of inquiry. 
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196. Some of the complaints dealt with during the reporting period are summarised below. 

Compensation arising out of previous search warrant complaints 

197. Mr Blick highlighted two cases in his last annual report where he had recommended that 
ASIO pay compensation arising out of the use of search warrants (see paragraphs 136-145 of  
the 2002-2003 IGIS Annual Report). 

198. In the first of these cases, the complainant alleged that a computer that had been seized 
in the course of an ASIO search had been returned in a damaged state. 

199. Mr Blick concluded, on the basis of an independent technical analysis of the computer 
and his other investigations, that while it was unlikely that the alleged damage had occurred 
while the computer was in ASIO’s possession, it had nonetheless not been returned in the same 
condition as when it was seized. 

200. Mr Blick suggested to ASIO that it offer the complainant compensation.  ASIO agreed 
and paid the complainant compensation in July 2003. 

201. In the other case, Mr Blick received a complaint al leging that a search had taken place at 
premises other than those specified in the warrant. After an investigation Mr Blick concluded 
that this had indeed happened. 

202. Notwithstanding that the error was unintentional, Mr Blick recommended that ASIO 
negotiate with the complainants to reach a mutually agreeable settlement. Negotiations were 
continuing at the end of the reporting period. 

Search warrant related complaints actioned in 2003-2004 

203. The IGIS annual report for 2002-2003 referred to a number of complaints the office had 
received from, or on behalf of, individuals whose residences had been the subject of ASIO entry 
and search warrants. Each of these complaints was finalised during the 2003-2004 reporting 
period. 

204. The principal allegation made in the majority of these complaints was that those present 
when the warrants were executed had been, in effect, detained and prevented from going about 
their normal business. Search warrants do not authorise detention of people and if people whose 
premises are being searched wish to leave they are at liberty to do so. 

205. Investigations into the complaints found no evidence to suggest that ASIO tried to 
prevent, or actually prevented, persons leaving the premises in question. In fact there were 
instances of residents and visitors entering and leaving the premises during the search process.  

206. During an overt search of the kind conducted by ASIO in these cases, residents are free 
to go about their business so long as they do not threaten the integrity of the search. Video and 
audio records made during the execution of these searches incidentally recorded routine 
household activities being undertaken by residents.  
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207. My predecessor identified some procedural issues in relation to the conduct of the 
searches and recommended that ASIO and concerned law enforcement agencies work towards a 
common understanding of each party’s role and responsibilities.  Discussions are continuing 
between my office, ASIO, the Australian Federal Police and the Commonwealth Ombudsman to 
develop suitable agreements.   

Seizure of passports 

208. This office received several complaints during the reporting period from individuals 
whose passports were either seized by ASIO, or cancelled by the Minister for Foreign Affairs 
on advice from ASIO. 

209. While the circumstances of each case are different, citizens whose Australian passports 
are cancelled have various legal options available to them to challenge such a decision, 
including recourse to the Administrative Appeals Tribunal. 

Archival practices 

210. The office received a complaint in the second half of the reporting period from an 
individual who had applied through the National Archives of Australia (NAA) for access to 
ASIO’s fi le holdings on him which fel l into the open period (ie. records that are more than 30 
year old).  

211. The NAA released a number of documents to the complainant, excluding material which 
was exempt from disclosure. 

212. The Administrative Appeals Tribunal has the power to review decisions to withhold 
information from public access after 30 years and to make its own decisions about what may be 
released and what should be exempt. On occasions this may result in more information being 
released to the applicant. However, the AAT cannot make rulings on the content of the record, 
nor on how or why the information was gathered. 

213. Through negotiations with the NAA in the first instance, or this office, complainants who 
disagree with aspects of the ASIO records relating to themselves are able to prepare, where 
appropriate, a correcting statement for placement on their file. This statement is then available 
for public access. 

214. In this case the complainant was concerned about the content of the records which were 
released to him and negotiated with ASIO and NAA to add ‘corrections’ to these files. The 
complainant then asked this office to conduct an inquiry into ASIO’s management of his case in 
the period covered by the open period documents which had been released to him. 

215. The records released to the complainant all predated the creation of this office.  Section 
8(8)(a) of the IGIS Act precludes the Inspector-General from inquiring into matters relating to 
an agency that occurred before the commencement of the Act, without the approval of the 
responsible Minister. 
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216. After reviewing the records relating to the complainant, I decided that there was no basis 
upon which to approach the Attorney-General for such approval. 

Alleged monitoring of single-issue interest group 

217. In early 2004, Mr Blick received a letter from an individual who was concerned at 
newspaper reports which suggested that ‘ intelligence officers’ had been closely monitoring the 
activities of a named domestic single-issue interest group and had provided briefing to a 
government minister. 

218. Mr Blick commenced an inquiry into these claims and I finalised the matter.  The inquiry 
included independently reviewing ASIO’s various electronic databases and conducting an 
extensive file search. 

219. The conclusion reached was that there was no evidence that ASIO had acted illegally or 
improperly.  There was no reason to believe that ASIO had provided any information on the 
group to a government minister, nor was there any indication that ASIO had been asked to 
obtain information on the group by a government minister. 
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AUSTRALIAN SECRET INTELLIGENCE SERVICE 

WHAT ASIS DOES 

220. ASIS collects foreign intelligence, relying on human sources to obtain information. It  
produces and disseminates intelligence reports to key government decision-makers. 

221. ASIS was established by executive order on 13 May 1952 and operated under 
government directive until the Intelligence Services Act (ISA) came into effect on 29 October 
2001. 

222. ASIS’s intelligence collection and reporting activities are regulated by ministerial 
directions, ministerial authorisations and privacy rules, which have been made pursuant to the 
ISA. 

223. Intelligence priorities for ASIS and other members of the AIC are established in a 
planning document that is endorsed and regularly reviewed by the National Security Committee 
of Cabinet. 

224. Further information about ASIS is at, http://www.asis.gov.au. 

SIGNIFICANT ISSUES 

Intel l igence Services Act  

225. I have described in some detail in ‘The Year in Review’ chapter of this report the 
rationale for, and the process by which, the ISA was amended to permit ASIS people overseas 
to be protected through the use of weapons. 

226. This was a very significant amendment and has important practical consequences for 
both ASIS and this office. 

227. When the guidelines are finalised, this office will  take a close interest in implementation, 
including all approvals for weapons to be carried and what actually occurs in those instances. 

228. In his last annual report, Mr Blick made particular reference to section 14 of the ISA. 
That section provides that a staff member of ASIS or DSD is not subject to civil or criminal 
liability for certain acts that might otherwise attract liabil ity, provided that the act is done in the 
proper performance of a function of that agency. 

229. A further provision of that section empowers the Inspector-General to certify in writing 
facts relevant to whether an act was done in the proper performance of the agency’s functions.  

230. Mr Blick observed that it was necessary following passage of the ISA to develop 
protocols to ensure that, in the event of any claim for immunity under the legislation, there 
would be an appropriate mechanism, involving consultation with the Inspector-General, to 
enable law enforcement agencies to consider the legitimacy of the claim. 
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231. ASIS has taken the lead in the development of these protocols and has been closely 
working with law enforcement agencies in all Australian jurisdictions to develop a common 
approach. This work has not been completed more quickly due to the large number of 
stakeholders with an interest in this matter and the desire of all parties to get it right.  

232. Protocols have been finalised with most police services and I am hopeful that the 
remainder will be f inalised shortly into the new reporting period. 

233. As mentioned earlier in this report, a review of  the Intelligence Services Act is expected 
to occur in the 2004-05 reporting period. 

Media reporting on ASIS 

234. There was some significant media comment on ASIS in the last half of the reporting 
period: 

�  In March 2004 there was an article alleging ASIS involvement in particular 
events in Gibraltar in the late 1980s and in Jakarta in the mid 1990s. 

�  In June 2004 there were articles attempting to connect ASIS personnel and 
the treatment of detainees in Iraq. 

235. I discussed these articles with the Director-General and was also shown the advice 
provided to the Minister for Foreign Affairs. 

236. I concluded that in these instances there was no basis on which I should initiate an 
inquiry under the IGIS Act. 

INSPECTION ACTIVITIES 

237. Shortly after being appointed I wrote to the Director-General of ASIS listing the 
inspection activities I proposed to undertake as Inspector-General. The program I  proposed was 
similar to that undertaken by Mr Blick, with some minor refinements to reflect recent 
developments. 

238. The major inspection activities undertaken by this office involving ASIS during the 
reporting period have included: 

�  monitoring compliance with the ASIS privacy rules 

�  inspecting current operational files, and 

�  reviewing all submissions, including requests for ministerial authorisations, 
made by ASIS to the Minister for Foreign Affairs. 

239. In writing to the Director-General, I proposed that following each inspection activity I 
would write to him reporting the results and outlining any issues raised during the inspection. 
This has occurred. 
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240. We also agreed on procedures should I form the view that any matter arising from an 
inspection needed to be brought to the attention of the Minister for Foreign Affairs or the Prime 
Minister. No such matters arose during the reporting year. 

Intel l igence Services Act and privacy rules issues 

241. Since coming into effect in October 2001, the ISA has brought about a number of 
significant changes in the way ASIS goes about its business. 

242. One significant change was the requirement under section 15 of the ISA for ASIS to 
make written rules regulating the communication and retention by the Service of intelligence 
information concerning Australian persons. (The ASIS and DSD privacy rules, which are 
essentially identical, were published at Annex 4 of the IGIS Annual Report for 2001-2002 and 
can also be accessed on the ASIS and DSD websites). 

243. One of the major inspection activities of this office in respect of ASIS involves us 
reviewing ASIS’s output of reports on a daily basis for references to Australian persons, and 
judging whether these references comply with the requirements of the ISA (in terms of 
collection) and the privacy rules (in respect of reporting and dissemination). 

244. There is no prohibition on ASIS referring to Australian persons in their reporting, but 
there is a requirement that any such reporting be justified against strict criteria which are spelt 
out in the privacy rules. 

245. In the past, Mr Blick has asked ASIS to maintain records of all instances when 
references are made to Australian persons in their reporting and to also specify the criterion 
upon which those references had been justified. 

246. The office stopped inspecting these records for a time during the reporting period due to 
differing perspectives on the utility of the records being kept. 

247. As a means around this impasse, Mr Blick suggested that clearer internal guidelines 
should be developed for the benefit of reporting staff. Mr Blick envisaged that these internal 
guidelines would set out how the privacy rules should be applied, as well as providing guidance 
on how the related ‘audit’ coversheets should be prepared for consideration by this office. 

248. Work on these guidelines was continuing at the end of the reporting period. In the 
meantime, my staff and I have been vigilant in identifying any reports which could raise 
privacy concerns and discussing these with relevant ASIS staff. 

249. A second significant change brought about by the ISA is that a formal process has been 
created whereby Ministerial Authorisations must be sought to provide legal authority for certain 
of ASIS’s activities. 

250. One practical effect of this change is that the Minister for Foreign Affairs, rather than the 
Director-General of ASIS, is responsible for approving any activities carried out for the purpose 
of collecting intelligence on Australian persons.  
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251. Given that ASIS is a foreign intelligence collector there are very few instances were 
ASIS seeks ministerial authorisation to deliberately collect intelligence information on 
Australian persons. 

252. My office reviews all Ministerial Authorisations, and I am satisfied on the basis of these 
inspections that ASIS only seeks approval to collect intelligence information on Australian 
persons where there is a sound basis for doing so, and that the submissions referred to the 
Minister contain sufficient detail for well informed decisions to be made. 

253. Section 32B of the Inspector-General of Intell igence and Security Act 1986 requires that 
the Inspector-General be given a copy of all directions or guidelines given by the responsible 
Minister to the head of ASIS, as soon as possible after they have commenced. Having reviewed 
those submissions provided to the Minister for Foreign Affairs in respect of Ministerial 
Directions and other guidelines, I am satisfied that this requirement has been met. 

Review of operations 

254. Mr Blick engaged Mr Ron McLeod AM as a consultant during the reporting period, to 
assist in the office’s rolling review of ASIS’s current operational fi les. The purpose of this 
review activity is to monitor whether ASIS’s operations are being conducted with legality and 
propriety.  

255. Mr McLeod was well placed to undertake this task given his experience as Inspector-
General of Intell igence and Security between 1995-98, and Commonwealth Ombudsman 
between 1998-2003. 

256. Mr McLeod conducted inspection visits on an average of approximately two days each 
month between April and December 2003. 

257. Upon becoming Inspector-General, I  chose to conduct this activity myself (with 
assistance from one of my staff), so that I might gain a first hand appreciation of this aspect of 
ASIS’s work. 

258. This review activity naturally has a retrospective focus as I agree with the view that it is 
not the place of the IGIS to second-guess operational decisions as they occur, or attempt to 
manage operational matters at one remove.  

259. One good reason for this is that this office does not have the expertise to provide such 
input. Another reason is that if the IGIS offered real-time operational advice and this influenced 
decision-making in the field, a conflict of interest could arise if those actions were subsequently 
called into question. Operational case management is rightly the prerogative of ASIS managers, 
and not something in which this office seeks to directly involve itself.  

260. For the most part, the operational cases reviewed by this office in 2003-2004 were well 
planned, well run, and delivered outcomes that were of significant benefit to the national 
interest. 
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261. However, Mr Blick and I did raise a number of issues with the Director-General of ASIS. 
While it is not possible to comment in detail on each of these matters in a public report, they 
included: 

�  the extent to which ASIS might seek to influence immigration applications 

�  the extent to which a case officer could or should assist a human source 
obtain particular goods 

�  a plan (which was not executed) to disrupt a specific i llegal activity which in 
itself raised questions about legality, and 

�  the desirability for Ministerial Authorisations associated with specific 
operations to be placed on the relevant operational case file. 

262. The Director-General has provided considered replies in all instances where we have 
received a response. Several matters remained outstanding at the end of the reporting period. 

263. In addition to raising issues of this kind, senior managers in ASIS frequently brief me on 
issues of common interest. 

Use of assumed identities 

264. Recent amendments to the Crimes Act 1914 require Commonwealth agencies that issue 
or use alternate identity information to maintain appropriate records. 

265. The amendments also require ASIS to, as soon as practicable after 30 June each year, 
provide the Inspector-General with a report for the preceding 12 months. 

266. The report provided to this office for the 2003-2004 reporting period revealed no 
evidence of fraud or any other unlawful activity. 

Contact with staff 

267. A significant number of ASIS officers meet with me prior to their overseas postings. The 
purpose of these meetings is to remind ASIS representatives of the role and functions of this 
office. 

268. I also meet with heads of mission who are being sent to posts where ASIS staff are 
present, to discuss any issues or concerns they might have prior to their departure. 

269. I consider these meetings to be an important means of reinforcing with ASIS personnel 
that their actions are subject to on-going external scrutiny no matter where they are posted, and 
that they are obliged to conduct themselves in an appropriate manner at all times. 

270. In addition to these pre-departure meetings, members of my staff and I regularly attend 
training sessions for ASIS officers and inductees, addressing them on accountability issues and 
the work of the office. 



35 

Inspector -General  of Intelligence and Security 
Annual Report 2003-2004 

271. Neither Mr Blick nor I travelled overseas in the period covered by this report; 
consequently we did not inspect any ASIS stations during this time. 

COMPLAINTS AND INQUIRIES 

272. No complaints about ASIS were carried over into the 2003-04 reporting period. Five new 
complaints about ASIS led to preliminary inquiries, whilst Mr Blick initiated one ‘own motion’ 
inquiry. 

273. In addition to these matters eight persons contacted our office with queries or concerns 
about ASIS which were handled without need for inquiry action. 

274. A summary of some of the full or preliminary inquiries processed during the reporting 
period is provided below. 

Own motion inquiry 

275. Mr Blick was briefed on a personnel management matter in January 2002.  

276. In November 2003, the Director-General of ASIS briefed Mr Blick on the processes 
which had been followed in an attempt to bring this matter to a conclusion. The Director-
General informed Mr Blick that one of the parties (who had resigned from ASIS) was 
particularly unhappy with how the issue in question had been handled. 

277. On the basis of the information provided by the Director-General, Mr Blick initiated an 
‘own motion’ inquiry. I took over the management of this inquiry following my appointment. 
This inquiry was still on-going at the completion of the reporting period. 

Recruitment related complaints 

278. As has been mentioned elsewhere in this report, all members of the intelligence 
community have received a significant boost to their budgets in recent years. Much of this 
additional funding has been used to recruit new staff.  

279. Given the rate at which the intelligence community has been expanding the number of 
recruitment related complaints received by this office, while increasing, is actually quite small. 

280. This office received three recruitment related complaints about ASIS during the 
reporting period.  

281. In one case, ASIS engaged in an extensive dialogue with a highly regarded candidate 
before ultimately determining that his application could not succeed. The complainant was 
concerned that the process was inherently unfair and unnecessarily prolonged. 

282. Mr Blick concluded that while there were things which could have been done better the 
decision of the Service not to engage the complainant was reasonable. 

283. Mr Blick accepted that while the selection process was prolonged this was because ASIS 
had genuinely sought to find a way to overcome certain impediments. 
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284. The office also received complaints from two other persons who had unsuccessfully 
applied for positions within ASIS. In each instance the complainants expressed disappointment 
at what they regarded as a ‘one size fits all’ approach by the Service to the provision of 
feedback. 

285. In the first case Mr Blick concluded that while such an approach is appropriate in the 
early stages of some selection exercises, it would be appropriate for the Service to tailor its 
advice to the circumstances of individuals who had applied for specific rather than generic 
positions, bearing in mind the paramount interests of security. 

286. Investigations into the second complaint of this kind were commenced by Mr Blick and 
concluded by me following my appointment. 

287. At the completion of my inquiries I strongly endorsed the general philosophy espoused 
by Mr Blick but concluded that in this case there was little more by way of further feedback 
which the Service could have provided. 

288. Although our investigations did not provide the outcome that the complainants wished 
for (ie. an offer of employment), our inquiries did serve to generate useful debate and genuine 
consideration of the appropriate balance between security on one hand and accountability on the 
other. 

289. I wil l continue to encourage feedback in those cases where security is not an issue. 

Security checking 

290. The then Inspector-General, Mr Blick, received a complaint in September 2003 f rom an 
employee of an AIC agency whose application for a position in ASIS was halted without 
explanation. The complainant suspected that the application might have been suspended on 
specious security grounds.  

291. The complainant expressed concern not only about missing out on an attractive 
employment opportunity but if the application had been ruled out on security grounds, this 
might have adverse consequences for their continuing employment within the AIC. 

292. Mr Blick suggested that ASIS’s security staff should re-interview the complainant, so 
that the complainant might put their position and directly clarify any misunderstandings which 
might have arisen. 

293. Mr Blick also referred those aspects of the complaint which fell  outside of his 
jurisdiction to another agency, for independent investigation. 

294. Following adoption of the process suggested by Mr Blick, the complainant was able to 
satisfactorily address all security related concerns put to them. The complainant was ultimately 
selected for a position in ASIS. 
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DEFENCE SIGNALS DIRECTORATE 

WHAT DSD DOES 

295. DSD’s primary function is to collect foreign signals intelligence. It produces and 
disseminates reports based on what it collects. These reports, which are concerned with 
significant developments in our region, are provided to key policy makers, the intelligence 
assessment agencies, and other selected government agencies. 

296. DSD may not intercept communications within the domestic Australian 
telecommunications network. If  the collection of foreign intelligence requires such interception, 
this would be conducted by ASIO under a warrant. 

297. Since 29 October 2001, DSD’s intel ligence collection and reporting activities have been 
regulated by ministerial directions, ministerial authorisations and privacy rules, made pursuant 
to the Intel l igence Services Act 2001 (ISA). 

298. Intelligence priorities for the Australian intelligence community are established in a 
planning document that is endorsed and regularly reviewed by the National Security Committee 
of Cabinet. 

299. DSD also acts as the government’s authority on matters relating to the security and 
integrity of information that is processed, stored or communicated by electronic means.  This is 
commonly referred to as Information Security. 

300. Further information about DSD can be found at, http://www.dsd.gov.au. 

SIGNIFICANT ISSUES 

Intel l igence Services Act  

301. The introduction of the ISA in October 2001 did not change the basic business of DSD 
but did affect some major changes in how it does business. The ISA did this by: 

�  clearly setting out DSD’s functions for the first time in a readily accessible 
public document and specifying the limits on those functions 

�  providing a mechanism for the Minister for Defence to issue Directions to the 
Director DSD, and 

�  requiring ministerial authorisation for collection activities involving 
Australians which were previously referred to the Director DSD for approval. 

302. As described in ‘The Year in Review’ chapter of this report, the Secretary of DPM&C 
has accepted that after nearly three years of operation and significant changes in the security 
environment since it came into effect, the ISA should be reviewed.  
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303. I expect this review wil l occur in the 2004-2005 reporting period and that any 
recommendations to amend the ISA may be progressed at the same time as legislative changes 
flowing from the Flood Report are put to the Parliament. 

INSPECTION ACTIVITIES 

304. Shortly after I was appointed as Inspector-General, I wrote to the Director DSD setting 
out the range of inspection activities I planned to undertake. 

305. In that letter I indicated that if any concerns or matters worthy of comment were to arise 
during an inspection activity, a member of my staff or I  would discuss them with an appropriate 
senior manager or liaison officer in the first instance. I also indicated that following each 
inspection visit I would write to the Director with a summary of our discussions or findings. 

306. Inspection activities involving DSD during the reporting period have included: 

�  reviewing ministerial authorisations and other submissions made by DSD to 
the Minister for Defence 

�  regular monitoring of DSD reporting for compliance with the ISA and the 
DSD privacy rules 

�  monthly meetings with DSD staff to discuss compliance and policy issues, 
and 

�  visiting DSD collection sites outside of Canberra, as opportunity permits. 

307. The Director and I have also agreed procedures to operate should I form the view that 
any matter arising from an inspection needed to be brought to the attention of the Minister for 
Defence or the Prime Minister. No such matters arose during the reporting year. 

Review of ministerial authorisations 

308. The ISA provides a framework within which DSD can collect the foreign 
communications of Australians in certain restricted circumstances. 

309. The Minister for Defence must authorise any activity undertaken for the specific 
purpose, or for purposes which include the specific purpose, of producing intelligence on an 
Australian person. 

310. If DSD wishes to conduct such an activity, therefore, the Director needs to satisfy the 
minister that the criteria set out in the ISA for such intelligence collection will  be met. 

311. Sometimes in the course of collecting the communications of foreign targets, DSD 
unintentionally collects the communications of an Australian person engaged in activity that is 
of legitimate intell igence interest (eg. involvement in terrorism). 
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312. DSD can legitimately report the intelligence, but in order to deliberately target the 
Australian©s communications to produce further such intelligence it must have a ministerial 
authorisation. 

313. DSD provides a written submission to its minister in relation to each authorisation that it 
seeks. This material was reviewed each month and also accessed at other times, when needed. 

314. I am satisfied on the basis of the material I have reviewed that these submissions contain 
sufficient information for the minister to make well-informed decisions. 

DSD privacy rules 

315. The DSD privacy rules regulate the communication of intelligence information about 
Australian persons collected by DSD. They require that all such communication meet certain 
strict criteria. 

316. This office has access to and regularly inspects those reports containing intelligence 
information relating to Australians to check whether they comply with the privacy rules. 

317. The proportion of such reports compared to the total output of reports disseminated by 
DSD has traditionally been very small. This was again the case during the 2003-2004 reporting 
period. 

318. DSD maintains a register of every report containing intelligence information about 
Australian persons, to which I and my staff have on-line access. The register, amongst other 
things, indicates whether each reference was the result of deliberate or incidental collection. 

319. My staff and I separately cross-check the veracity of this register by regularly 
interrogating the DSD reports database from a computer terminal in our office.  

320. We have not hesitated to query reports that contain intelligence information about 
Australian persons, where it is not obvious that the privacy rules permit such reporting. 
However, there have been very few instances where the office has contemplated or felt it  
necessary to query reports. 

321. In the reporting year there were several occasions when, as required by the privacy rules, 
DSD consulted either Mr Blick or myself on what action should be taken in relation to issues 
that arose concerning the application of the Privacy Rules. 

322. The most common issue noted by this office is where DSD becomes aware that a person 
they had believed to be a foreign national is found to in fact be an Australian citizen or 
permanent resident.  

323. Remedial action taken by DSD frequently involves cancellation of the report and 
notification to recipients to destroy copies. In those cases where the reporting occurred some 
time before its discovery, it has been the practice to recommend that no action be taken because 
to do otherwise would draw undue attention to material that could be sensitive. 
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324. It has been long standing DSD policy not to name Australian persons in its reporting 
other than in very exceptional circumstances (eg. where there is a real and imminent threat to 
the health or safety of an individual). This is not a statutory requirement but is consistent with 
the philosophy that the Directorate should intrude as little as possible into the affairs of 
Australian persons. 

325. Where DSD feels it necessary to refer to an Australian person without identifying them 
by name, the reporting staff will  typically use a generic description such as a named Austral ian 
person, a possible Australian person, etc. This approach is referred to as ‘minimisation’. 

326. A client agency needing details of a minimised identity must justify having access to it. 
DSD will  not release the name unless: 

�  the intelligence information is directly pertinent to the functions of the 
requesting agency, and 

�  the agency identifies an appropriate provision of the privacy rules and 
provides sufficient supporting information. 

327. DSD keeps this office fully informed of these requests and the decisions they make in 
respect of each request.  

328. In the reporting year there were no instances in which DSD’s release of a name requested 
by another agency constituted a breach of the privacy rules. 

Monthly meetings 

329. In the later years of his time as Inspector-General, Mr Blick instituted the practice of 
meeting with key DSD personnel on a monthly basis. The purpose of these meetings is to 
enable participants to freely discuss current issues of common interest in an informal setting.  

330. Those personnel typically involved in these meetings are drawn from DSD’s ISA and 
privacy rules compliance section, the intelligence policy section and the Special Counsel. 

331. I have found these meetings to be very useful in gaining an appreciation of DSD’s work, 
particularly where the subjects under discussion also intersect with the interests of the wider 
AIC.  

332. Depending on their availability, I also meet with the Director, or the Deputy Director 
immediately prior to, or after, each monthly meeting.  

Comsec monitoring 

333. One section of DSD is devoted to Communications Security (Comsec) monitoring. 

334. This involves targeting the communications of personnel taking part in selected Defence 
operations to assess how secure their communications are and, if deficiencies are identified, to 
instigate remedial action. Comsec monitoring is not directed against members of the public. 
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335. Comsec monitoring requires ministerial authorisation. Those whose communications are 
targeted must be warned in advance.  

336. Given the potential of such monitoring to intrude upon the privacy of individuals, Mr 
Blick and I received bi-monthly updates on Comsec activities during the 2003-2004 reporting 
period. 

337. The Comsec monitoring section has been particularly active in the past 12 months and 
has identified some instances of poor communications security by Defence personnel which 
have required immediate remedial actions.  

338. I am satisfied that the responsible staff are ful ly aware of  their responsibilities under the 
Intelligence Services Act and discharge their duties with care and within the limits of their 
authority. 

New collection activities 

339. DSD frequently develops new projects involving different approaches to collection of 
intelligence.  

340. DSD regularly informs this office of the nature of such projects and we discuss any 
issues that might arise concerning legality or propriety. 

Site visits 

341. DSD maintains a number of facil ities around Australia which are integral to its collection 
activities. 

342. It is important that staff in these sometimes remote facil ities know that they are governed 
by the same laws and guidelines as apply in DSD’s Canberra Headquarters.  

343. During 2003-2004, staff from this office visited one of DSD’s more significant sites to 
give several presentations on ethics and accountability and to be available to staff to discuss any 
issues or concerns they might have.  

344. I plan to visit DSD’s various facilit ies on a rolling basis, to the same end. 

TRAINING ACTIVITIES 

345. In the years following the enactment of the ISA, DSD devoted significant resources to 
the development of new guidelines and reporting systems to ensure compliance with its 
obligations. 

346. During the 2003-04 reporting period, the DSD ISA compliance section devoted 
significant resources to delivering an in-house training module on the practical requirements of 
the ISA and the principles underpinning the application of the privacy rules. 

347. This training module lasts a full day for collection and reporting staff, while a shortened 
version is offered to staff members who need less detail (eg. technical and administrative staff). 
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348. Either I or one of my staff speak on the role and functions of this office each time this 
course is offered in Canberra, and have also delivered our component at various DSD sites 
around Australia. There are approximately 20 such presentations per year. 

349. I wish to thank the Manager and the staff of DSD’s Off ice of Compliance for their 
consistent hard work, good humour, and dedication to the task of fostering a healthy compliance 
culture. 

COMPLAINTS AND INQUIRIES 

350. The level of complaint about DSD is generally low due to the fact that DSD collects 
foreign signals intelligence by technical means. It is unlikely that members of the Australian 
public would have any direct dealings with DSD. 

351. One complaint about DSD was carried from the 2002-2003 reporting period, while two 
new complaints about DSD led to preliminary inquiries. These two new complaints were 
received in June 2004 and remained open at the end of the 2003-2004 reporting period. 

352. Four other persons also contacted the office about DSD but their concerns were handled 
without need for inquiry action. 

Security checking 

353. Mr Blick initiated an inquiry in April 2003 into various grievances raised by an applicant 
for a position with DSD who was not granted the necessary level of security clearance.  

354. Mr Blick found that the staff involved had acted in an objective and professional manner 
but there were aspects of the handling of this case which merited the complainant being retested 
and the test results and related assessments being reviewed by a person with no prior 
involvement in the process. Mr Blick subsequently engaged a consultant with relevant academic 
and professional qualifications to prepare a report. 

355. The consultant’s report indicated that the assessments made of the complainant were 
appropriate and the conclusions reached were well justified.  

356. While Mr Blick endorsed these findings, he did suggest improvements were needed in 
two areas. The first was that the psychologists used by the Defence Intelligence Group should 
take a fairly robust approach early in the Organisational Suitability Assessment process, rather 
than leaving doubts to be resolved in the positive vetting process.  This has been accepted. 

357. Second, Mr Blick considered that there was scope for some improvement in record 
keeping, so that key queries and discussions that arose during assessments can be readily 
identified after the event. This suggestion was noted and accepted by the agency. 
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DEFENCE IM AGERY AND GEOSPATIAL ORGANISATION 

WHAT DIGO DOES 

358. The Defence Imagery and Geospatial Organisation (DIGO) is the lead agency 
responsible for the acquisition and analysis of satellite and other imagery and for the 
development, acquisition and exploitation of geospatial data, in support of Australia’s defence 
and national interests. 

359. This means that DIGO collects and analyses images of foreign and domestic subjects 
(eg. landforms, waterways, disputed territories etc.), and develops mapping and imagery 
intelligence products for the Australian Defence Force and a range of other Commonwealth 
clients. 

360. Detailed technical analysis of imagery obtained by DIGO can reveal information that is 
of value to key decision makers in the development of policies that are in the national interest, 
and of possible benefit in national and international emergency management. 

361. DIGO also has the capacity to combine imagery with other available sources of data to 
prepare highly accurate topographical maps and other aids that are of value in the preparation of 
plans relevant to national defence and security. 

362. Further information about DIGO can be found at the following address, 
http://www.defence.gov.au/digo. 

SENIOR APPOINTMENT 

363. The foundation Director of DIGO, Mr Chris Stephens AM, retired in July 2003 (noted in 
the 2002-2003 report), and was succeeded as Director by Mr Ian McKenzie. 

364. Mr McKenzie has had a distinguished public service career which has been 
predominantly spent in the Department of Defence. Mr McKenzie served in DSD as a senior 
executive immediately prior to his appointment. 

GENERAL CONTEXT OF DIGO ACTIVITI ES 

365. DIGO was established on 8 November 2000 through the amalgamation of the Canberra-
based Australian Imagery Organisation, the Directorate of Strategic Military Geographic 
Information, and the Bendigo-based Defence Topographic Agency (now renamed the 
Geospatial Analysis Centre). 

366. DIGO has played an important role in supporting ADF deployments around the globe. It 
is active in the war against terror in its many manifestations and provides valuable support to 
the other members of the intelligence community in ways which would not have been possible 
even just a few years ago. 
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367. DIGO is in the midst of a very significant period of review and growth.  One of the 
challenges facing the Director is to ensure that the Organisation successfully completes the 
transition from being several disparate entities into a unified whole which has clear objectives 
and a common purpose. 

368. The Director is also confronted with the need to recruit and train a significant number of 
specialist staff so that they, and the Organisation, can take advantage of the advanced 
technologies which are central to DIGO’s business. 

ACCOUNTABILITY ARRANGEMENTS 

369. Mr Blick has noted in previous annual reports that DIGO has pursued various initiatives 
since its creation to formally establish itself as a separate agency, not all of which have yet born 
fruit. 

370. One item requiring action, at least from the perspective of this office, is to formally  
include DIGO within the Inspector-General’s remit.  

371. DIGO is not referred to in the IGIS Act, as it was created nearly 14 years after the 
passage of the Act. 

372. Following discussions between this office and the foundation Director of DIGO, it was 
agreed that the IGIS Act should be amended but until such time as it is, the Inspector-General 
should oversee the activities of DIGO as if the IGIS Act had already been amended.  The 
government has endorsed this approach. 

373. As mentioned in ‘The Year in Review’ chapter of this report, Mr Philip Flood AO, 
conducted a significant inquiry into Australia’s intelligence agencies in the later part of the 
2003-2004 reporting period. 

374. Mr Flood made two recommendations which will have a direct impact on the 
accountability arrangements for DIGO: 

“ The mandate of the Parl iamentary Joint Committee on ASIO, ASIS and DSD 
(PJCAAD) should be extended to all  of Austral ia’s intel ligence agencies – that is, i t 
should cover also, ONA, DIO and DIGO on the same basis i t at presently covers ASIO, 
ASIS and DSD.”  

“ … the Inspector-General of Intel ligence and Security Act 1986 should be amended to 
include scrutiny of DIGO on a basis comparable with that which applies to DSD and 
ASIS.” 4 

375. The government has accepted these recommendations.  As the PJCAAD is limited to 
reviewing matters of finance and administration the respective roles of the Committee and the 
IGIS are complementary. 

                                                 
4 Australian Government, Inquiry into Australian Intell igence Agencies, Report of the Inquiry into 
Australian Intell igence Agencies, (Philip Flood AO), Canberra, 2004, p. 180. 
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INSPECTION ACTIVITIES 

376. Shortly after I was appointed as Inspector-General, I wrote to the Director DIGO setting 
out the range of inspection activities I planned to undertake. 

377. In that letter I indicated that if any concerns or matters worthy of comment were to arise 
during an inspection activity, a member of my staff or I  would discuss them with an appropriate 
senior manager or liaison officer in the first instance. I also indicated that following each 
inspection visit I would write to the Director with a summary of our discussions or findings. 

378. Mr Blick and I visited DIGO headquarters approximately every three months during the 
reporting period. The purpose of these visits has been to identify and review those of DIGO’s 
intelligence collection activities that may have had some impact upon Australians or Australian 
entities. 

379. While DIGO’s collection priorities are focussed outside Australia, there are occasions 
when it collects images of Australian territory, for example in support of defence operations. 

380. The scope for collection of imagery which could intrude upon the privacy of Australians 
is limited and occurs subject to the Rules Governing DIGO’s Activities in Respect of Australia 
and Australians. 

381. These rules, which were endorsed by the government in November 2000, embody 
similar principles to the ASIS and DSD privacy rules. 

382. We encouraged DIGO to develop systems whereby our office could examine its’ tasking 
registers electronically (in much the same way that DSD maintains an electronic register for this 
office). Our purpose in making this request was to enable us to review this material before our 
regular quarterly meetings, so that our visits could be focussed on discussing pertinent issues 
arising out of our review, rather than the reading of files. 

383. Work to achieve this outcome was on-going at the end of the reporting period. I am 
conscious that DIGO should not devote substantial resources to this task and if it proves too 
difficult, will  not pursue it. However, I am grateful for the efforts of all involved in seeking a 
solution for this problem. 

384. During the reporting period we raised several procedural issues with the Director DIGO. 
Each approach received a timely and appropriate response. 

385. We were satisfied that all necessary approvals had been obtained in respect of all tasking 
involving Australian locations and that DIGO’s records are being kept in good order. 

386. Mr McKenzie has reinforced within DIGO the requirement to have all approvals for 
tasking requests on Australia and Australian entities approved by Director DIGO or a higher 
authority as appropriate. 

387. In addition to reviewing DIGO’s tasking requests register and associated files, Mr Blick 
and I have taken the opportunity of our quarterly visits to meet with the Director and be briefed 
on current issues. 



46 

Inspector -General  of Intelligence and Security 
Annual Report 2003-2004 

COMPLAINTS AND INQUIRIES 

388. The office received two complaints about DIGO during the reporting period leading to 
preliminary inquiries. 

Recruitment related issues 

389. As indicated above, the 2003-2004 reporting period saw a significant growth in the 
number of staff employed in DIGO. It is perhaps not surprising that both complaints to this 
office about DIGO related to recruitment practices. 

390. The first complaint concerned an administrative oversight which led to unsuccessful 
applicants for a position not being notified. DIGO has amended its internal administrative 
practices in such a way as to minimise the possibility of any reoccurrence. 

391. In the second case, the complainant expressed concern that he might have inadvertently 
provided misleading information during an organisational suitability assessment procedure, and 
this might have consequences for his future employability. 

392. I was able to reassure the complainant that the system was sufficiently robust to 
withstand minor inaccuracies and isolated misunderstandings, and that although he was 
unsuccessful on this occasion he would not be precluded from future selection exercises. 
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DEFENCE INTELLIGENCE ORGANISATION 

WHAT DIO DOES 

393. The role of the Defence Intelligence Organisation is to provide intelligence to inform 
defence and government policy and planning, and to support the planning and conduct of 
Defence Force operations. 

394. DIO also aims to develop and maintain a defence intelligence capability for use in time 
of crisis and conflict. DIO does not concern itself with domestic developments or situations 
within Australia. 

395. Further information about DIO is at, http://www.defence.gov.au/dio/. 

ACCOUNTABILITY ARRANGEMENTS 

Functions of the IGIS in respect of DIO 

396. DIO is an intell igence assessment agency, not a collector of intelligence. This means that 
its day-to-day activities are unlikely, in the ordinary course of events, to impinge upon the 
privacy of Australians. 

397. The Inspector-General of Intell igence and Security Act 1986, currently provides the 
Inspector-General with quite restricted functions in relation to DIO when compared to the 
intelligence collection agencies.  As noted earlier in this report, the Flood review has 
recommended changes in this regard. 

398. Although this office has periodic consultations with and briefings from the Director, it  
has not been necessary in the reporting period to inspect DIO’s activities on a routine basis. 

External scrutiny 

399. DIO was subjected to intense external scrutiny during the course of the reporting period 
by way of the PJCAAD inquiry into WMD and the Flood review (both of which are described 
in more detail in ‘The Year in Review’ chapter of this report) as well as the Senate Foreign 
Affairs, Defence and Trade References Committee inquiry into Bali and media attention 
generally. 

400. The PJCAAD noted that the assessments on WMD produced by DIO were relatively 
more sceptical and that with the benefit of hindsight this caution was appropriate. 

401. Of the many recommendations made by Mr Flood, two bear directly on DIO’s 
accountability to the Parliament and this office. 

402. The first of these recommendations is that the mandate of the PJCAAD should be 
extended to also include DIO, DIGO and ONA on the same basis that it presently covers ASIO, 
ASIS and DSD.  
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403. Mr Flood envisages that adoption of this recommendation would widen the scope of 
parliamentary oversight to provide comprehensive coverage of each of Australia’s intell igence 
agencies. Mr Flood expects that this, wil l in turn, enhance confidence in the parliament and the 
public that the full range of intelligence agencies is accountable to a senior group of 
parliamentarians. 

404. Mr Flood also recommended that the mandate of the IGIS should be extended to initiate 
‘own motion’ inquiries, without ministerial referral. Mr Flood explained the rationale for this 
recommendation, as follows: 

“ While i t is fully understood that assessment agencies do not have the capacity to 
infringe the civil  liberties of individuals in the way that the collection agencies do, it is 
sti l l  appropriate for the Inspector-General to have authority in relation to ONA and 
DIO. There is significant public interest in the activities of the assessment agencies, and 
recent cases have highlighted the questions that can arise about the propriety of the 
assessment agencies’ activities, particularly from within their own ranks. It is therefore 
appropriate for a mechanism to be in place for the Inspector-General to initiate his own 
inquiries into the work of DIO and ONA, on a similar basis to his role in relation to the 
collection agencies.” 5 

405. The government has accepted these recommendations. 

COMPLAINTS AND INQUIRIES 

406. In the later part of 2000, an individual approached this office with several grievances 
about DIO. The complainant was extremely critical of certain intelligence reporting and other 
issues which affected him personally. 

407. The individual, who was a serving member of  the ADF, was advised of the jurisdictional 
limitations placed on the Inspector-General in respect of DIO, and directed towards the Minister 
for Defence in the first instance. (The Flood recommendations described above would largely 
overcome these jurisdictional impediments). 

408. In December 2000 the then Minister for Defence formally asked Mr Blick to inquire into 
the ADF member’s complaint.  

409. The investigation concluded in February 2003 and Mr Blick provided a report to the 
Minister for Defence in May 2003. 

410. The secrecy provisions of the IGIS Act ordinarily requires this office to protect the 
identity of complainants, but the Inspector-General is not in a position to stop self-disclosure by 
complainants, disclosures by Ministers (who possess an Executive prerogative in this regard), 
or disclosures by other means (ie. secondary disclosures through the leaking or release of 
related documents by persons unconnected to the office). 

                                                 
5 Australian Government, Inquiry into Australian Intell igence Agencies, Report of the Inquiry into 
Australian Intell igence Agencies, (Philip Flood AO), Canberra, 2004, p. 59. 
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411. In April 2004, media reporting revealed that Lieutenant Colonel Lance Collins had 
written to the Prime Minister, expressing dismay at a range of alleged intelligence failures, and 
had called for, “… an impartial, open and wide-ranging Royal Commission into intelligence 
and the influences upon it.”  

412. Lt-Col Collins also expressed disappointment at the investigation conducted by Mr 
Blick, intimating that Mr Blick had treated him unfairly and reached conclusions which were 
contradicted by the evidence. 

413. Shortly after these matters were made public, the Chief of the Defence Force, General 
Peter Cosgrove AC MC, asked me to consider whether there were any issues raised by Lt-Col 
Coll ins which might require consideration by me, in my new capacity as Inspector-General. 

414. The Prime Minister provided Lt-Col Collins with a comprehensive response to his letter 
in late April 2004.  

415. On 30 April 2004, the Prime Minister publicly released an unclassified version of Mr 
Blick’s report of May 2003. A copy of this document is at Annex 3 of this annual report. 

416. I subsequently examined all f i les associated with Mr Blick’s inquiry, and a number of 
related documents, in light of Lt-Col Coll ins’ letter of complaint to the Prime Minister. 

417. After reviewing this material, I informed the Minister for Defence that my overall 
findings were consistent with those of my predecessor. 

418. However, I did suggest that while Mr Blick’s investigations into one of Lt-Col Coll ins’ 
claims was comprehensive it was not exhaustive, and that it would be desirable to pursue this 
matter further. 

419. The Minister for Defence agreed with my suggestion and asked me, pursuant to section 
8(3)(a) of the IGIS Act to conduct an inquiry. This inquiry was on-going at the conclusion of 
the reporting period. 
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OFFICE OF NATIONAL ASSESSM ENTS 

WHAT ONA DOES 

420. The role of the Office of National Assessments is to produce analytical assessments of 
international developments. ONA produces reports on international developments and strategic 
and economic matters in order to assist the government and Commonwealth agencies in the 
formation of policy and plans. 

421. ONA bases its assessments on information available both inside and outside government. 
It draws on secret intelligence collected by other agencies, as well as diplomatic reporting and 
open source material including news media and other publications. 

422. Further information about ONA can be found at, http://www.ona.gov.au. 

SENIOR APPOINTMENT 

423. Mr Kim Jones AM concluded his five-year term as Director General of ONA on 14 
December 2003. Mr Jones made a substantial contribution to Australian diplomacy and foreign 
policy prior to his appointment, and led ONA through an intense and challenging period for the 
intelligence community. Mr Jones was always happy to assist this office when called upon.   

424. Mr Peter Varghese replaced Mr Jones as Director General in early January 2004. Prior to 
his appointment, Mr Varghese had a lengthy and distinguished career in the Department of 
Foreign Affairs and Trade. 

ACCOUNTABILITY ARRANGEMENTS 

Functions of IGIS in respect of ONA 

425. As indicated above, ONA is an assessment agency rather than a collector of intelligence. 

426. The Inspector-General of Intell igence and Security Act 1986, currently provides the 
Inspector-General with quite restricted functions in relation to ONA when compared to the 
intelligence collection agencies. 

427. Although this office has periodic consultations with and briefings from the Director 
General, it is not currently within the Inspector-General’s mandate to inspect ONA’s activities 
on a routine basis, although this might change in the coming reporting period (see below). 

External scrutiny 

428. ONA, like DIO, was subjected to intense external scrutiny during the course of the 
reporting period by way of the PJCAAD inquiry into WMD and the Flood review (both of 
which are described in more detail in ‘The Year in Review’ chapter of this report) as well as the 
Bali inquiry by the Senate Foreign Affairs, Defence and Trade References Committee and 
media attention generally. 
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429. Of the many recommendations made by Mr Flood, three bear directly on ONA’s 
accountability to the Parliament and this office. 

430. The first of these recommendations is that the mandate of the PJCAAD should be 
extended to also include DIO, DIGO and ONA.  

431. The second recommendation of relevance in this context is that the mandate of the IGIS 
should be extended to permit ‘own motion’ inquiries in respect of ONA and DIO, without 
ministerial referral. 

432. The third recommendation, and the one which is likely to have the greatest impact on 
relations between this office and ONA, is that the IGIS should conduct a periodic review of 
ONA’s statutory independence. 

433. Mr Flood’s rationale for this recommendation is as follows: 

“ A vital element of the product quality control question is independence … Given the 
nature of the assessment business, where individuals’ judgements are a key factor in the 
final product, and ONA’s direct l ine of responsibi li ty to the Prime Minister, with the 
consequent potential for charges of poli tical influence, there is a need for some external 
process to ensure independence is preserved, and is seen to be so.”  

“ The Inquiry finds that it would be appropriate for the Inspector-General of Intel l igence 
and Security to review ONA’s statutory independence on a periodic basis. As part of 
such a review, the Inspector-General might: 

�  read a selection of ONA product on key contemporary international issues to 
obtain a sense of the independence of the judgements 

�  interview a range of senior members of the relevant policy departments to 
gather their perceptions of the independence of ONA’s assessments 

�  interview, under conditions of strict confidential ity, a cross-section of ONA 
analytical staff up to and including the Director-General 

�  seek an account from the offices of the Prime Minister and Foreign Affairs 
and Defence Ministers of how they interact with ONA and what kinds of 
advice and feedback they have provided to ONA.” 6 

434. The government has accepted all of these recommendations. Subject to legislative 
amendments and resourcing adjustments, this office stands ready and will ing to action these 
recommendations. 

COMPLAINTS AND INQUIRIES 

435. No complaints or inquiries during the reporting period specifically referred to ONA. 

                                                 
6 Australian Government, Inquiry into Australian Intell igence Agencies, Report of the Inquiry into 
Australian Intell igence Agencies, (Philip Flood AO), Canberra, 2004, pp. 105-106. 
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THE YEAR 2004-2005 IN PROSPECT 

436. The following is a summary of the main activities planned during the 2004-2005 
reporting period. 

INSPECTION ACTIVITY 

ASIO 

437. We intend to inspect all requests for warrants and associated documentation. In selected 
cases we will  fol low up these inspections by seeking full details of investigations carried out 
under warrant, including examining the relevant files and, if necessary, discussing operations 
with the responsible ASIO officers. 

438. We wil l attend, at our discretion, the questioning of persons detained under the authority 
of a warrant issued in accordance with section 34D of the ASIO Act. 

439. We will continue monitoring ASIO’s access to and use of AUSTRAC and taxation 
records, to ensure compliance with the legislation and the MOUs under which this access is 
provided. 

440. We propose also to inspect all requests for authorities to investigate (ATIs) generated in 
the Canberra office and as many ATIs as possible on visits to ASIO’s regional offices. 

441. We wil l inspect the files on which actions resulting from the ATIs are recorded, examine 
records of authorities provided for less intrusive inquiries, and monitor the appropriateness of 
the existing policy. 

442. We will review ASIO’s procedures for controlling the use of alternative documentation 
associated with assumed identities. 

443. We wil l continue to monitor ASIO’s performance with regard to its obligations under the 
Archives Act 1983. 

444. We have a standing invitation from ASIO to address training courses for its staff on 
ethics and accountability. We expect to visit several ASIO offices for this purpose and to 
conduct inspection work when doing so. 

445. We wil l continue to monitor ASIO’s internal audit program and obtain reports on reviews 
that are of interest to this office. 

446. In relation to ASIO’s execution of warrants for overt searches, I will  actively encourage 
the development of agreed procedural guidelines involving ASIO, the Commonwealth 
Ombudsman, the AFP and state police services. 
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ASIS 

447. We expect to closely monitor the application of new guidelines and protocols associated 
with the provision of, training in, handling and use of weapons by ASIS people. 

448. We plan to inspect records relevant to ASIS’s compliance with the ASIS privacy rules on 
a daily basis and meet with relevant ASIS staff to discuss any related issues on a regular basis. 

449. I expect also to have further discussions with ASIS management about issues relating to 
interpretation of the rules and the guidance ASIS provides to its staff. 

450. We will review all  ASIS’s submissions to the Minister for Foreign Affairs seeking 
ministerial authorisations under section 9 of the Intelligence Services Act. 

451. We will continue to inspect operational files with regard to the legality and propriety of 
the conduct of ASIS officers in the field. 

452. Where ASIS obtains details about Australians from DSD reporting we wil l, i f necessary, 
examine the relevant records in ASIS. 

453. I will continue to meet with ASIS officers before they proceed on postings to reinforce 
that they are subject to internal and external scrutiny and are accountable for their conduct. 

454. We will review ASIS’s procedures for controlling the use of alternative documentation 
associated with assumed identities. 

455. I will continue to address ASIS training courses and other forums on ethics and 
accountability issues. 

DSD 

456. Our principal activity wil l be to monitor DSD’s compliance with its obligations under the 
DSD privacy rules. 

457. We will review ministerial authorisations and other submissions made by DSD to the 
Minister for Defence. 

458. We wil l meet key DSD staff on a monthly basis to discuss issues arising out of our 
monitoring activities, and policy issues affecting compliance, as they arise. 

459. We expect DSD wil l continue to consult us on a range of operational matters. We will  in 
turn continue to assist with prompt advice on issues related to legality and propriety. 

460. We will continue to address DSD training courses and other forums on ethics and 
accountability issues. 

461. We plan to visit and inspect the operations of at least one DSD facil ity outside Canberra 
each year. 
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DIGO 

462. My staff and I plan to visit DIGO on a regular basis to review the Organisation’s 
compliance with the Rules Governing DIGO’s Activities in Respect of Austral ia and 
Austral ians. 

463. Consistent with the recommendations of the Flood review we wil l pursue amendments to 
the IGIS Act to formalise this office’s jurisdiction over the organisation. 

ONA 

464. We will support the necessary legislative amendments and review ONA’s statutory 
independence along the lines recommended in the Flood review. 

DIO 

465. We will pursue amendments to the IGIS Act to implement the Flood review 
recommendation concerning an own motion capacity in respect of DIO, and monitor its 
activities in the light of this. 

INQUIRIES AND COMPLAINTS 

466. Nine inquiries under the IGIS Act were in progress at the close of the reporting year. I 
expect to conclude investigations into each of these cases during the first half of the new 
reporting year. 

467. It is not possible to predict future inquiry workload but there is no reason to expect any 
significant departure from previous years’ patterns. 

INTERNATIONAL 

468. The fourth biennial conference of international intelligence oversight bodies is planned 
to take place in Washington DC in October 2004. I expect to attend this valuable conference. 
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CORPORATE AND COMMUNICATIONS 

SUPPORT FROM DPM& C AND DSD 

469. As a very small agency, the office relies on the assistance of the Department of the Prime 
Minister and Cabinet (DPM&C) in handling staff and other administration issues and in 
providing general support. This support is provided on the basis that we are a portfolio agency 
and collocated with DPM&C. The arrangement works well and I am grateful to DPM& C for its 
continued support.  In 2003-04 DPM&C also provided the office with equipment to facilitate 
connection to an external secure network.    

470. The other major provider of support is DSD which maintains the internal secure 
computer network systems within the office. I would like to record my thanks for DSD’s 
continued assistance. 

OUTCOMES AND OUTPUTS 

471. The office is committed to maintaining the outcome for the office which is providing 
assurance that Australia’s intell igence agencies act legally, ethically and with propriety.   

472. The outputs underpinning the outcome are: 

�  Output 1  - Inspect and report on the activities of the intelligence and security 
agencies, and 

�  Output 2 - Conduct inquiries and provide a complaint resolution service.   

473. The agency outcome and outputs are an integral part of the accrual budgetary structure 
and are outlined in detail in the current portfolio budget statements.   

STAFFING AND RESOURCES 

474. There were some changes to the composition of the office during the reporting period. 
Mr Bil l Blick retired on 18 March 2004 and I was appointed as Inspector-General on 23 March 
2004. As a result of my appointment there was also a change in the personal assistant to the 
Inspector-General with Ms Sandra Thomas being replaced by Ms Jodie Williams.   

COMPOSITION OF THE OFFICE 

475. During the reporting year positions were fil led as follows: 

�  Inspector-General of Intell igence and Security 

- Mr Bil l Bl ick PSM  

- Mr Ian Carnell (from 23 March 2004) 
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�  Assistant Inspector-General 

- Vacant 

�  Principal Investigation Officer 

- Mr Nevil le Bryan 

�  Senior Investigation Officer 

- Ms Jane Trevor 

�  Personal Assistant to the Inspector-General 

- Ms Sandra Thomas (until 19 March 2004) 

- Ms Jodie Will iams (f rom 22 March 2004) 

�  Office Manager and Monitoring Officer 

- Ms Robyn Kelly 

PERFORMANCE PAY 

476. All staff have indicated that they do not wish to receive performance based pay. 
Accordingly, no staff members were al located performance based pay during the reporting 
period. 

WORKPLACE AGREEM ENTS 

477. The Workplace Relations Act 1996 established a framework in which agencies are 
required to directly negotiate agreements on pay and conditions matters with their staff. 

478. All staff have entered into individual Australian Workplace Agreements. 

CORPORATE GOVERNANCE 

479. The office has an Audit Committee chaired by myself and which includes an external 
member f rom DPM& C.  The Committee considers corporate governance issues such as internal 
and external audit findings, fraud and risk management, occupational health and safety, and 
significant financial issues. 

480. The small size of the office lends itself to a collegiate approach to dealing with 
workplace issues. Whole of agency meetings are held frequently and all staff have direct access 
to me on a daily basis. 
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SOCIAL JUSTICE: ACCESS AND EQUITY 

481. The Inspector-General oversees the activities of Australia’s intelligence community to 
ensure that each agency acts legally, with propriety, and with appropriate regard to human 
rights. Respect for these fundamental principles fosters an awareness and appreciation of social 
justice issues. 

DISABILITY STRATEGY 

482. The office is committed to its responsibilities under the Disabil i ty Discrimination Act 
1992.   

483. Given the small size of the office, we have adopted DPM&C’s Disability Action Plan 
which is currently undergoing revision.  The revised plan will  build on and endorse the 
commitment to the principles of workplace diversity and equality of access. 

OCCUPATIONAL HEALTH AND SAFETY 

484. The office is covered by the DPM&C Occupational Health and Safety Plan. The office 
conducts an annual OH&S audit of the workplace and reports the findings to the office Audit 
Committee. There are no outstanding OH&S issues identified and no incidents reported to 
Comcare Australia under the reporting requirements of section 68 of the Occupational Health 
and Safety (Commonwealth Employment) Act 1991. 

485. Through DPM&C, members of the office are able to participate in health week, the 
influenza vaccination programme, exercise classes and the ‘10K a day’ programme to 
encourage staff to take the daily recommended number of steps (10,000) towards good health 
and wellbeing.  

DISASTER RECOVERY PLAN/BUSINESS CONTINUITY PLAN 

486. The office developed its own disaster recovery/business continuity plan in May 1997 to 
ensure the continued operation of the office in the event of a disaster. This plan is reviewed 
periodically to ensure its currency. 

MEDIA 

487. Intelligence matters were very much to the fore during the period covered by this report. 
Not surprisingly there was intense media interest in several subjects in which the 
Inspector-General played a part or otherwise has a direct interest. 

488. Our practice in the majority of instances when approached in such cases is to neither 
confirm nor deny the existence of a complaint.  

489. In cases where the fact that the IGIS is conducting an inquiry has been made public, the 
practice has been not to discuss the particulars of that inquiry beyond process issues such as 
expected time frames for completion and the formal requirements of the IGIS Act. 
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INTERNET PRESENCE 

490. The IGIS website, http://www.igis.gov.au provides information about the office, 
including copies of previous annual reports and occasional statements about current activities. 

491. We receive numerous inquiries about the work of the office via our  
e-mail faci lity, info@igis.gov.au. 

492. Occasionally members of the public use this facility to provide ‘tip-off ’ information 
regarding suspicious persons and the like. In such cases we ordinarily pass this information on 
to the National Security Hotline (NSH). 

493. The NSH is the appropriate body to process and handle such information in the first 
instance. The NSH can be reached by phoning 1800 123 400. This is a freecall for any person 
calling from within Australia. E-mail messages to NSH can be sent to, 
hotline@nationalsecurity.gov.au. 

494. Our office also frequently receives concerns about, or requests to investigate, suspect e-
mails soliciting personal information or banking details. In most cases we advise that the e-
mails in question are obviously part of a hoax or scam and can safely be ignored. In other cases, 
we wil l refer the offending e-mail to the AFP’s High Tech Crime Centre. 

FRAUD CONTROL  

495. The office has adopted the fraud control plan of DPM&C.  There were no cases of 
suspected fraud in the reporting period.   

TRAINING AND DEVELOPMENT  

496. Staff attend relevant courses and information sessions as necessary. 

EXTERNAL SCRUTINY  

497. Mr Blick met with the PJCAAD on 27 October 2003. I met with the same committee on 
13 May 2004. 

498. Mr Blick appeared before the Senate Finance and Public Administration Legislation 
Committee on 3 November 2003 and 16 February 2004. I  appeared before the same Committee 
on 25 May 2004. 

499. Mr Blick appeared before the Senate Foreign Affairs, Defence and Trade References 
Committee inquiry into the assessment of and dissemination of information about threats to the 
security of Australians in South East Asia, on 24 September 2003. 

500. The office has again received an unqualified audit report from the ANAO in relation to 
its financial statements. 
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CONSULTANCY SERVICES 

501. The office engaged consultants to provide accountancy, psychology and operational 
intelligence audit services during the reporting period at a combined cost of $50,200. 

ADVERTISING AND MARKET RESEARCH 

502. The office incurred no expenditure on general advertising or advertising campaigns 
during the reporting period. 

FREEDOM OF INFORMATION 

503.  This office is an exempt agency for the purposes of the Freedom of Information Act 
1982. 

ENERGY SAVING MEASURES 

504. The office through its collocation with DPM&C continues to benefit from the 
Department’s commitment to energy saving measures.    

505. The office uses an 80–20 (80 per cent recycled–20 per cent new/virgin paper) for 
photocopying, facsimile report printing, and where practicable printing material not for external 
distribution. The office purchases writing pads made from recycled paper.  Printer and facsimile 
toner cartridges are recycled.   

SUMMARY OF THE OFFICE’S FINANCIAL PERFORMANCE 

506. As in the previous reporting period the office has recorded a loss in 2003-04.  While the 
office did not overspend its 2003-04 appropriation of $741,000, the accounting treatment of 
movements in leave entitlements (partially offset by the receipt of a resource free of charge 
from DPM&C) largely contributed to the loss recorded.   

507. The negative equity position of 2002-03 has been reduced by recording the above 
mentioned resource received free of charge in this reporting period as an asset under the control 
of the office.  

508. An equity injection of $200,000 received in the 2004-05 Budget has allowed the office to 
provide for previously unfunded leave liabil ities. 
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IGIS CONTACT INFORM ATION 

Location 

3-5 National Circuit 
BARTON ACT 2600 

Written inquiries 

The Inspector-General of 
  Intelligence and Security 
PO Box 6181 
KINGSTON ACT 2604 

Parl iamentary and media l iaison 

Ms Jodie Williams 
Personal Assistant to IGIS 
Phone: (02) 6271 5692 
Fax:     (02) 6271 5696 

General inquiries 

Phone: (02) 6271 5692 
Fax:     (02) 6271 5696 
E-mail: info@igis.gov.au 

Internet address 

http://www.igis.gov.au 



78 

Inspector -General  of Intelligence and Security 
Annual Report 2003-2004 

ANNEX 1 - COM PLAINT AND INQUIRY STATISTICS 
 

Table 1 - IGIS Act inquir ies actioned between 1 July 2003 – 30 June 2004 

Agency Source Date of 
Receipt 

Type of 
Inquiry7 

Decision 
Noti fied 

Cur rent 
Status 

ASIO Public 01/10/02 Preliminary 14/07/03 Closed 
      
ASIO Public 22/11/02 Preliminary 11/09/03 Closed 
      
ASIO Public 24/11/02 Preliminary 20/08/03 Closed 
      
ASIO Public 24/11/02 Preliminary 22/09/03 Closed 
      
ASIO Public 24/11/02 Preliminary 24/09/03 Closed 
      
ASIO Public 24/11/02 Preliminary 11/09/03 Closed 
      
ASIO Public 24/11/02 Preliminary 05/08/03 Closed 
      
ASIO Public 24/11/02 Preliminary 04/12/03 Closed 
      
ASIO Public 24/11/02 Preliminary 22/09/03 Closed 
      
DSD Public 14/04/03 Preliminary 26/11/03 Closed 
      
ASIS Public 22/07/03 Preliminary 10/12/03 Closed 
      
ASIS Public 02/09/03 Preliminary 30/01/04 Closed 
      
ASIO Public 28/10/03 Full 06/01/04 Closed 
      
ASIS Public 12/11/03 Preliminary 28/01/04 Closed 
      
DIGO Public 26/11/03 Preliminary 22/12/03 Closed 
      
ASIS Own motion 27/11/03 Full  Open 
      
ASIS Public 01/12/03 Preliminary 18/06/04 Closed 
      
ASIO Public 19/12/03 Preliminary 24/02/04 Closed 
      
ASIO Public 12/01/04 Full 06/05/04 Closed 
      
ASIO Public 22/01/04 Preliminary 03/03/04 Closed 
      
ASIO Public 03/02/04 Preliminary 13/04/04 Closed 
      
ASIS Public 03/02/04 Preliminary 13/04/04 Closed 
      
ASIO Public 15/02/04 Full  Open 
      
DIGO Public 03/03/04 Preliminary 06/05/04 Closed 
      
ASIO Public 10/03/04 Preliminary 19/05/04 Closed 
      
ASIO Public 31/03/04 Preliminary 28/04/04 Closed 
      

                                                 
7 A preliminary inquiry allows the Inspector-General to conduct a quick review of a complaint, to 
determine whether the issues raised fall within the jurisdiction of the Inspector-General and to address 
complaints where the use of formal powers is considered unnecessary. A full inquiry allows the Inspector-
General to use the complete range of statutory powers in the IGIS Act. 
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Table 1 – (continued) 

Agency Source Date of 
Receipt 

Type of 
Inquiry7 

Decision 
Noti fied 

Cur rent 
Status 

DIO Minister 04/05/04 Full  Open 
      
ASIO Public 12/05/04 Full  Open 
      
ASIO Public 15/06/04 Preliminary  Open 
      
DSD Public 15/06/04 Preliminary  Open 
      
ASIO Public 21/06/04 Preliminary  Open 
      
DSD Public 21/06/04 Preliminary  Open 
      
ASIO Public 21/06/04 Preliminary  Open 
      

 

Table 2 - Concerns about agencies that were handled wi thout need 
For  inquir y acti on 1 July 2003 – 30 June 2004 

Agency Source Date of  
complaint 

Former 
complainant 

Current status 

ASIO Public 03/07/03 No Closed 
     

ASIO Public 15/07/03 Yes Closed 
     

ASIO Ex-employee 21/07/03 Yes Closed 
     

ASIO Public 25/07/03 No Closed 
     

ASIO Public 02/08/03 No Closed 
     

ASIO Public 07/08/03 No Closed 
     

DSD Ex-employee 10/08/03 No Closed 
     

ASIO Public 12/08/03 No Closed 
     

DSD Public 12/08/03 No Closed 
     

DSD Public 14/08/03 No Closed 
     

ASIO Public 24/08/03 No Closed 
     

ASIO Public 27/08/03 Yes Closed 
     

ASIS Employee 27/08/03 No Closed 
     

DIO Public 29/08/03 No Closed 
     

ASIO Public 11/09/03 No Closed 
     

ASIO Public 11/09/03 No Closed 
     

ASIO Public 16/09/03 No Closed 
     

ASIS/DSD Public 18/09/03 No Closed 
     

ASIO Public 01/10/03 No Closed 
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Table 2 – (continued) 
 

Agency Source Date of  
complaint 

Former 
complainant 

Current status 

ASIO Public 17/10/03 No Closed 
     

ASIO Public 23/10/03 No Closed 
     

ASIS Employee 05/11/03 No Closed 
     

ASIS Public 07/11/03 No Closed 
     

ASIO Public 13/11/03 No Closed 
     

ASIO/ASIS Public 18/11/03 No Closed 
     

ASIO Public 21/11/03 No Closed 
     

ASIS Public 21/11/03 No Closed 
     

ASIO Public 22/11/03 No Closed 
     

ASIS Public 02/12/03 No Closed 
     

ASIO Public 05/12/03 Yes Closed 
     

ASIO Public 02/01/04 Yes Closed 
     

ASIO Public 07/01/04 No Closed 
     

ASIS Ex-employee 09/01/04 No Closed 
     

ASIO Public 13/01/04 No Closed 
     

ASIO Public 19/01/04 Yes Closed 
     

ASIO Public 20/01/04 Yes Closed 
     

ASIO Public 21/01/04 Yes Closed 
     

ASIO Public 10/02/04 No Closed 
     

ASIO Ex-employee 02/04/04 No Closed 
     

DIO Public 15/04/04 No Closed 
     

ASIO Public 21/04/04 No Closed 
     

ASIO Public 26/05/04 Yes Closed 
     

ASIO Public 01/06/04 Yes Closed 
     

ASIO Public 19/06/04 No Open 
     

ASIO Public 21/06/04 No Closed 
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ANNEX 2 – SECTION 34D WARRANT PROTOCOL 

 

 

 

COMMONWEALTH OF AUSTRALI A 

Austral ian Securi ty Intel ligence Organisation 

PROTOCOL 

This Protocol is made pursuant to the requirement in subsection 34C(3A) that the Director-
General make a written statement of procedures to be followed in the exercise of authority 
under warrants issued under section 34D of the Australian Security Intel ligence 
Organisation Act 1979. The Protocol sets out the basic standards applicable in relation to 
the detention and questioning of a person pursuant to a warrant issued under section 34D of 
that Act. 

This document is to be read in accordance with the provisions of Part III of the ASIO Act, 
and the terms of any warrant issued under section 34D. 

1 Definit ions 

In this Protocol, the following terms have the meanings indicated:  

ASIO Act means the Australian Security Intel l igence Organisation Act 1979.  

police officer and prescribed authority have the meanings given in section 34A of the ASIO 
Act.  

subject means a person: 

(a) specified in a warrant under section 34D of the ASIO Act as being required to 
appear before a prescribed authority for questioning under the warrant; or 

(b)  in relation to whom a warrant under section 34D of the ASIO Act authorises the 
person to be brought before a prescribed authority for questioning and detained 
under arrangements made by a police officer. 
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2 General 

A written record must be maintained recording the following information: 

(a) the identity of the subject; 

(b) the authority for the questioning or detention of the subject; 

(c) the date and time of detention and release of the subject; 

(d) details of any period during which the subject is questioned pursuant to the 
warrant; and 

(e) details as to the location(s) of any detention or questioning. 

The Director-General must annex this report to any report made under section 34P. 

3 Transport 

In any case where a subject is to be transported, a police officer must arrange transportation. 
The transportation must be safe and dignified. 

A police officer must remain present during the transportation of any subject who is being 
detained. 

A subject must not be transported in any vehicle with inadequate ventilation or light, or in a 
way which would expose the subject to unnecessary physical hardship. 

4 Questioning 

4.1 Manner 

All persons present during questioning or any period of detention pursuant to the warrant 
must interact with the subject in a manner that is both humane and courteous, and must not 
speak to a subject in a demeaning manner. 

A subject must not be questioned in a manner that is unfair or oppressive in the 
circumstances. 

A police officer must remain present at all times during the questioning of a subject. 

4.2 Language 

Information given to a subject must be conveyed in a language the subject can understand. 

An interpreter must be provided for a subject who, in the opinion of the prescribed 
authority, does not understand, or cannot communicate effectively in, English as required by 
section 34H. 
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4.3 Explanation of effect of warrant  

The prescribed authority must explain to a subject the effect of the warrant in accordance 
with section 34E, and must satisfy him or herself that the subject has understood the 
explanations given. 

In particular, the prescribed authority must explain to the subject the use which may be 
made of any information or materials provided by the subject, including any derivative use 
for the purpose of criminal investigations. 

The prescribed authority must explain to a subject the function or role of all off icers present 
during questioning. 

4.4 Conditions  

A subject shall have access to fresh drinking water and toilet and sanitary facilities at all 
times during questioning. 

A subject must not be questioned continuously for more than 4 hours without being offered 
a break. 

Such break shall, at a minimum, be of 30 minutes duration. 

A subject may elect to continue questioning without taking a break, or after taking a break 
shorter than 30 minutes, provided the prescribed authority is satisfied that this is entirely 
voluntary. 

5 Detention 

5.1 Police supervision  

Taking into custody and subsequent detention shall be effected under arrangements made by 
a police officer. These arrangements shall be consistent with applicable police practices and 
procedures in relation to custody of persons, save where such practices are inconsistent with 
the terms of the warrant or this Protocol. 

A police officer shall supervise all detention pursuant to a warrant. 

The prescribed authority shall be responsible for issuing directions on any matters relating 
to the detention of the subject during questioning. 

5.2 Personal effects  

A subject shall not have access to, or be able to manufacture, any implement that could be 
used as a weapon. 

A subject shall not be permitted to retain any listening or recording devices or any 
communications equipment during any periods of detention or questioning. 
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A subject must be permitted, upon request, to retain any clothing or personal effects during 
questioning unless the prescribed authority has reason to believe that the subject may use 
such items to: 

(a) injure him or herself, or other persons; 

(b) damage property; or 

(c) attempt to escape. 

During periods of detention in which the subject is not being questioned, decisions on the 
retention of items by the subject shall be the responsibility of a police officer supervising 
detention. Any effects belonging to a subject which he or she is not allowed to retain in 
detention must be itemised and placed in safe custody. An inventory of the property retained 
is to be signed by the subject where the subject is able and wil ling to do so. 

On release from detention all such articles must be returned to the subject who must be 
asked to sign a receipt for them. 

A subject who is not permitted to wear his or her own clothing shall be provided with an 
outfit of clothing suitable for the climate and adequate to maintain good health and dignity. 
Such clothing shall in no manner be degrading or humil iating. 

5.3 Searches 

An ordinary or frisk search of a subject must, if practicable, be conducted by a police officer 
of the same sex as the subject. 

Any strip search of a subject conducted pursuant to section 34L of the ASIO Act must 
comply with the requirements of section 34M, including the requirement that the search be 
conducted by a police officer of the same sex as the subject. 

Any search of a subject must be conducted with appropriate sensitivity. 

5.4 Use of force and restraint  

A police officer may only use the minimum force reasonably necessary in the 
circumstances, and may only use instruments of restraint as is reasonably necessary in the 
circumstances. 

In particular, the use of force or instruments of restraint must not be applied as a 
punishment. 

Restraint may only be applied by a police officer, and must not be applied for a longer time 
than is necessary. 

The Director-General must include in a report under section 34P advice about any force or 
restraint employed by a police officer in the execution of the warrant. 
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6 Health and Welfare  

6.1 Facil ities and Accommodation 

Facil ities employed for questioning or detention shall have adequate fresh air and 
ventilation, floor space, lighting and heating and cooling appropriate to the climatic 
conditions. 

Facil ities employed shall have sufficient natural or artificial light to permit reading. 

Facil ities employed for detention and questioning need not be the same throughout the 
warrant period. 

Where a subject is under the age of 18 years, any period of questioning or detention may 
only take place under conditions that take full account of the subject’s particular needs and 
any special requirements having regard to their age. 

6.2 Food  

A subject shall have access to fresh drinking water at all times. 

A subject shall be provided with three meals a day at the usual hours or at the times 
necessary to meet religious requirements. 

Food shall be of sufficient nutritional value, adequate for health and wellbeing, be culturally 
appropriate and well-prepared and served. 

A subject shall be provided with special dietary food where such food is necessary for 
medical reasons, on account of a subject’s religious beliefs, because the subject is a 
vegetarian, or where the subject has other special needs. 

6.3 Sleep 

A subject shall be provided with a separate bed, and must be accorded a separate room or 
cell in which to sleep where facilit ies permit. 

A subject shall be provided with sufficient clean bedding, kept in good order and changed 
often enough to ensure its cleanliness. 

Except where otherwise directed by the prescribed authority, a subject must be accorded the 
opportunity for a minimum continuous, undisturbed period of 8 hours sleep during any 24 
hour period of detention. 

6.4 Personal Hygiene  

A subject shall be provided with access to clean toilet and sanitary facilit ies for the subject 
to use as required in a clean and decent manner. 

A subject shall be permitted to bathe or shower daily in facil ities that are clean, adequate, 
and at a temperature suitable for the climate. 
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A subject shall be provided with such toilet articles as are necessary for health and 
cleanliness and the maintenance of self-respect. 

A subject shall be permitted to undertake bathing, toileting and dressing in private, subject 
to the requirements of safety and security. 

6.5 Health Care  

A subject shall be provided with necessary medical or other health care when required.  

Arrangements shall be made for any recommendation made or treatment prescribed by a 
medical or health professional to be given effect. 

6.6 Religion  

A subject shall be permitted to engage in religious practices as required by their religion, 
subject to the requirements of safety and security. 

6.7 Subjects under the age of 18 years  

Where the subject is under the age of 18 years, the operation of this protocol is limited as 
provided in section 34NA of the ASIO Act, as well as by the particular provisions of this 
protocol applying to subjects under 18. 

7 Video recording of procedures  

7.1 Facil ities for recording  

ASIO shall be responsible for ensuring that there are facil ities available for the making of 
video recordings in accordance with section 34K of the ASIO Act, and for ensuring that 
such recordings are made in compliance with that provision. 

The facilities must be appropriate to enable a clear visual recording to be made of the 
subject’s appearance before the prescribed authority for the duration of questioning. The 
facil ities must also enable a clear audio recording of all questions, answers and statements 
made during questioning, including any statements made by the prescribed authority in 
accordance with section 34E. 

In the event that there is a failure in the recording equipment, or if the recording has to be 
suspended, during the subject’s appearance before the prescribed authority for questioning, 
the prescribed authority must direct that questioning of the subject be suspended until 
recording may be resumed. 

7.2 Notification to the subject  

Upon the commencement or resumption of any recording for the purpose of questioning in 
accordance with subsection 34K(1), the prescribed authority shall inform the subject that the 
questioning is being recorded, and shall state the time and date of the questioning. 
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7.3  Security of recordings  

ASIO shall ensure that a master version is retained of any video recording of the subject’s 
appearance before a prescribed authority. The master version shall be sealed in the presence 
of the prescribed authority and the label shall be signed by the prescribed authority. The 
sealed master version shall be made available to the Inspector-General of Intell igence and 
Security on request. 

ASIO shall be responsible for ensuring that any copies of video recordings made pursuant to 
section 34K are securely maintained and that a register is kept of any persons or agencies 
who have access to such copies. 

As required under section 34S, the Director-General must cause the destruction of a video 
recording, or copy of a video recording, which is in ASIO’s possession or custody or under 
ASIO’s control, if the Director-General is satisfied that the video recording or copy is not 
required for the purposes of the performance of functions or the exercise of powers under 
the ASIO Act. 

8 Contact 

A subject who has been taken into custody or detained shall be permitted to contact a person 
specified in the warrant as a person with whom the subject may have contact, or a person 
fall ing within a class of persons so specified in the warrant, or, where applicable, a person 
identified in a direction described in paragraph 34F(1)(d). 

A subject shall be provided with access to such facilit ies as are, in the view of the prescribed 
authority, appropriate for such contact in all the circumstances. 

Except where directed otherwise by the prescribed authority, such contact shall only be 
permitted within the presence of officers present for the purposes of executing or 
supervising the execution of the warrant. 

9 Complaints Mechanism 

In accordance with subsection 34F(9), a subject must be permitted to contact the Inspector-
General of Intell igence and Security or the Commonwealth Ombudsman during the period 
of the warrant or following, including when the subject is being questioned or in detention.  

A subject must be provided with such facilit ies as are, in the view of the prescribed 
authority, appropriate to make such complaint. 

A subject shall be permitted to make such complaint outside of the hearing of officers 
present for the purposes of executing or supervising the execution of the warrant.  

The Director-General must include in a report made under section 34P an account of any 
complaint made in relation to the execution of the warrant, to the extent known. 
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10 Arrangements for Liaison 

As soon as possible following the issuing of a warrant, the Director-General shall ensure 
that the Inspector-General of Intell igence and Security, the nominated prescribed authority, 
and the Commissioner of the relevant police service(s) are informed as to the details of the 
warrant, and as to the proposed arrangements for its execution. 
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ANNEX 3 – INQUIRY INTO CONCERNS RAISED ABOUT DIO 
BY LT COL LANCE COLLINS 

BACKGROUND 

1. Mr Collins, a Lieutenant Colonel in the Australian Defence Force, wrote to the Minister 
for Defence on 6 December 2000, expressing concerns about the Australian defence 
intelligence system. A copy of his letter is at Annex 1.8 

2. The minister wrote to me on 20 December 2000, asking me to investigate, report and 
make recommendations in respect of the issues raised by Mr Collins that fell within the scope 
of the Inspector-General of Intelligence and Security Act. 

3. These, as expressed in Mr Coll ins’s letter and drawn out in later discussion with him, 
were his belief that: 

 . DIO acted in mid-1998 to quash early warning, included in an assessment 
prepared by Mr Collins, of problems developing in East Timor which would 
require Australian Defence Force deployment; 

 . throughout 1999, DIO maintained a line of assessments in relation to East 
Timor that were relatively soft on Indonesia, reflecting a DIO view that 
related more to its perception of an Australian policy line than professional 
assessment of the situation; and 

 . in December 1999 DIO without warning cut access [to an intel l igence 
database]. 

INQUIRY PROCESS 

4. The inquiry involved: 

 . An informal interview with Mr Collins in which he had the opportunity to 
expand on his concerns; 

 . Obtaining written comments from the Director, DIO; 

 . Interviewing various members of DIO staff; 

 . Examination of DIO records and commissioning research into the 
circumstances surrounding the allegation mentioned at paragraph 3.c above; 

 . Examination of DIO assessments on East Timor during 1999; 

 . Examination of the Office of National Assessments annual reports on the 
performance of Australian intelligence agencies for 1999; 

                                                 
8 To declassify the report for public release, a small number of deletions were made as marked.  The Annexes were not released. 
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 . Arranging and participating in a meeting between the Director, DIO and Mr 
Coll ins to discuss issues relating to his complaint; and 

 . Seeking comment from a number of colleagues nominated by Mr Coll ins as 
supportive of his opinions. Of the twelve people approached, five responded. 

FACTS AND CONCLUSIONS 

Quashing of assessment - summary of events 

5. In July 1998 Mr Collins was the primary author of a document entitled Intelligence 
Estimate on East Timor (Draft). 

6. He prepared this document in his capacity as Deputy J2 (Intelligence) at Headquarters 
Australian Theatre (HQAST). In his letter to the minister Mr Collins says that he provided it to 
Major General Connolly the Commander Australian Theatre (COMAST), who instructed him 
to forward it to DIO for comment. 

7. The DIO officer who received it considered that it contained comment and 
recommendations on policy matters. He therefore sought comments from the International 
Policy Div ision of the Department of Defence (IP). 

8. The DIO off icer also spoke with the officer at HQAST who had directed its preparation. 
He told him that it would not be possible to respond appropriately within the time requested. He 
also expressed concern about the policy content and told the officer that he had referred the 
assessment to IP. It would appear from his subsequent correspondence with the officer that he 
told him DIO would not be preparing a formal review and would require further tasking from 
HQAST if that was still required. 

9. During the conversation, however, the two officers identified four questions about which 
HQAST required information and comment that DIO was prepared to provide. 

10. The DIO off icer forwarded these responses to HQAST on 14 July 1998 under cover of a 
memorandum (see Annex 2). Mr Coll ins seems not to have been aware of this because he told 
me at interview that there was never a formal comment back from DIO. 

11. Shortly after this, according to Mr Collins, he visited DIO and an officer there made 
clear that he was unhappy with the draft. Mr Collins believes that this was because it went 
against a tendency in DIO to see things the Indonesian way. 

12. On 20 July IP wrote to Mr Coll ins commenting on the draft. The comments (at Annex 3) 
were heavily critical of it on two grounds: first, that it focussed at the strategic level and raised 
issues outside the scope of an operational level assessment; and secondly, that it failed “ to 
understand some of the fundamental drivers behind our strategic relationship with Indonesia 
and contains several assessments about Australian Foreign and Defence policy regarding the 
political status of East Timor” . 
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13. The IP document went on to express the author’s belief that an intelligence estimate is 
not the place to air dif ferences with government policy. An attachment cited paragraphs that 
were of particular concern. 

14. Handwritten comments, on the DIO copy of this document, apparently from a senior 
DIO of ficer, ref lect agreement with its conclusions and concern about the draft assessment’s 
discussion of policy matters. 

15. HQAST did not seek further comments on the draft and DIO did not prepare any. 

Quashing of assessment - conclusion 

16. I do not consider there was anything improper in DIO referring the document to IP. It 
clearly contained significant observations on policy. Mr Collins appears to have acknowledged 
this in an e-mail of February 1999 to a colleague in which he said that he got into stri fe (water 
off a duck’s back) for making uncomplimentary statements about our polic[ ies] . DIO was both 
entitled and, arguably, obliged to refer it to IP. IP’s decision to correspond direct with HQAST 
was its own and appropriate in the circumstances. 

17. Similarly, DIO’s interaction with HQAST was proper in the circumstances. DIO 
expressed its concerns but also, in discussion, identified particular intelligence issues about 
which HQAST needed DIO input. It provided that input in a timely manner and made clear that 
it would respond to further formal tasking. Mr Collins has not pointed to any adverse 
consequences flowing from this approach and I am unaware of any. The assessment was 
criticised, not quashed. 

18. More generally, Mr Coll ins has claimed that DIO attempts to suppress dissenting 
opinions. He bases this on DIO’s criticism of his assessment and on its requests for him to 
desist from publishing, via e-mail, sometimes without informing DIO, various critiques of DIO 
product and alternative assessments. 

19. DIO’s justification for the latter requests was that publication of such material, which 
received wide distribution including transmission not only to colleagues of Mr Collins but also 
to senior politicians and Australian posts around the world, could lead to confusion with key 
national and strategic customers in Australia and also with allies. 

20. This rationale, given the distribution of responsibilities described at paragraph 25 below, 
seems entirely logical and cannot, in my view, be accurately characterised as Mr Collins seeks 
to do. I note also that DIO invited Mr Coll ins to provide his views for consideration in 
preparation of its own assessments. 

East Timor assessments - Mr Collins’s views 

21. The critique advanced by Mr Collins alleges that there was a long history at the 
bureaucratic and political level of a pro-Jakarta line, deriving from support for a policy 
approach which saw Indonesian political and economic stability as vitally important to 
Australian interests. 
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22. This, according to Mr Coll ins, led to DIO assessments during 1998 and 1999 being 
overly optimistic about Indonesian, and particularly Indonesian military, intentions and policies 
in relation to East Timor. They failed, he believes, to give adequate weight to the fact that the 
mil itary were opposed to independence for the province and would do whatever they could to 
counter it. 

23. Secondly, Mr Coll ins contends that DIO methodology was flawed in that it relied 
primari ly on reporting events, or statements made by key figures, rather than analysing all 
sources of available intell igence and seeking to predict likely outcomes. 

24. Mr Collins also argues that there needs to be review of intell igence assessments by 
experts from outside the government, so as to provide a greater measure of quality assurance. 

DIO assessment role 

25. DIO has described its role as being responsible for the production of top-level, strategic 
assessments on defence and security issues, to support intelligence customers ranging from the 
government to the Chief of Defence Force and strategic level command to the operational and 
tactical level commanders. Within the framework provided by those assessments intelligence 
staff at the operational and tactical levels provide more detailed and focussed intelligence of 
direct relevance to their commanders. 

26. DIO has explained that this process is designed to work as a cascading framework, with 
assessments produced at the operational and tactical levels drawing on and complementing the 
strategic level assessments. Staff at these levels are also encouraged to provide their views and 
input to the higher level assessments. The purpose of this is to ensure effectiveness and 
efficiency, and to avoid unnecessary duplication or wasted effort. DIO does not have any 
authority over the HQAST or Deployable Joint Force Headquarters intelligence staff, as they 
work within the operational chain of command directly to the Chief of the Defence Force. 

DIO assessments - official appraisals 

27. In the period under review (mid-1998 to late 1999) DIO produced [a large number of] 
assessments covering East Timor. Predominantly but not exclusively, these were in the form of 
Current Intelligence Briefs. 

28. In September 1999 all these assessments were collated and provided to the Prime 
Minister’s office so that it could undertake a retrospective evaluation of the intelligence analysis 
produced during the period. The Director, DIO has informed me that the Prime Minister’s 
office was satisfied with the quality of the DIO product. 

29. DIO product is also subject to review by ONA, which is required to provide an annual 
performance report to the government on Australia’s foreign intelligence effort. 

30. The ONA report for 1998-1999 noted (at page 9) that DIO was generally accurate in 
charting the course of political, institutional and economic change in Indonesia and that it 
accelerated and expanded its reporting as its appreciation of the deteriorating circumstances in 
Indonesia and East Timor grew. [Sentence deleted] 
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31. [Sentence deleted] One of Mr Collins’s criticisms of DIO was his assertion that it 
believed every Indonesian statement [words deleted]. The ONA report suggests that the risk 
was identified already. 

32. ONA’s 1999-2000 report said (at page 4) that DIO continued to provide accurate and 
timely intell igence assessments, well-received by its ADF, Defence and wider customers. 

33. The report also said (at page 9) that among judgments on a range of issues, DIO 
maintained comprehensive coverage of the security situation in Indonesia and of TNI, including 
TNI involvement with milit ias in East Timor. 

34. The report contained a separate section on East Timor [words deleted]. DIO also, the 
report said, staffed an East Timor Crisis Action Team and received good feedback from its 
customers for its intensive coverage in support of policy and planning and the ADF in East 
Timor. 

DIO assessments - views of Mr Coll ins’s colleagues 

35. As noted at paragraph 4.h, Mr Collins nominated a number of colleagues who, he said, 
shared his criticisms of DIO reporting. Five of these responded to my written invitation to 
comment. In fairness to Mr Coll ins, it seems appropriate to report their comments here in some 
detail even though the overall conclusion of this report is not supportive of his contentions. 

36. One of his colleagues said that during the period in question he had only infrequent and 
indirect contact with DIO staff but was well aware of the DIO role in providing assessments. He 
said that he could not comment on institutional bias in DIO but from his perspective, despite 
what appeared to be a deteriorating situation and ADF planning for a worst case scenario, DIO 
reporting could best be characterised as optimistic, right up until the final crisis occurred. 

37. Another colleague said that he had access during this period to reporting from all 
Australian intelligence agencies. He alluded to the history of TNI involvement with and support 
for militias and suggested that, despite this, DIO assessments were based in the main on what 
the Indonesian government and TNI were saying rather than what they were doing. The 
conclusions that can be drawn from this, he said, are that there was a failure to consider the 
problem comprehensively or that the people involved did not have the required depth of 
knowledge and understanding of the history of East Timor and Indonesia, 

38. On the question of institutional bias this correspondent said he felt unqualified to 
comment but he was prepared to say that he and others found it very hard to place much 
confidence in DIO assessments based on what they themselves could see happening in 
Indonesia and East Timor. 

39. A third colleague considered that the concerns raised by Mr Collins suggest a broader 
pathology whereby DIO was simply reflecting the long term strategy of successive Australian 
governments and departments when engaging with Indonesia. This correspondent said, 
however, that he could not offer specific examples to substantiate Mr Collins’s perceptions. 



94 

Inspector -General  of Intelligence and Security 
Annual Report 2003-2004 

40. A fourth recalled that the assessments of DIO and the HQAST staff differed in important 
aspects. In particular, this person recalled, DIO seemed more incl ined to take at face value 
statements from the government of Indonesia which indicated that: 

 . The Indonesian government and mil itary would accept the result of the 1999 
referendum; 

 . the mil itary would withdraw peacefully in the event of a vote for 
independence; 

 . the armed militias were not under the control of East Timor-based Indonesian 
mil itary; and 

 . Indonesian military units were under effective civilian political control from 
Jakarta. 

41. The fifth correspondent, agreeing that there seemed to be institutional bias, believed that 
the basic thrust of assessments was overly weighted towards positive public assurances by 
Indonesian officials and politicians, and contrary intelligence was somewhat ignored. 

42. This person said he was satisfied, however, that the perceived bias was counteracted 
adequately by the existing Defence/ADF system and that accurate assessments were prepared 
and presented at the operational and tactical level to ADF planners and commanders. This the 
correspondent attributed to the distributed nature of the intelligence system allowing DIO to 
extract the broader-grain intelligence required by strategic level customers in Canberra, and 
lower levels in the system to extract the finer-grain information required to plan and execute 
ADF operations. 

DIO assessments - conclusions 

43. Though claiming no special expertise on Indonesia and East Timor, this inquiry has 
reviewed all the DIO assessments referred to at paragraph 28. For purposes of completeness 
they are included as Annex 4 to this report. 

44. I think it fair to say that, if one were of Mr Collins’s view, ie that the Indonesian 
government and mil itary would do whatever they could to prevent the loss of East Timor and, if 
that failed, would seek revenge on the East Timorese population, then any assessments that did 
not have that as their underlying premise would probably appear inadequate. 

45. The DIO assessments, clearly, do not all have that as their underlying premise. The 
overall picture throughout the period is of conscientious attempts to analyse what was going on 
and come to rational conclusions about where that might lead. 

46. [Sentence deleted]. 

47. Similarly, while there are assessments that an observer might say were optimistic about 
Indonesian government or mil itary intentions, or possible eventual outcomes in East Timor, 
there are others that display scepticism and concern. 
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48. One cannot, therefore, discern from the totality of the written assessments the 
institutional bias that Mr Collins and others have identified. 

49. It is also reasonable to point out that events did not go entirely as, presumably, 
Mr Collins would have predicted. In an unlikely development the civilian government of 
Indonesia decided that there should be a referendum and, albeit under considerable pressure, 
Indonesia subsequently withdrew from East Timor and accepted its independence. (This was 
described in Mr Collins’s assessment (see paragraph 5) as the least likely of four possible 
scenarios for East Timor). 

50. Mr Collins has argued that there needs to be a system of evaluation of DIO’s assessment 
effort that is independent of the Australian intell igence community. 

51. Paragraph 5(1)(d) of the Office of National Assessments Act requires ONA to: keep 
under review the activities connected with international intelligence that are engaged in by 
Australia and to bring to the notice of relevant Departments and Commonwealth authorities any 
inadequacies in the nature, the extent or the arrangements for co-ordination, of those 
activities… 

52. As noted at paragraph 29 above, ONA has reported on the foreign intelligence 
performance in annual reports to government. Those reports have covered assessment but 
recently have had a relatively greater focus on collection. 

53. In the ordinary course there may not be a great deal to be gained from qualitative 
analysis of assessment performance, since intelligence assessments, while valuable inputs to 
policy as part of a range of information and opinion available to government, wil l not be 
critical. 

54. Very occasionally, however, as with East Timor and the terrorism environment in 
Indonesia preceding the Bali terrorist attack, intelligence and intelligence assessments will be 
the principal aid to government policy and decision-making. Potentially in such cases 
intelligence success or failure may mean the difference between policy success and failure. 

55. In those rare instances, arguably, ONA may not be best placed to advise government on 
the quality of the assessment effort, because it is in the position of analysing both its own and 
peer agencies’ products. 

56. The government might, therefore, wish to consider establishing special arrangements, 
utilising resources outside the intelligence community, when it wishes to have the performance 
of the community in relation to a particular issue critically and objectively reviewed to identify 
strengths, weaknesses and possible changes to methodology. 

57. Because the circumstances giving rise to the need for such reviews would, one hopes, be 
few and far between it would be premature to suggest the precise nature of any review 
mechanism that might be established. It could well vary depending on the nature of the 
intelligence issue that gave rise to it. 
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[Word deleted] access [to the database] - background 

58. The Joint Intelligence Support System (JISS) is a top secret computer network 
maintained by DIO and accessible to some other Defence entities [words deleted]. 

59. JISS hosts [a highly classified intell igence database]. 

60. [Sentences deleted]. 

61. Mr Collins had access to [the intelligence database]. 

62. As the inquiry proceeded it became apparent that DIO considered that Mr Coll ins’s 
access to [the intelligence database] was not properly authorised. While this might have 
justified the deliberate withdrawal of access had it occurred, it was not relevant in light of the 
conclusion in paragraph 70. 

Loss of [word deleted] access to [the intel ligence database] - circumstances 

63. On 20 December 1999 [the database] became unavailable to [words deleted]. Mr Collins 
sent an e-mail message (copy at Annex 5) to DIO saying that inquiries by engineering staff had 
revealed that [the database] had been turned off on the orders of the Director, DIO. The 
message said that, if true, this was of the utmost concern. It asked for further details so that Mr 
Coll ins could brief the Commander [words deleted] on the following day. 

64. The next morning Mr Coll ins received an e-mail message (copy at Annex 5) from the 
JISS Project Off ice to the effect that the loss of [the database] was not a technical matter but a 
DIO policy decision. The Deputy Director, DIO annotated this with a suggestion to the Director 
that “When we get the security aspects fixed I believe we should turn [the database] back on, 
even though it’s not normal for DJISS, and even though they’re using it partly to do strategic 
assessment” . 

65. The Director, DIO instructed the recipient of the message referred to at paragraph 63 (in 
a handwritten note) to telephone Mr Collins and explain that he had not instructed that [the 
database] be turned off but had asked that it not be turned back on pending the telephone 
discussion, in which the Director, DIO wanted certain messages conveyed to Mr Collins. The 
feed was then restored. 

66. On the following day the Director, DIO wrote to Mr Collins, with a copy to the 
Commander, [word deleted], a note (copy at Annex 5) saying that he had not directed 
withdrawal of the database feed and explaining the reasons for directing the delay in restoring 
it. These related to security and need-to-know issues. The note also dealt with DIO’s 
reservations about Mr Coll ins’s criticisms of DIO product and the appropriate demarcation 
between DIO’s and other intelligence functions. 

Loss of [word deleted] access to [the intel ligence database] - inquiry and conclusions 

67. The records extant at the time of this inquiry were insufficient to determine conclusively 
the reasons for the loss of [the database] feed. 
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68. The message cited in the first sentence of paragraph 64 above appeared to support Mr 
Coll ins’s concern that the withdrawal of the feed was a deliberate decision on the part of DIO 
management. Despite exhaustive searching over a period of months, however, including 
reconstituting e-mail records from archived material, it was not possible to substantiate this. 
The material that could be obtained tended to support the claim that technical factors were 
responsible for the problem. It was evident, for example, that the [the system], [words deleted], 
had experienced a number of technical problems in the weeks immediately beforehand, as did 
[word deleted], and [the database] access was lost on other occasions in November-December 
1999. 

69. In view of the absence of conclusive evidence I decided that it would be appropriate to 
seek written accounts of their recollections from the DIO personnel involved. These were 
provided as statutory declarations, including declarations from the Director, DIO and the 
Deputy Director, DIO. Universally they were to the effect that there was no decision to 
withhold [the database] access and that technical problems were to blame. Copies of the 
declarations are at Annex 6. 

70. My conclusion, therefore, is that there was no policy decision to withdraw [the database] 
access. 

SUMMARY 

71. I have no doubt that Mr Collins’s concerns were and are sincerely held. Nevertheless, his 
allegations do not stand up to objective scrutiny. 

72. What Mr Coll ins interpreted as an attempt to quash contrary views appear to be 
legitimate expressions of concern about parts of the content of his assessment and about his 
wide distribution of assessments and comments. 

73. DIO assessments during the period in question did not uniformly, or even 
predominantly, adopt a pro-Jakarta line although there were instances where that interpretation 
might be available. 

74. It might be desirable to consider, in special cases where it is warranted, establishing ad 
hoc external reviews of intelligence performance. 

75. To the extent that evidence is available, it supports the DIO contention that the loss of 
[the database] access resulted from technical problems rather than a deliberate decision. 

76. There is, therefore, no need for formal recommendations arising from this inquiry. 

 

 

Inspector-General of Intel ligence and Security 

May 2003 
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ANNEX 4 – BALI INQUIRY – FURTHER INVESTI GATI ON 

 

1. My predecessor as Inspector-General, Mr Bil l Blick PSM, published an 
unclassified version of his Bali Inquiry report as an Annex to the IGIS Annual Report 
2002-2003. 

2. Mr Blick indicated that at the time that his report was finalised (ie. 9 
December 2002), there was some foreign language material requiring translation and 
analysis but rather than wait for that process to be completed he had decided to report 
the results of his inquiry immediately, and then complete this further investigation as 
soon as he was able. 

3. Mr Blick stated in his report that he considered that this foreign language 
material was most unlikely to yield anything significant but it was appropriate 
nonetheless for it to be reviewed for the sake of completeness. 

4. I am not aware that the result of Mr Blick’s further investigation has been 
made public.  I have decided to do so now, so that the public record on this matter 
may be complete. 

5. Mr Blick wrote to the Prime Minister, The Hon John Howard MP, on 13 
January 2003, to advise him that the records in question had been examined in detail.   

6. This review activity revealed that the foreign language material referred to did 
not contain any intelligence that could have forewarned of the terrorist attack that 
occurred in Bali on 12 October 2002, or with the benefit of hindsight, could in any 
way be construed as being relevant to the attack. 

 


