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INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY

2004/331 File Ref: 2004/20

The Hon John Howard MP
Prime Minister

Parliament House
CANBERRA ACT 2600

Dear Prime Minister

I present herewith my annual report, as required by section 35 of the Inspector-General
of Intelligence and Security Act 1986. The report covers the period between 1 July 2003
and 30 June 2004.

The report has been prepared in compliance with the Requirements for Annual Reports,
issued by the Department of the Prime Minister and Cabinet in April 2004, to the extent
that compliance is sensible for an office of our small size.

I have consulted with all of the agencies within my jurisdiction and can advise that all
share my view that the report is suitable for tabling in the Parliament.

Yours sincerely

fow Conll

Ian Carnell
Inspector-General of
Intelligence and Security

14 October 2003

i



GLOSSARY OF ACRONYMSUSED IN THISREPORT

AAT
ADF
AGD
AlC
ASIO
ASIS

ATI

AUSTRAC

COMSEC
DIGO
DIO
DPM&C
DSD

IGS

MOU
NAA
NSH
olas
ONA
OSA
PICAAD
Tl

WMD

Administrative Appeals Tribunal

Australian Defence Force

Attorney-General’s Department

Australian Intelligence Community

Australian Security Intelligence Organisation
Australian Secret Intelligence Service

Authority to Investigae

Australian Transaction Reports and Analysis Centre
Communications Security

Defence Imagery and Geospatial Organisaion
Defence Intelligence Organisaion

Department of the Prime Minister and Cabinet
Defence Signals Directorate

Inspector-General of Intelligence and Security
Intelligence Services Act

Memorandum of Understanding

National Archives of Australia

National Security Hotline

Office of the Inspector-General of Intelligence and Security
Office of National Assessments

Organisaional Suitability A ssessment
Parliamentary Joint Committee on ASIO,ASISand DSD
Telecommunications Interception

Wegpons of Mass Destruction



TABLE OF CONTENTS

LETTER OF TRANSMITTAL

GLOSSARY OFACRONYMS USED IN THIS REPORT
ROLEOF THE INSPECTOR-GENERAL

KEY POINTS

THE YEAR IN REVIEW
NEW INSPECTOR-GENERAL
MRBILL BLICK PSV
OVERVIEW
INQUIRIES INTOTHEAIC
PJCAAD on Iragi WMD
Flood Inquiry
LEGISLAT ION
ASOAd
Intelligence ServicesAd
Ingpeaor-Generd of Inteligence and Security Ad
I NSPECT IONS, COMPLAINTSAND INQUIRIES
Ingpedions
Conplants
Search Warrarts
Recruitment and employ ment relaed concerns
DefenceForce complainant
Asylum seeke conmpensaion

PERFORMANCE
PERFORMANCE INDICATORS
TIMELINESS
Saidics
A CCEPTANCE OF RECOMM ENDAT IONS
RESPONSIVENESSTO ISSUES RAISED IN INSPECT IONS
LEVE. OF ASSURANCE
Number of conplaints

Summary

PAGE

=

© © © © o oo o0 g M DM PO OWWWDND P

=
k O O

N N i i o i
A MDA W W NDMNDNMNDNDDN



AUSTRALIAN SECURITY INTELLIGENCE ORGANISATION
WHAT ASO DOES
SGNIFICANT ISSUES

Quegioning and ddention warants
Search warrants

INSPECTIONACTIVITIES

Scope and reporting arrangements

Warrant operaions—procedures
Unauthorisedtelgohone interception

Other warrant related issues

Authoritiesto investigate—procedures
Authoritiesto invesigate— results of ingpedions
ASO ad law enfarcement agencies
AUSTRAC andtheAudrdian Taxation Office
Useof assumed idertities

Archives issues

Cortact with g aff

COMPLAINTSAND INQUIRIES

Compensaion arising out of previous search warant conplants
Search warrant related complaints adtioned in 2003-2004
Seizure of passports

Archival pradtices

Alleged monitoring of singe-issue interest group

AUSTRALIAN SECRET INTELLIGENCESERVICE
WHAT AS SDOES
S GNIFICANT ISSUES

Intelligence ServicesAd
MediareportingonAS S

INSPECTIONACTIVITIES

Intelligence Services Ad and privagy rules isues
Review o gpeaations

Useof assumed idertities

Cortact with g aff

COMPLAINTSAND INQUIRIES

Ownmation inquiry

15
15
15
15
18
19
19
19
21
22
23
23
24
24
25
26
26
26
27
27
28
28
29

30
30
30
30
31
31
32

& R RE

35



Recruitment relaed conplaints
Security cheding

DEFENCESIGNALS DIRECTORATE
WHAT DSD DOES
SIGNIFICANT ISSUES
Intelligence ServicesAd
INSPECTIONACTIVITIES
Review o minigeaid athorisaions
DD privagy rules
M onthly meetings
Comsec monitoring
New oollection adivities
Stevisits
TRAININGACTIVITIES
COMPLAINTSAND INQUIRIES
Security chedking

DEFENCE IMAGERY AND GEOSPATIAL ORGANISATION

WHAT DIGODGCES

SENIOR APPOINTMENT

GENERAL CONTEXT OF DIGOACT IVITIES

ACCOUNTABILITY ARRANGEMENTS

INSPECTIONACTIVITIES

COMPLAINTSAND INQUIRIES
Recruitment relaed issues

DEFENCE INTELLIGENCE ORGANISATION
WHAT DIO DOES
ACCOUNTABILITY ARRANGEMENTS
Fundions of thel GISinrespect of DIO
Externa scrutiny
COMPLAINTSAND INQUIRIES

OFFICE OF NATIONAL ASSESSMENTS
WHAT ONA DOES
SENIORAPPOINTMENT
ACCOUNTABILITY ARRANGEMENTS

vii

35
36

37
37
37
37
38
38
39
40
40
41
41
41
42
42

SRS S

46
46

47
47
47
47
47

50
50
50
50



Fundions of IGISinresped of ONA
Externd scrutiny
COMPLAINTSAND INQUIRIES

THE YEAR 2004-2005 IN PROSPECT

INSPECTIONACTIVITY
ASO
ASS
DD
DIGO
ONA
DIO
INQUIRIESAND COMPLAINTS
INTERNATIONAL

CORPORATEAND COMMUNICATION

UPPORT FROMDPM & C
OUTCOMESAND OUTPUTS
STAFFINGAND RESOURCES

COMPOSIT ION OF THE OFFICE
PERFORMANCE PAY

WORKPLACEA GREEMENTS
CORPORATE GOVERNANCE

SOCIAL JUST ICE: ACCESSAND EQUITY
DISABILITY STRATEGY

OCCUPATIONAL HEALTHAND SAFETY
DISASTER RECOVERY PLAN/BUSINESS CONT INUITY PLAN
MEDIA

INTERNET PRESENCE

FRAUD CONTROL

TRAINING AND DEVELOPMENT

EXT ERNAL SCRUTINY

CONSULTANCY SERVICES
ADVERTISING AND M ARKET RESEARCH
FREEDOVI OF INFORMATION

ENERGY SAVINGM EASURES

Viii

50
50
51

52

ETEXLXTP IR



SUMMARY OF THE OFFICE’S FINANCIAL PERFORMANCE
FINANCIAL STATEMENTS

IGIS CONTACT INFORMATION
Location
Written inquiries
Parliamentary and medialiaison
Generd inquiries
Interne address

ANNEX 1 - COMPLAINT AND INQUIRY STATISTICS
ANNEX 2 —SECTION 34D WARRANT PROTOCOL

ANNEX 3 - INQUIRY INTO CONCERNS RAISED ABOUT DIO
BY LT COL LANCE COLLINS

ANNEX 4 — BALI INQUIRY — FURTHER INVESTIGATION

59
60

77
77
77
77
77
77

78
81

89
98






ROLE OF THE INSPECTOR-GENERAL

1 The Inspector-General of Intelligence and Security (IG1S) has statutory independence.
The positionhelps theministers responsiblefor thefollowing agencies to oversight and review
their activities:

Australian Security Intelligence Organisation (A SIO)
Australian Secret Intelligence Service (ASIS)
Defence Signals Directorate (DSD)

Defence Imagery and Geospatial Organisation (DI GO)
Defence Intelligence Organisation (DIO), and

Office of National A ssessments (ONA).

2. The purpaose of this oversight and review is to ensure tha the agencies act legally and
with propriety, comply with ministerial guidelines and directions and respect human rights.

3. The office was established by the Inspector-General of Intelligence and Security Act
1986 (the IGIS Act) on 1 February 1987.

4. The Inspector-General can undertake an inquiry into the activities of an agency in
responseto arequest fromtherelevant minister or fromthe Prime Minister. Inrelationto ASO,
A SIS, DSD and DI GO, the Inspector-General can also initiate inquiries independently or in
response to a complaint. The Inspector-General also conducts regular inspections and
monitoring of agency adivities.

5. In conducting an inquiry, the Inspector-General has the powers of a standing Royal
Commission. These include requiring the atendance of witnesses and the production of
documents, taking sworn evidence, copying and retaining documents and entering the premises
of agencies.

6. Further information about therole and functions of the Inspector-General can befounda
http://www.igis.gov.au.
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KEY POINTS

Mr Bill Blick PSM completed six years as Inspector-General. Mr lan Carnell
was appointed from 23 March 2004.

Attendance by the Inspector-General or his staff at ASIO terrorism-related
guestioning sessions (under warrants issued in accordance with section 34D of
the ASIO Act 1979) has provided assurance that the proceedings to date have
been professional and not oppressive.

Monitoring further ASIO questioning warrants, and use by ASIS of its new
capacity to usewegpons for self-defence outside of Australia, will be i mportart
activities in the coming period.

The inspection program of the office (which generally involves visiting the
agencies and inspecting various categories of operational approvals, records
and systems) has been reviewed and enhanced. It is expected to expand
further.

DSD and A SIScompliancewith the privacy rules madeunder theIntelligence
Services Act 2001 has been sound.

Inquiries completed have included a number resulting fromthe execution of
A SIO search warrants—in most cases A SIOwas found to have acted properly,
but compensaion was paid in one case and is being considered in another.

An unclassified version of Mr Blick’s report into issues raised by Lt Col Lance
Collins was released by the Prime Minister in April 2004, and is an annexto
this report.

There were a number of complaints about recruitment and selection
(particularly security checking) although in relativeterms the number is very
low compared to the very significant recruitment being done by the agencies.
There were no complaints of this type relating to ASIO.

Legislation to implement the recommendations of the review by Mr Philip
Food AOinto Australia’s intelligence agencies would provide agreaer role
for the Inspector-General and his office in relation to ONA and DIO,
particularly in providing assurance that there is no infringement on the
independence of assessments.

Despitethe pressures on agencies, no slackening was observed in the agendes
adherence to legality, propriety and respect for human rights.

Ingpetor -General of Intdligenceand Seaurity
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THE YEAR INREVIEW

NEW INSPEC TO R-GENERAL

7. Mr Bill Blick PSM, formally concluded his second and final term as IGIS on
18 February 2004.

8. Mr Blick served as Acting Inspector-General for several weeks beyond this date whilst
administrative actions associated with the permanent filling of this position were completed.

9. | was formally appointed as |G Sfor a period of three years, with effect from 23 March
2004.

10.  While much of the work of the office referred to in this report was undertaken while Mr
Blick was in office, responsibility for the contents of this report rests with me.

MRBILL BLICK PSM

11.  Mr Blick was the IGS from February 1998 to February 2004, following a long and
distinguished career in the Australian Public Service.

12.  During thetwo terms Mr Blick served as the I@ Sthe remit and workload of the office
expanded considerably.

13.  MrBlick conducted anumber of inquiries during his time as Inspector-General thahave
helped positively shgpe the way in which the Australian Intelligence Community (AIC) goes
about its business and the environment in which it currently operates.

14.  In marking Mr Blick’s retirement the Prime Minister noted that Mr Blick had served
with distinction, providing balanced and professional oversight of a range of sensitive and
complex matters.

15. 1 would like to take the opportunity afforded by this report to thank Mr Blick for his
mgjor contribution and to wish himwell in his retirement. The staff of the office will certainly
miss his dry wit and easy manner.

OVERVIEW
16.  The 2003-04 reporting period was oneof very considerable activity within the AIC.

17. TheAlChas been allocated and spent considerableresources coming to terms with, and
where paossible, countering the global terrorist threat which has emerged in recent years.

18.  Whilethe emergence of a credible terrorist threat to Australian persons and A ustralian
national interests has led to areordering of intelligence priorities, considerable efforts continue
to be expended on providing intelligence support to the Government on a wide range of other
ISSues.

Ingoetor -Genegral of Intdligenceand Seaurity
Annual Report 2003-2004



19.  During the reporting period intelligence support for Australian Defence Force (A DF)
deployments in widely disparatetheatres of operation around theworld placed aheavy demend
on the intelligence community.

20.  Other significant demands have included a continuing strong focus on border security,
illegal immigration, and counter-proliferation activities.

21.  Notwithstanding the demands placed on the intelligence agencies, no slackening was
observed in the agencies’ adherence to legality, propriety and respect for human rights.

INQUIRIES INTO THEAIC

PJCAAD on Iraqi WMD

22.  Two major external reviews of theA ustralian Intelligence Community occurred during
the 2003-04 reporting period.

23.  Thefirst of these reviews was established by the Senate, which passed a motion on 18
June 2003, formally requesting that the Parliamentary Joint Committee on ASIO, ASIS and
DSD (PJCAAD) undertake an inquiry into the nature, accuracy and independence of the
intelligenceused by theAustralian government on Iragi Wegpons of M ass Destruction (WMD),
and the accuracy and completeness of the presentation of that intelligence by the A ustralian
government to the Parliament and the A ustralian people.

24.  ThePJCAAD's report was tabled on 1 March 2004, and is available onthe Internet at,
http://www.aph.gov.auw/house' committee/ pjcaad/\WM D/report.htm.

25. The PJCAAD made three recommendations, one of which was that an indegpendent
assessment of the performance of the intelligence agencies should be undertaken by an
experienced former intelligence expert, with full access to all materials, in light of the matters
raised by the consideration of the pre-war intelligence on Irag. The other recommendations
concerned the cgpacity of ONA and the maintenance of independence and objectivity by the
AlC.

Flood Inquiry

26. Thegovernment accepted the recommendations contained in the PJCA AD Report, and
on 4 March 2004 the Prime Minister formally asked Mr Philip Flood AO, to conduct the
recommended review.

27.  Without seeking to limit his inquiry, the Prime Minister asked Mr Flood to provide
advice on:

the effectiveness of the intelligence community’s current oversight and
accountability mechanisms as they relate to such matters as the setting of
priorities, the assigning to the priorities of appropriate resources, and the
delivery of high quality and independent intelligence advice to the
government
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the suitability of the current division of labour among the intelligence
agencies and communication between them

the maintenance of contestability in the provision to government of
intelligence assessments, and

theadequacy of current resourcing of intelligence agencies and in particular
ONA.

28.  During his inquiry, Mr Flood naturally examined the various oversight and
accountability mechanisms which operatein respect of theA ustralian intelligence community,
including the role and functions of this office.

29. | met with Mr Flood on several occasions to provide himwith the perspectives of this
office on some of the issues into which he was inquiring. | made two written submissions to
Mr Flood responding to specific queries he had posed. Therewas also collaboration as required
between the small Secretariat which supported Mr Flood's inquiry and my office.

30. Mr Hood received submissions and took evidencefromall elements of the AIC, as well
as fromother interested parties, including two former Inspectors-General.

31.  MrFlood provided his report to thegovernment goproximately four and a half months
after he was tasked, and a public version of the report was published on 22 July 2004. It is
available on the Internet at: http://www.pmc.gov.au/intelligence_inguiry/indexhtm.

32.  Mr Flood made 23 recommendations, all of which were accepted by the government
except a proposal for ONA to be renamed as the Australian Foreign Intelligence Assessments
Agency.

33. MrFlood made several recommendations which bear directly on therole and functions
of thelGIS. Theseare dealt with briefly below under thesubheading of ‘ Legislation’ and inthe
chapter elsewhere in this report entitled ‘ The Year 2004-2005 in Prospect’.

L EGISLATION

ASIOAct

34.  The Parliament passed the Australian Security Intelligence Organisation Legidation
Amendment (Terrorism) Act 20020on 26 June 2003. The practical effect of this Act wasto inseit
a new Division into Part Il of the Australian Security Intelligence Organisation Act 1979,
permitting the Director-General of Security, with the Attorney-General’s consent, to seek a
warrant authorising the questioning or detention of aperson where doing so would substantidly
assist the collection of intelligence in relation to aterrorism offence.

35.  Several sections of theamendingA ct required the development of awritten statementof
procedures (namely a ‘protocol’) to be followed in the exercise of authority to detain persons
and conduct questioning under warrants issued under section 34D of the ASIOAL .
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36. These provisions also provided that no warrant could be issued until the protocol was
tabled in Parliament.

37.  Mr Blick was consulted in the development of this protocol and provided a written
statement on 28 July 2003 that he had no concems with its contents.

38. ThethenAttorney-General,theHon Daryl Williams AM QCM P, tabled the protocol on
12 August 2003.

39. Intheinterests of giving theprotocol thewidest possible exposure, | have reproduced it
at Annex 2 of this report.

40.  The execution of the first questioning warrants granted under section 34D of the ASIO
Act occurred in the later part of 2003. Practical experience derived from seeking, then
executing thesewarrants, led the government to propose further amendments to theASIOA ct.

41.  The new Attorney-General, the Hon. Philip Ruddock MP, introduced the ASIO
Legidlation Amendment Bill 2003 in late November 2003, which was then passed by the
Parliament on 5 December 2003. The changes brought aout by this Act included:

extending the maximum time available for questioning the subject of a
warrant from 24 to 48 hours in cases where an interpreter is used

the creation of offences if the subject of awarrant were to fail to surrender
any passports issued to thesubject, or leaves or attempts to leave the country
after being notified of the issuing of awarrant

preventing a person from making disclosures of information without
authorisation wheretheinformation relates to thewarrant, the questioning or
detention of aperson under thewarrant, or operational information whilethe
warrant is in force, and

clarifying the role of the Prescribed A uthority to give directions consistent
with questioning warrants, including in relation to detention.

42. Comments on how these new questioning and detention powers have actually been
applied are recorded in the A SIO chapter of this report.

Intelligence ServicesAct

43.  Thelntdligence ServicesAct 2001 (ISA) came into effect on 29 October 2001, meaning
tha as a 30 June 2004, it had been operating for approaching three years.

44.  On 15 October 2003, the Minister for Foreign Affairs, the Hon Alexander Downer MP,
introduced into Parliament the Intelligence Services Amendment Bill 2003.

45.  The primary objective of the Bill was to provide a legislative framework that would
allow A SISto undertakeits functions more effectively and more safely. This was to be achieved
by improving the ability of ASIS to work with other agencies and, in limited circumstances
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oversess, allowing A SIS people to be protected, including through the use of weapons, andto
use weapons for their own protection.

46.  TheBill envisaged that the Inspector-General would play arole in thedevelopment of
appropriate guidelines on the provision of, training, handling and use of weapons, and in
monitoring any actual use.

47.  TheBill wasreferred to the PICA AD on 15 October 2003, which upon consideration of
theMinister for Foreign Affairs’ request decided to conduct aprivateinquiry into the provisions
of the Bill.

48.  Mr Blick appeared in private session before the Committee on 27 October 2003. The
Director-General of ASISand anumber of other interested parties weresimilarly questioned.

49. The PIJCAAD tabled the report of its review of the Bill on 11 March 2004. The
Committee made nine recommendations.

50. Indealing with the question of reporting and accountability, the PJICA AD reflected on
the potential role of the Inspector-General and commented as follows:

“...theCommitteefeel sthat thereisa need for a reporting and accountability regimeto
ensure that there i s sufficient vigbility of how ASIS new capabilities arebeing put into
practice. The Inspector-General of Intdligence and Security (IGIS), Mr Bill Blick,
indicated to the Committee that he anticipated being ableto ‘incorporate inspection of
this kind of matter into our normal inspection routine’, to ensure that ASIS was
complying with the conditions under which approval had been given.

The Committee proposesthat theresults of the IGIS ingections should beincluded in
the IGIS annual reportsto Parliament, and could indude — at theundassfied level —
basic data on how frequently the new capabilitiesare being exercised.”*

51.  The government accepted the recommendations of the PICAAD, with some minor
qualifications. The Bill was returned to Parliament and was passed on 1 A pril 2004.

52.  In the period between the passage of the Bill and the end of the reporting period my
office was consulted on the development of the guidelines and protocols envisaged in the
amended ISA. This work was ongoing & the end of the reporting period.

53.  Duringthereporting period A SISand DSD continued to develop and refinetheir intemd
procedures in order to improve compliance with the requirements of the I1SA and tosafeguard
the privacy of Australian persons fromunnecessary or inappropriate intrusion.

54. Mr Blick and | each devoted significant resources to the ongoing development of
guidelines and other compliance-related processes, and by participating in training activities
conducted within the agencies.

! Parliamentary Joint Committee on ASIO, ASIS and DSD 2004, Review of the Intdligence Services
Amendment Bill 2003, PJCAAD, Canberra, 2004, p. 7.
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55.  As mentioned in last year's annual report, the ISA provides, at section 14, tha astaff
member of a relevant agency is not subject to civil or criminal liability for certain ads that
might otherwise attract liability, provided the act is done in the proper performance of a
function of the agency.

56.  Afurther provision empowers the Inspector-General to certify in writing facts relevantto
whether an act was donein the proper performance of the agency’s functions. Such certificates
are prima facie evidence for the purposes of proceedings.

57.  Itwasnecessary, following passage of the Act, to develop protocols to ensuretha inthe
event of any claim for immunity under the legislation, there would be an gopropriate
mechanism, involving consultation with the Inspector-General, to enable law enforcement
agencies to consider the legitimacy of the claim

58.  Protooolswith most of the police services have been finalised. | amhopeful that this will
be completed in the near future with the remaining police services.

59. My predecessor mentioned in his last annual report that experiencewith the Ac and the
privacy rules had revealed some issues tha should beaddressed by legislative amendment in
due course.

60. MrBlick formally pursued this matter with the Secretary of the Department of the Prime
Minister and Cabinet (DPM & C) before his retirement. The Secretary of DPM &C, Dr Peter
Shergold, wrote to me shortly after | took up my appointment agreeing that such a review
would be valuable.

61. | amgrateful that Dr Shergold has accepted the suggestion of my predecessor, and my
office stands ready to support this review whenever it occurs.

I nspector-General of Intelligence and Security Act
62.  There were no amendments to the IGIS A ct during the reporting period.

63. Mr Flood made several recommendations in his report which if accepted by the
Parliament, will require changes tothe IGSAct.

64. Although MrFood submitted his report to the Prime Minister after the conclusion ofthe
2003-04 reporting period, it is gopropriateto flag in this report those recommendations which
arerelevant to the IGISAct:

“Recommendation 2 - ... the Inspector-General of Intelligence and Security Act 1986
should beamended to ind ude scrutiny of DIGO on a basiscomparablewith that which
appliesto DSD and ASIS.

Recommendati on 3 —The mandate of the Inspector-General of Intelligenceand Security
should be extended to allow IGISto initiateinquiries at hisor her own discretion into
mattersrelatingto ONA and DIO without minigerial referral, congstent with the IGIS
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jurisdiction in respect of ASIO, ASIS and DSD. The Inspector-General should also
conduct a periodic review of ONA's statutory i ndependence.”?

65. | hopeto take the opportunity afforded by these proposed amendments tothe |G SAct,
to also progress a small number of minor technical amendments, some of which have
previously been suggested by my predecessor.

INSPECTIONS, COMPLAINTS AND INQUIRIES

I nspections

66.  As in previous years, inspection of the activities of ASIO, ASIS, DSD and DIGO has
occupied the bulk of the effort of theoffice.

67. Wevisit each of these agencies regularly to inspect operational records, to check that
their activities are conducted with propriety and comply with the law.

68. Inthecaseof ASISand DSD we also access their classified reporting and some other
records electronically fromcomputer terminals in our office.

69. Details of inspection activities are in the chapters of this report that deal with the
individual agencies.

Complaints

70.  Thenumber of new complaints, when taken as aglobal figure, stabilised during 2003-04.
There were 23 new complaints leading to preliminary or full inquiries (29 in 2002-03) and 35
new complaints nominating aspecific agency tha weredealt with without the need forinquiry
action (32in 2002-03).

Search warrants

71.  The office received a number of complaints during the 2002-03 reporting period
concerning the execution of entry and search warrants by A SIO. These complaints required
detailed inquiry and investigation and as a consequence, most were carried over into the 2003-
04 reporting period.

72.  Allof these conplaints werefinalised by my predecessor before his retirement in M ach
2004.

73.  WhileMrBlickfound tha theactions of A SIOwerereasonable and appropriatein most
of the cases he examined, he did identify some procedural issues which he believed required
further attention. In two cases issues of compensation arose. More on these matters are
contained in the ASIO chapter.

2 Austrdian Government, Inquiry into Austrdian Intdligence Agencdies, Report of the Inquiry into
Australian Inteligence Agencies, (Philip Flood AO), Canberra, 2004, p. 180.
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74.  Sincetaking up the position of Inspector-General | have been pursuing the procedural
matters with relevant parties, both within and external to A SIO. This work was ongoing & the
completion of the reporting period.

Recruitment and employment related concerns

75.  The number of staff employed by the Australian intelligence community has risen
substantially in the last few years, in lockstep with changed perceptions of the global security
situation.

76.  As aconsequence of the above, the AIC agencies have been undertaking largescale
recruitment campaigns. It is not surprising therefore that my office has notedsome increase in
complaints about recruitment and selection processes.

77.  Section 8(5) of the IGIS Act limits the cgpacity of the IGS to inquire into complaints
made by an employee of an agency over which this office has jurisdiction, to the exent that
those matters are directly related to the promotion, termination of appointment, discipline or
remuneration of the complainant or to other matters relating to the complainant’s employ ment.

78.  Thislimitation does not apply to members of the public applying for employment inthe
first instance; members of oneA ICagency goplying for employment in another AlCagency;or
where a complainant is referring to systemic problems rather than a specific employment
related concern.

79.  The majority of the recruitment/selection related complaints received by this office
during 2003-04 werefrom members of the public. These complaints covered avariety of issues
including the nature of security background checking, the use and interpretation of standardisal
psychometric instruments and other aspects of Organisational Suitability Assessment (OSA)
procedures.

80. These complaints were spread fairly evenly across the agencies with the notable and
pleasing exception of A SIO which did not generate any complaints of this type.

8l. Mr Blick and | both encouraged those agencies with whom we have dealt on specific
complaintsto provide moredetailed feedback to unsuccessful candidates for specific positiors,
where doing so would not compromise security.

Defence Force complainant

82. A serving member of the ADF, Lieutenant Colonel Lance Collins wrote to the Prime
Minister in March 2004, with aseries of grievances which were subsequently made public. In
his letter Lt Col Collins was critical of aninquiry conducted by Mr Blick, which was finalised
in May 2003.

83.  InApril 2004, the Prime Minister released an unclassified version of Mr Blick’s report.
The primary conclusion drawn by Mr Blick was tha while Lt Col Collins’ concerns were
genuinely and sincerely held, they did not stand up to objectivescrutiny.
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84.  Further discussion of this matter is provided elsewhere in this report, in the chgpter on
DIO.

Asylum seeker compensation

85.  The 1999-2000 | GIS annual report provided details of an inquiry into a complaint from
an asylum seeker where Mr Blick recommended that compensation should bepaid.

86. Thecomplainant’slawyer submitted adetailed claimto A SIO in June 2003. | am happy
to report tha the matter has been finalised and compensation has been paid.
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PERFORM ANCE

PERFORMANCE INDICATORS

87.  Asin previous years, the effectiveness of the office may be assessed against a range of
fairly standard quantitaive and qualitative performance indicators, which include:

the time taken to deal with complaints and conclude inquiries

acceptance by ministers and agency heads of recommendations arising from
inquiries

positive responses fromagencies to issues we raise arising frominspection
activities, and

thelevel of assurancethelnspector-General can providethat the agenciesae
conducting their activities legally, with propriety, and with regard to human
rights.

TIMELINESS

Statidics

88. At the start of the reporting period 10 preliminary inquiries remained open. These
comprised 9 complaints about ASIO, and one complaint from a member of the public about
DSD. All were finalised during the reporting period.

89.  Inaddition, there were 68 approaches frompeople with new or continuing complaints
against a nominated agency. This compares with a figure of 70 such contacts during the
2002- 03 reporting period.

90. These 68 approaches comprised:

23 new complaints leading to preliminary or full inquiries, nine of which
remained open at the end of the reporting period (see Annex 1, Table 1).
There were 29 such complaints in the 2002-03 reporting period

10approachesseeking aprevious complaint bereviewed or anew inquiry be
conducted (compared to 9in 2002-03), and

35 new complaints where an agency wasspecifically identified, which were
dealt with administratively (see Annex 1, Table 2). There were 32 such
complaints in 2002-03.

91. Wetryto respond to thethird caegory immediately or within afew days & most. One
such contact remained to be dealt with as at 30 June 2004, but was finalised early in the next
reporting period.
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92.  In addition, 60 people contacted the office with concerns of a generic or non-specific
nature, also not requiring formal inquiry action (against 78 in 2002-03).

93. We do not have specific target times for completing preliminary or formal inquiries
because we often require input from persons or individuals over whom the office does not
exercise direct control.

A. Inthefiveyears between 1 July 1999 and 30 June 2004, the average time taken on each
suchinquiry was 106.37 days, whilethe averagetimetaken in 2002-2003 was 123.56 days,and
in 2003-2004, 170.12 days.

95.  Althoughtherehas been anincreasein thelength of time taken to resolve complaints in
thelast two reporting periods, this largely reflects tha anumber of long running inquiries were
finally concluded. Gven the relatively small number of complaints handled by this office
(compared to bodies such as the Commonwealth Ombudsman), the completion of any long
running case will inevitably, disproportionately skew measures such as this.

96. Resolution of inquiries can be and frequently is influenced by factors such as:
the complexity and range of issues raised
the immediacy of the mattersto be inquired into
the accessibility of necessary information
locating persons with knowledge of the matters being inquired into, and
the need to observe the formal processes set out in the IGS Act.

97.  The office’'s capacity to reduce the time it takes to conclude its investigations will
continue, as alway's, to depend on the complexity of the cases that cometo our attention and the
responsiveness of athers, as well as our own efficiency.

ACCEPTANCEOFRECOMMENDATIONS
98. Itisvery rarefor an agency to reject recommendations of the Inspector-General.

99.  All recommendations made by the Inspector-General in this reporting year were
accepted.

RESPONSIVENESS TO ISSUES RAISED IN INSPECTIONS

100. During and following inspection visits to each of the collection agencies, both Mr Blick
and | made suggestions on how procedures could be streamlined or improved. These

suggestions were generally accepted and acted upon. Inthevery few cases wherethey werend,
| accepted that there were good reasons for not doing so.

101. The intelligence and security agencies continued to seek the views of the Inspector-
General on draft policies and procedures whereissues of propriety and/or legality arose, orwere
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likely to arise. The willingness of the agencies to seek and accept input from this office
demonstrates a genuine commit ment on their part to conduct their activities legally and with
propriety.

L EVEL OF ASSURANCE

Number of complaints

102. As commented on in recent annual reports, the number of new complaints to the office
increased noticeably in theperiod following the September 2001 terrorist attacks on the United
States. These figures have stabilised in the 2003-04 reporting period, close to the post 9/11
high-water mark. Several external factors have played a part in this.

103. Terrorist attacks such as have occurred in the United States, Bali, Jakartaand M adrid,
require greatly increased investigative effort by the intelligence agencies, with consequential
Impacts on the wider community.

104. The government has provided a significant boost in resources to the intelligence
collection agencies in recent years, much of which is being devoted to recruiting and training
additional staff. It follows that if the collection agencies have more staff, and the operational
tempo of the agencies has also shifted upwards, that the agencies are more likely to interact
with members of the public than they have previously.

105. Another factor leading individuals to our office is the exdra prominence given to
intelligence matters by the news media. References to the IGIS in the media have increased.

Summary

106. During the reporting period Mr Blick and | found several instances where the agencies
acted beyond their authority. These are described in the chapters of this report tha deal with
each agency individually.

107. However, we came across no evidence tha the intelligence and security agencies, or
individual members of the agencies, have knowingly acted, or wish to act, beyond their
authority. Nor is there evidence of enduring systemic deficiencies tha would lead to breachesof
propriety, the law, or human rights.

108. Theintelligence and security agencies continueto be:

focussed on achieving the objectives set for them by the Parliament and
government

responsiveto ministerial direction
aware of the limits of their authority, and

concerned to condud their business in a professional manner.
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AUSTRALIAN SECURITY INTELLIGENCE ORGANISATION

WHAT ASIO DOES

109. The Australian Security Intelligence Organisaion is Australia’s security service. Its
functions areset out in the Audralian Security Intelligence Organisation Act 1979. It is also
subject to guidelines issued by the Attomey-General.

110. ASIO's mainroleis to gather information and produce intelligencetha will enable it to
warn thegovernment about activitiesor situations that might endanger A ustralia’s security. Itis
not alaw enforcement agency.

111. The focus of ASIO's work is on terrorism, people who may act violently for political
reasons, and people who may clandestinely obtain sensitive government information or
otherwise harm A ustralia’s interests in order to further their own causes or the interests of
foreign governments.

112. Under its legislation, ASIO must not limit the right of persons to engage in lawful
advocacy, protest or dissent and the exercise of that right shall not, by itself, be regarded as
prejudicial to security.

113. A SIOdoes not havethestatutory authority or theresources to engagein surveillance of
ordinary members of the community going about their normal business.

114. A SO has to obtain specific ministerial authority for use of its most intrusive powers,
such as questioning persons who are believed to possess information which would substantidly
assist the collection of intelligence in relation to a terrorism offence, telecommunications
interception, use of listening devices etc.

115. Other ASIOfunctionsincludecollecting foreign intelligencein Australia, and providing
security assessments and protective security advice.

116. Further information about A SIO, the Attorney-General’s guidelines and the Australian
Security Intelligence Organisation Act 1979, can be found on ASIO’s Interne homepage
located &, http://www.asio.gov.au.

SIGNIFICANT ISSUES

Questioning and detention warrants

117. Asmentioned in ‘The Year in Review’ chapter of this report, the Parliament passed the
ASIO Legidation Amendment (Terrorism) Act 2002 on 26 June 2003. TheAct received Royal
Assent on 22 July 2003 but a warrant could not be issued until a Protocol on the proceduresto
be followed in the exercise of authority to detain persons and conduct questioning, was tabled
in Parliament. The Protocol (see Annex 2) was tabled on 12 August 2003. Amendments made
by the ASIO Legidation Amendment Act 2003 received Royal A ssent on 17 December 2003.
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118. Thelegislativeprovisions that provide A SIO with access to questioning and detention
powers are contained in Division 3 of Part Il of the ASIO Act, and run to over 40 pages. The
length of this Division reflects the considerable efforts of the legislature to incorporate
procedural protections and safeguards into the various sections of this Division.

119. Briefly summarised, thenew Division requires that warrants sought under s34D of the
ASIO Act can only be authorised by a recognised Issuing Authority such as a Federal
Magistrate or Federal Court Judge, on the basis of a request from the Director-General of
Security that has been consented to by the Attorney-General.

120. The obligations on the subjects of section 34D warrants include:
appearing when and where they are directed to in the warrant
giving any information requested in accordance with the warrant

not deliberately making false or misleading statements in a material
particular, and

not failing to produce any record or thing in their possession that is
requested.

121. Failure to comply leaves the subject at risk of prosecution for acrimnal offence for
which the maximum penalty is imprisonment for five years.

122. Information obtained in the course of questioning the subject of a s34D warrant is not
admissible against the person in criminal proceedings, except where the subject is being
prosecuted for failure to comply with arequest to give information, or to produce arecord or
thing, that is made in accordance with the warrant.

123. Theroleof the Prescribed A uthority isto overseethe questioning of individuals who ae
thesubject of section 34D warrants and to ensurethat they are afforded procedural fairness. The
qualifications necessary to be a Prescribed A uthority are set down at s34B of theASIOAct. In
most cases they are likely to be judicial officers of long standing who have recently retired.

124. Those safeguards which specifically involve the Inspector-General include the
following:

Section 34C(3A)(a)(i) requires that the |G Sbe consulted in the devel opment
of a written statement of procedures to be followed in the exercise of
authority under section 34D of the ASIOACt.

Section 34E(1)(e)(i) requires the Prescribed Authority to explain to the
subject of asection 34D warrant that they havetheright to makeacomplaint
to the IGIS about A SIO, either orally or in writing.

Section 34F requires that anyone holding a person in custody or detention
under Division 3 of the ASIO Ad must give the person facilities for
contacting the IGIS.
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Section 4HAB of the ASIOA c providesthe Id Sand Ol Gl Sstaff menbers
with theright to be present a the questioning or taking into custody of sucha
person should they chooseto do so.

Section 34HA of the ASIO Act provides that where the IGIS has a concern
about impropriety or illegality in connection with the exercise of powers
under that warrant, they may raisetha concern with the Prescribed Authority,
who must consider the Inspector-General’s concern.

Section 34Q of theA SIO A ct details those materials whichASIO is required
to provideto the IGS is respect of section 34D warrants. These materials
include a copy of any draft requests for a warrant given to the Attorney-
General, any warrants issued, a copy of any video recordings made of the
guestioning of subjedts, and a statement containing details of any seizure,
taking into custody, or detention.

Section 34QA imposes areporting requirement on the IGdS where multiple
warrants are issued in respect of an individual.

125. Thereisno legislativerequirement for the Inspector-General to attend the questioningof
thesubjects of s34D warrants. However, my predecessor as Inspector-General, Mr Blick, gave
an undertaking to the PJCA A D that heintended to atend thefirst few occasions wherethe new
powers were used and then review his position after tha (pp 14-15, PICAAD Committee
Hansard, 30A pril 2002 refers).

126. It is not possible, for security reasons, to provide specific details of when, where, and
against whomA SIO used its new special powers during the reporting period.

127. However, | am able to say that with the exception of only one day either Mr Blick,
myself, or one of my staff, have been present on all days when the subject of a section 34D
warrant has been questioned, for the full duration of the questioning. The exception was a
relatively brief period of questioning on one day, which was video-tgpoed and for which a full
written transcript was also provided to my office.

128. Mr Blick and | have corresponded with the Director-General of Security and the
Attorney-General, detailing our views on how the new powers worked in practice. We obsaved
tha in all instances where a section 34D warrant was executed, in accordance with Section
34Q, our office received:

advancenoticefromA SIOthat it intended to approach the Attorney-General
seeking consent to request such awarrant froman Issuing Authority

acopy of warrants issued under section 34D, and

acopy of video recordings made of the questioning of subjects.
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129. Mr Blick and | have raised several procedural and practical issues based on our
experience in observing the execution of section 34D warrants. These include:

whether lawyers representing the subjects of such warrants should be given
scope to address the Prescribed Authority conceming the continuation of
questioning

the provision of legal aid to the subject of warrants

whether relevant terrorismoffences wereidentified with sufficient specificity
in the warrant documentation

the recording of elapsed time during questioning, and

the degree of privacy which is afforded to the subject of such warrants to
meet their religious obligations, consult their legal representatives or lodge
complaints.

130. These matters have been the subject of on-going discussions with ASIO and the
Attorney-General’s Department.

131. Mr Blick and | came to the same general conclusions on the use to date of section 34D
warrants, as follows:

the questioning of the subjects of s34D warrants has been conducted in a
professional and gopropriate manner

the subjects of questioning have been accorded dignity and respect
the facilities used for each questioning session have been gppropriate

due consideration has been given in each case to the subject’s physical
comfort and religious needs, and

the existing commitments of subjects have been properly taken into account
in determining the timing of questioning.

Search warrants

132. At the completion of the 2002- 03 reporting period, 10 preliminary inquiries remained
open. The mgjority of these inquiries related to complaints about the manner in which ASIO
had executed entry and search warrants. Each of these inquiries was concluded by Mr Blick
during the 2003-04 reporting period.

133. For the most part Mr Blick found that the complaints could not be substantiated.
However, in two cases there were issues of concem. These are discussed a paragraphs 197-
202. Mr Blick also identified some procedural issues which he believed required consideration.
This is discussed further at paragraphs 203 — 207.
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INSPECTION ACTIVITIES
Scope and reporting arrangements

134. ASIOistheAlCagency most likely to comeinto contact with members of theA ustrdian
public. It is therefore appropriate tha ASIO’s intelligence collection activities should be
subjected to moreintensive and morefrequent review by the Inspector-General than any of the
other members of the intelligence community.

135. Shortly after being appointed Inspector-General | wrote to the Director-General of
Security setting out the range of inspection activities | planned to undertake. In that letter |
indicated that if any concerns or matters worthy of comment wereto arise during an inspection
activity, amember of my staff or | would discuss themwith an appropriate senior manager or
liaison officer in the first instance. | also indicated that following each inspection visit | would
write to the Director-General with a summary of our findings.

136. During the reporting period, this office regularly inspected records associated with the
following ASIO activities:

warrant operations
authorities to investigate

access to, and use of, information obtained fromthe Australian Transaction
Reports and A nalysis Centre and theA ustralian Taxation Office

provision of information to, and liaison with, law enforcement agencies

the official use of alternative documentation to support assumed identities,
and

compliance with the Archives Act.

Warrant operations— procedures

137. ASIO has access to a range of special powers to assist it to perform the functions
mandated for it by the Parliament. These special powers can only be used in limited
circumstances following the issue of a properly authorised warrant.

138. The use of special powers is provided for under Divisions 2 and 3 of Part 11l of the
Australian Security Intelligence Organisation Act 1979, and various sections of the
Tel ecommuni cations (Interception) Act 1979.

139. TheAttorney-General is the issuing authority for all special powers warrants, with the
exception of s34D warrants (ie. questioning and detention warrants). The issuing authority for
s34D warrants will ordinarily be a Federal M agistrae or a Judge. A s34D warrant cannot be
sought froman Issuing A uthority unless the Attorney-General has consented to this action.
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140. Inadditionto s34D warrants there are seven broad special powers warrant categories,as

follows:

telecommunications interception (including named person warrants)
entry and search

computer access

listening device

tracking device relating to persons or objects

inspection of postal and delivery service articles, and

foreign intelligence collection.

141. Since becoming Inspector-General | have increassed the frequency of our warrant
inspection visits toASIO'’s central office from bi-monthly to monthly.

142. To ensure that ASIO does not seek warrants without proper justification, thorough
planning and gopropriate consideration at various levels of approval, wecheck ASIO's files for
documents showing:

the intelligence or security case that ASIO has made in support of the
application

tha thepeople named in warrants are in fact thoseof interest to ASIO
tha appropriate internal approvals for the request have been obtained

the persons to whomthe Director-General has given authority to executethe
warrant or to communicate information obtained froma warrant

the Attomey-General’s approval, when obtained

tha reportsto theAttorney-General of the outcome of executed warrants are
factual and have been provided in atimely manner, and

tha theactivity concemed did not begin before, or continue after, the period
approved by the Attorney-General.

143. Inthe courseof our rolling visits programme we aim to inspect documentation for all
warrants issued.

144. During the reporting period we reviewed many warrant documentation files several
times, to ensurethat they were being properly managed throughout the period of thewarrant.In
each case we were satisfied that A SIO had:

reasonable grounds for seeking a warrant
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provided sufficient information for the Attorney-General (or the Issuing
Authority in the case of s34D warrants) to make an informed decision

appropriate procedures in place to check that the conditions of the warrant
were being fulfilled

reported the results of warrant operations to the Attorney-General in an
accurate manner, and

maintained the key accountability documents onthe relevant files.

145. As an additional safeguard, my staff and | also periodically review a sample of
operaional management files alongside the warrant documentation files, so that we might gain
abetter insight into operational planning and management issues, and the practical effectsofthe
execution of some warrants. No issues of concem arose fromthis further scrutiny.

Unauthorised telgphone interception

146. We noted three instances of unauthorised telephone interception during the 2003-04
reporting period. This is the same number of instances as was recorded during the previous
reporting period. Details are as follows:

In the first instance the expiry date of a telecommunications interception
warrant was incorrectly programmed into the automated interception system
used by ASIO (the 18" of the month was inserted instead of the correct
exiry date of the 8’“). This error was noted several days after the correct
expiry date had passed. None of the product collected in the period between
the expiry of the warrant and when the error was noted was processed. Mr
Blick was saisfied tha the error in this case was inadvertent and tha
appropriate remedial measures were taken.

Inthe second instanceA SIO provided correct details of atelephoneserviceto
be intercepted under warrant authority to atelecommunications carrier, but
the carrier mistakenly connected the wrong service to the ASIO recording
system. This error, which was wholly beyond the control of ASIO, was
promptly noticed and all associated data was immediately destroyed.

In the final instance, a telephone service which had been the subject of a
previous valid warrant was left off thelist of numbersto beintercepted when
the warrant in question was renewed. Due to inexact/partial validation
checking at the time the warrant was renewed this service continued to be
intercepted and product from it continued to be delivered, as though its
collection had been properly authorised. A large number of calls were
received by this service but they were not monitored because theservicein
guestion was not on the list of services authorised by the warrant renewal.
While this breach occurred due to the cascading effect of several human
errors and the remedial steps taken in this case were appropriate, | am
concerned tha an error of this kind did occur. | am exploring what new or
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additional checking procedures my office might undertake so | can be
assured that there is no repdtition.

147. My office also noted an instance whereintercept from several authorised A SIO warrant
operaions was misdirected to alaw enforcement agency for a very brief period. This error,
while concerning, was again beyond the control of ASIO. The misdirected material has been
retrieved and appropriate remedial actions taken to limit the risk of any reoccurrence.

Other warrant related i ssues

148. We had cause on several occasions to query the timeliness of the reports provided by
A SIOto the Attorney-General on the outcome of the use of special powers warrants.

149. Section 17 of the Tdecommunication (Interceptions) Act 1979, requires the Director-
General of Security to furnish reports of Tl related warrants within three months of the expiry
or revocation of such warrants. By contrast, Section 34 of the ASIO Act 1979 simply requires
the Director-General to furnish a report to the Attorney-General in respect of each warrant
issued under the ASIO Act, ie. it does not specify a period within which reports must be
provided.

150. Although MrBlickand I did not identify any instances wherethereporting requiremrents
of theT(l) Act were not met, we haveseparaely identified delays in reporting the outcome of
non-TI warrant operations. Mr Blick expressed the view to the Director-General of Securitythet
unless there are unanticipated problems in processing information obtained under such
warrants, reports should be provided to the Attorney-General in a similar timeframe to Tl
warrants. If areport is delayed for any length of time, thereasons for the delay should be stated
in the report.

151. 1 do not wish to convey the impression that this is a mgjor problem, but it is a matterto
which | will be attuned in the coming year.

152. Inrespect of a specific warrant operation, Mr Blick suggested that the documentation
provided to theAttorney-General seeking his authorisation could have provided fuller detalson
thesafeguards which wereto beput in placeto limit intrusions into the privacy of persons who
were not connected to the subject of interest.

153. In thecasein question, the Attomey-General had already received a briefing note on
what was proposed months in advance of theoperaion. Mr Blick suggested that the proposed
safeguardsshould have been incorporated into the request documentation so tha theAttorney-
CGeneral could formally indicate goproval of the safeguards and also bereassured that ASIO is
committed to minimising intrusions into the privacy of members of the public.

154. MrBlick and | also raised several technical/legal issues during thereporting period such
asthecircumstances when alistening device warrant might be used in preferenceto acompuer
access warrant, the effect of name/service changes on the validity of warrants, and the legal
effect of minor discrepancies between warrant request documentation and the warrants
themselves.
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155. We also raised several minor points designed to enhance the clarity of warrant
documentation, thereby removing possible ambiguities.

156. Several minor procedural issues also came to notice during inspections, mainly relating
to the absence of some accountability documents. In each case the missing documents were
quickly located and presented for review.

157. Given the increasing number of warrants that have been sought in recent years, the
complex nature of the operations being planned and the speed with which most warrant
documentation is tumed around, the incidence of error is very low.

158. | would like to commend the staff of ASIO’s warrant documentation section for their
industry, willingness to raisewith my office issues of possible concern, and responsivenessto
our requirements.

Authoritiesto investigate - procedures

159. The authority to investigate (ATI) process involves goplications by A SIOstaff to more
senior officers for authority to conduct investigations in relation to people or organisations of
national security interest. Weregularly inspect the records of theATI consideration processad
the files recording the resulting investigaive activity.

160. During the reporting period we examined files relating to every ATl issued inASIO’s
central office and aselection of those issued in ASIO’s other offices.

161. Given theincreasing number of ATIs that have been raised in recent times and tha this
number is likely to grow rather than diminish, | have increased the frequency of visits by this
officeto A SIO's larger state collection offices and will continueto review theresourcing of this
important function.

Authoritiesto investigate— results of inspections

162. As with warrant operations, detailed public discussion of specific cases isnot possible
but comment follows in general terms uponseveral cases reviewed during thereporting periad.

163. InonecaseMr Blick noted that aparticular ATI was formally approved two monthsafter
investigative activity had commenced. The explanation provided was that oral goproval had
been obtained from a properly qualified authorising officer but the paperwork had not been
completed, “... dueto the urgency associated with this particular operation.”

164. While Mr Blick accepted that oral goproval from an appropriately senior officer is an
appropriate basis to initiate action in truly exceptional cases, he madethe point that these cases
will be rare and the associated paperwork should be completed as soon as possible once the
urgency has passed.

165. In another case, we noted an instance where a requesting officer and the approving
officer were the same person. The officer concerned was counselled by ASIO that this was
contrary toATI policy and amendments were madeto theATI templateto ensurethat any future
such requests would be automatically rejected.
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166. Duringthereporting period we noted several ATIs had been raised in respect of aminor.
WhiletheseATIs were properly endorsed and the supporting arguments for investigative action
were quite reasonable in the circumstances, a member of staff suggested to us tha the
authorising officer in such cases should be no lower than at the SES Band One level (or
equivalent). | endorsed this suggestion, and the relevant intemal ASIO policy has now been
amended along these lines.

167. Duringtheseinspections weidentified several instances whereATIs contained incorrect
information. For the most part these weretranscription errors which were promptly corrected.

168. My predecessor and | expressed concern at various times that the ‘limits on
investigation’ field on some ATI submissions were lacking in detall. My office has been
pursuing this issue with ASIO’s senior operational advisers.

169. Although the nature of inspection work is such that we tend to look for and therefore
find fault, the general quality of the ATIs | have examined is of a high standard.

ASIO and law enforcement agencies

170. Theincreased focus on terrorismduring thereporting period necessarily involved close
cooperation between A SO and law enforcement agencies.

171. As has been described elsewherein this report, A SIO required the assistance of various
federal and stae law enforcement bodies in the course of executing a number of entry and
search warrants. | believe that cooperation in this areais good but can be improved, and will
work towards clarification on the roles of each in such operaions, over the next 12 months.

172. More generally, during our periodic visits to ASIO state offices we examine ASIO’s
records conceming exchanges of information with local law enforcement agencies. We found
these records to be properly maintained and sufficiently detailed for us to conclude that the
exchange of information that occurs does not exceed what is necessary for the performance of
the functions of the organisaions concemed.

173. In examining these records we probed the internal controls around the passage of,
storage, and access to, information on persons of intelligence interest to law enforcement
agencies. We will continueto do so in the coming reporting period.

AUSTRAC and the Audralian Taxation Office

174. TheFinancial TransactionsReportsAct 1988 and the Taxation Administration Act 1963
provide for ASIO to obtain information fromthe A ustralian Transaction Reports and Analysis
Centre (AUSTRAC) and the Australian Taxation Office, in strictly prescribed circumstances.

175. The procedures involved in ASIO accessing financial transaction reports and taxation
information are set out in memorandums of understanding (M OUs) between the respective
parties.
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176. Thelnspector-General of Intelligence and Security and the Director of AUSTRA Chave
also entered into a MOU covering oversight issues and the Inspector-General provides an
annual report to the Attorney-General on A SIO’'s compliance with its obligations.

177. We regularly review ASIO's access to financial transaction reports and it is gpparent
from this that ASIO is complying with the requirements of the MOU beween itself and
AUSTRAC. Until recently, approved ASIO staff could only obtain access to financial
transaction records & AUSTRAC premises. ASIO now has direct on-line access to this
information.

178. A SO has formal internal procedures for approving access to AUSTRA Cinformation
similar to those goplying to ATIs. These procedures require ASIO investigators who need
information about thefinancial transactions of persons of interest to obtain approval fromsenior
officers. Interrogation of the databases is not undertaken by the investigator who requires the
information but by an officer specially authorised and trained for the task. Under the MOU
between A SIO and A USTRA C the maximum number of authorised officers at any onetime is
twelve.

179. The procedures require that, before access is approved, the entity under investigaion
also bethesubject of anATI or identified in an Intelligence Requirement document which has
been endorsed a a senior level within ASIO.

180. Thisoffice receives regular onlinestatistical usagereports of who inASIO is accessing
AUSTRA C dataand an audit record of each search conducted. These records are generated by
AUSTRAC.

181. Neither Mr Blick nor | have identified any significant problems with ASIO’s accessto
and use of AUSTRA C data.

182. Wealsoreviewall instances whereA SIO seeks and/or obtains access to taxation records.
It is apparent tha, as with access to AUSTRAC records, ASIO is complying with the
requirements of the M OU between itself and theA ustralian Taxation Officeand is careful notto
abusethe access which has been agreed.

Use of assumed identities

183. Amendments to the Crimes Act 1914 during 2001-2002 required Commonwealth
agencies that issueor use alternate identity documentation, to maintain appropriate records.

184. The amendments require ASIO, as soon as practicable after 30 June each year, to give
theInspector-General areport for theyear. The Director- General of Security furnished mewith
such areport for the 2003-04 reporting period on 26 July 2004.

185. The report showed that ASIO issued a moderate number of authorisaions under the
legislation for useof assumed identities by intelligence officers and that no particular problemrs
had been identified in the issuing, variation, use and cancellation of this material.

Ingoetor -Genegral of Intdligenceand Seaurity
Annual Report 2003-2004



186. Priortoreceivingthisreport, Mr Blick and | quiteindependently reviewed the approvas
process and related documentation associated with supporting assumed identities. The
conclusions we reached were identical to those contained in the Director-General’s report.

Archivesissues

187. The Director-General of Security provides our office with quarterly progress reports on
ASIO's performance in meeting its obligations under the Archives Act 1983. Like my
predecessor, | also meet periodically with relevant ASIO staff to discuss their handling of
significant archive issues.

188. Wesometimes receive complaints about the handling of archives access requests butthe
incidence of such complaints has declined in recent times. Wereceived only one such conplant
during the 2003-04 reporting period.

189. Individuals who aredissatisfied with decisions on archives applications havetherightto
havethemreviewed by the Administrative A ppeals Tribunal.

190. On the basisof the reports | have received fromthe Director-General and speaking to
members of his staff, | am satisfied that A SIO's performancein meeting its obligations hasbem
sdisfactory, especially considering the competing priorities which arebeing placedonASIO’'s
resources.

Contact with staff

191. Mr Blick regularly participated in training sessions for ASIO officers and inductees,
addressing them on accountability issues and the work of this office. | believe this is an
important function of the office and as aconsequence readily accept every invitation | receive
to speakto A SIO staff that | amable to atend.Wherel amunable to atend, my staff will do so

in my place.

192. A SlOofficersalso brief me fromtime to time on matters that touch upon thework of the
office, or to seek an independent opinion.

193. The Director-General places no barriers to contact between A SIO staff and members of
this office. Indeed he encourages such contact and does not seek to monitor or control it in any
way. For our part, we seek to use this freedom of access positively and responsibly so as to
minimise any adverse impact on the work of the agency.

COMPLAINTS AND INQUIRIES

194. During the reporting period 35 complaints aout ASIO were concluded without
proceeding to a full or preliminary inquiry® (compared with 32 such cases in 2002-2003).

195. Nineoutstanding complaints about A SIOwere carried over fromthe previous reporting
period. The office conducted preliminary inquiries into 10 new complaints ebout ASIO, and
initiated full inquiries into two new complaints.

% See Annex 1 for descri ption of the various types of inquiry.
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196. Some of the complaints dealt with during the reporting period are summarised below.

Compensation arigng out of previous search warrant complaints

197. MrBlick highlighted two cases in his last annual report where he had recommended tha
A SIO pay compensation arising out of the use of search warrants (see paragraphs 136-145 of
the 2002-2003 | GIS Annual Report).

198. Inthefirst of thesecases, thecomplainant alleged that a computer that had been seized
in the course of an A SIO search had been retumed in a damaged state.

199. Mr Blick concluded, onthebasis of an independent technical analysis of the computer
and his other investigations, that while it was unlikely that the alleged damage had occurred
whilethecomputer wasin A SIO's possession, it had nonetheless not been returned in thesame
condition as when it was seized.

200. Mr Blick suggested to ASIO that it offer the complainant compensation. A SIO agreed
and paid the complainant compensation in July 2003.

201. Intheothercase, Mr Blick received acomplaint alleging that asearch had taken placea
premises other than those specified in the warrant. After an investigation Mr Blick concluded
tha thishad indeed hgppened.

202. Notwithstanding tha the error was unintentional, Mr Blick recommended tha ASIO
negotiate with the complainants to reach a mutually agreeable settlement. Negotiations were
continuing a the end of the reporting period.

Search warrant related complaints actioned in 2003-2004

203. ThelGISannual report for 2002-2003 referred to anumber of complaints the office had
received from, or on behalf of, individuals whose residences had been the subject of A SIOentry
and search warrants. Each of these complaints was finalised during the 2003-2004 reporting
period.

204. Theprincipal allegation madein the mgjority of these complaints was that those present
when the warrants were executed had been, in effect, detained and prevented fromgoing about
their normal business. Search warrants do not authorise detention of people and if peoplewhcse
premises are being searched wish to leave they are a liberty to do so.

205. Investigations into the complaints found no evidence to suggest that ASIO tried to
prevent, or actually prevented, persons leaving the premises in question. In fact there were
instances of residents and visitors entering and leaving the premises during the search process.

206. During an overt search of the kind conducted by A SIO in these cases, residents are free
to go about their business so long asthey do not threaten the integrity of thesearch. Video and
audio records made during the execution of these searches incidentally recorded routine
household activities being undertaken by residents.
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207. My predecessor identified some procedural issues in relation to the conduct of the
searches and recommended tha A SIO and concerned law enforcement agencies work towardsa
common understanding of each party’s role and responsibilities. Discussions are continuing
between my office, ASIO, the A ustralian Federal Police and the Commonwealth Ombudsmento
develop suitable agreements.

Seizure of passports

208. This office received several complaints during the reporting period fromindividuals
whaose passports were either seized by ASIO, or cancelled by the Minister for Foreign Affairs
on advice fromAS O.

209. While the circumstances of each case aredifferent, citizenswhoseA ustralian passports
are cancelled have various legal options available to them to challenge such a decision,
including recourse to the Administrative A ppeals Tribunal.

Archival practices

210. The office recelved a complaint in the second half of the reporting period from an
individual who had applied through the National Archives of Australia (NAA) for access to
A SIO's file holdings on himwhich fell into the open period (ie. records that are more than 30
year old).

211. TheNAA released anumber of documents to the complainant, excluding material which
was exempt from disclosure.

212. The Administrative Appeals Tribunal has the power to review decisions to withhold
information from public access after 30years and to make its own decisions about what may be
released and what should be exempt. On occasions this may result in more information being
released to the gpplicant. However, the AAT cannot make rulings on the content of the record,
nor on how or why the information was gahered.

213. Through negotiations withthe NA A in thefirst instance, or thisoffice, complainantswho
disagree with aspects of the ASIO records relating to themselves are able to prepare, where
appropriate, acorrecting statement for placement on their file. This staement is then available
for public access.

214. In thiscasethe complainant was concerned about the content of the records which were
released to him and negotiated with ASIO and NAA to add ‘corrections’ to these files. The
complainant then asked this officeto conduct an inquiry into A SIO’'s management of his casein
the period covered by the open period documents which had been released to him.

215. Therecords released to thecomplainant all predaed the creation of this office. Section
8(8)(a) of the IGISA ct precludes the Inspector-General from inquiring into mattersrelating to
an agency tha occurred before the commencement of the Act, without the gpproval of the
responsible Minister.
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216. Afterreviewing therecords relating to thecomplainant, | decided tha therewas no bass
upon which to approach the Attorney-General for such approval.

Alleged monitoring of single-issueinterest group

217. In early 2004, Mr Blick received a letter from an individual who was concerned at
newspaoer reports which suggested that ‘intelligence officers’ had been closely monitoring the
activities of a named domestic single-issue interest group and had provided briefing to a
government minister.

218. MrBlick commenced aninquiry into theseclaims and | finalised the matter. Theinquiry
included independently reviewing ASIO’s various electronic daabases and conducting an
extensive file search.

219. Theconclusion reached was that therewas no evidencethat A SIO had acted illegally or
improperly. There was no reason to believe tha ASIO had provided any information on the
group to a government minister, nor was there any indication that ASIO had been asked to
obtain information on thegroup by a government minister.
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AUSTRALIAN SECRET INTELLIGENCE SERVICE

WHAT ASISDOES

220. ASIScollects foreign intelligence, relying on human sources to obtain information. It
produces and disseminates intelligence reports to key government decision-makers.

221. ASIS was established by executive order on 13 May 1952 and operated under
government directive until the Intelligence ServicesAct (ISA) came into effect on 29 October
2001.

222. ASISs intelligence oollection and reporting activities are regulated by ministerial
directions, ministerial authorisations and privacy rules, which have been made pursuant to the
ISA.

223. Intelligence priorities for ASIS and other members of the AIC are established in a
planning document that is endorsed and regularly reviewed by the National Security Committee
of Cabinet.

224. Further information about ASISis at, http://www.asis.gov.au.

SIGNIFICANT ISSUES

Intelligence Services Ac

225. | have described in some detail in ‘The Year in Review' chapter of this report the
rationale for, and the process by which, the ISA was amended to permit A SIS people overseas
to beprotected through the use of weapons.

226. This was a very significant amendment and has important practical consequences for
both ASIS and this office.

227. Whentheguidelines arefinalised, this officewill takeacloseinterest in implementation,
including all approvals for wegpons to be carried and wha actually occurs in those instances.

228. In hislast annual report, Mr Blick made particular reference to section 14 of the ISA.
That section provides that a staff member of ASIS or DSD is not subject to civil or criminal
liability for certain acts tha might otherwiseattract liability, provided that the act is donein the
proper performance of afunction of that agency.

229. A further provision of that section empowers the Inspector-General to certify inwriting
factsrelevant to whether an act was donein the proper performance of the agency’s functions.

230. Mr Blick observed tha it was necessary following passage of the ISA to develop
protocols to ensure that, in the event of any claim for immunity under the legislation, there
would be an gppropriate mechanism, involving consultation with the Inspector-General, to
enable law enforcement agencies to consider the legitimacy of the claim.
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231. ASIS has taken the lead in the development of these protocols and has been closely
working with law enforcement agencies in all Australian jurisdictions to develop a common
approach. This work has not been conmpleted more quickly due to the large number of
stakeholders with an interest in this matter and the desire of all parties to g« it right.

232. Protocols have been finalised with most police services and | am hopeful that the
remainder will be finalised shortly into the new reporting period.

233. Asmentioned earlierinthis report, areview of the Intelligence ServicesAct is expected
to occur in the 2004- 05 reporting period.

Media reporting on ASIS

234. There was some significant media comment on ASIS in the last half of the reporting
period:

In March 2004 there was an article alleging ASISinvolvement in particular
events in Gibraltar in the late 1980s and in Jakartain the mid 1990s.

In June 2004 there were articles attempting to connect A SIS personnel and
the treatment of detainees in Irag.

235. | discussed these articles with the Director-General and was also shown the advice
provided to the Minister for Foreign Affairs.

236. | concluded tha in these instances there was no basis on which | should initiate an
inquiry under the IGSAct.

INSPECTION ACTIVITIES

237. Shortly after being gppointed | wrote to the Director-General of ASIS listing the
inspection activities | proposed to undertake as Inspector-General. The program| proposedwas
simlar to that undertaken by Mr Blick, with some minor refinements to reflect recent
developments.

238. The mgjor inspection activities undertaken by this office involving ASIS during the
reporting period have included:

monitoring compliance with the ASIS privacy rules
inspecting current operational files, and

reviewing all submissions, including requests for ministerial authorisaions,
made by ASISto theMinister for Foreign Affairs.

239. Inwriting to the Director-General, | proposed that following each inspection activity |
would write to himreporting the results and outlining any issues raised during the inspection.
This has occurred.
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240. We also agreed on procedures should | form the view tha any matter arising from an
inspection needed to be brought to the attention of the Minister for Foreign Affairs or the Prime
Minister. No such matters arose during the reporting year.

Intelligence Services Act and privacy rulesissues

241. Since coming into effect in October 2001, the ISA has brought about a number of
significant changes in the way A SIS goes about its business.

242. One significant change was the requirement under section 15 of the ISA for ASISto
make written rules regulating the communication and retention by the Service of intelligence
information conceming Australian persons. (The ASIS and DSD privacy rules, which are
essentially identical, were published at A nnex 4 of the IGSA nnual Report for 2001-2002 and
can also be accessed on the ASIS and DSD websites).

243. One of the major ingpection ectivities of this office in respect of ASIS involves us
reviewing ASIS's output of reports on adaily basis for references to A ustralian persons, and
judging whether these references comply with the requirements of the ISA (in terns of
collection) and the privacy rules (in respect of reporting and dissemination).

244. There is no prohibition on ASIS referring to Australian persons in their reporting, but
thereis a requirement that any such reporting be justified against strict criteria which are spelt
out in the privacy rules.

245. In the past, Mr Blick has asked ASIS to maintain records of all instances when
references are made to A ustralian persons in their reporting and to also specify the criterion
upon which those references had been justified.

246. Theofficestopped inspecting theserecords for atimeduring thereporting period dueto
differing perspectives on the utility of the records being kept.

247. As ameans around this impasse, Mr Blick suggested that clearer internal guidelines
should be developed for the benefit of reporting staff. Mr Blick envisaged that these internal
guidelines would set out how the privacy rulesshould be applied, as well as providing guidance
on how the related ‘audit’ coversheets should be prepared for consideration by this office.

248. Work on these guidelines was continuing at the end of the reporting period. In the
meantime, nmy staff and | have been vigilant in identifying any reports which could raise
privacy concems and discussing these with relevant A SIS staff.

249. A secondsignificant change brought about by the ISA isthat aformal process has been
created whereby Ministerial A uthorisations must be sought to providelegal authority forocetan
of ASIS's activities.

250. Onepractical effect of this changeisthat the Minister for Foreign Affairs, rather thanthe
Director-General of ASIS, is responsiblefor approving any activities carried out for the purpose
of collecting intelligence on A ustralian persons.
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251. Given tha ASISis aforeign intelligence collector there are very few instances were
ASIS seeks ministerial authorisation to deliberately collect intelligence information on
Australian persons.

252. My officereviews all Ministerial Authorisaions, and | am satisfied on the basis of these
inspections tha ASIS only seeks goproval to collect intelligence information on Australian
persons where there is a sound basis for doing so, and that the submissions referred to the
Minister contain sufficient detail for well informed decisions to be made.

253.  Section 32B of the Inspector-General of Intelligenceand Security Act 1986 requirestha
the Inspector-General be given a copy of all directions or guidelines given by the responsible
Ministerto thehead of ASIS, as soon as possible after they have commenced. Having reviewed
those submissions provided to the Minister for Foreign Affairs in respect of Ministerial
Directions and other guidelines, | amsatisfied that this requirement has been met.

Review of operations

254. Mr Blick engaged Mr Ron McLeod AM as a consultant during the reporting period, to
assist in the office’s rolling review of ASIS's current operational files. The purpose of this
review activity isto monitor whether ASIS's operaions are being conducted with legality and
propriety.

255. Mr McLeod was well placed to undertake this task given his experience as Inspector-
General of Intelligence and Security between 1995-98, and Commonwealth Ombudsman
between 1998-2003.

256. Mr McLeod conducted inspection visits on an average of approxi mately two days each
month between April and December 2003.

257. Upon becoming Inspector-General, | chose to conduct this activity myself (with
assistance fromoneof my staff), so that | might gain a first hand appreciation of this aspect of
ASIS's work.

258. This review activity naturally has aretrospective focus as | agree with theview that it is
not the place of the IG S to second-guess operational decisions as they occur, or attempt to
manage operational matters & one remove.

259. One good reason for this is tha this office does not have the expertise to provide such
input.Another reason isthat if thel G S offered real-time operational advice and this influencad
decision-making in thefield, a conflict of interest could ariseif those actions were subsequeantly
called into question. Operational case management is rightly the prerogaive of A SISmanagers,
and not something in which this office seeks to directly involve itself.

260. For themost part, the operational cases reviewed by this office in 2003-2004 were wel |
planned, well run, and delivered outcomes that were of significant benefit to the national
interest.
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261. However, Mr Blick and | did raiseanumber of issues with the Director-General of ASS
Whileit is not possible to comment in detail on each of these matters in a public report, they
included:

the extent to which A SIS might seek to influence immigration applications

the extent to which a case officer could or should assist a human source
obtain particular goods

aplan (which was not executed) to disrupt aspecificillegal activity which in
itself raised questions aout legality, and

the desirability for Ministerial Authorisaions associated with specific
operdions to be placed on the relevant operaional casefile.

262. The Director-General has provided considered replies in all instances where we have
received aresponse. Several matters remained outstanding at the end of the reporting period.

263. Inadditionto raising issues of this kind, senior managersin A SISfrequently brief meon
Issues of common interest.

Use of assumed identities

264. Recent amendmentsto the CrimesAct 1914 require Commonwealth agenciestha issue
or use alternate identity information to maintain appropriate records.

265. The amendments also require ASISto, as soon as practicable after 30 June each year,
provide the Inspector-General with areport for the preceding 12 months.

266. The report provided to this office for the 2003-2004 reporting period revealed no
evidence of fraud or any other unlawful activity.

Contact with staff

267. A significant number of A SISofficers meet with mepriorto their overseas postings.The
purpose of these meetings is to remind A SIS representaives of the role and functions of this
office.

268. | also meet with heads of mission who are being sent to posts where ASIS staff are
present, to discuss any issues or concerns they might have prior to their departure.

269. | considerthese meetings to be an important means of reinforcing with A SIS personnel
tha their actions are subject to on-going external scrutiny no matter wherethey are posted, and
that they are obliged to conduct themselves in an appropriate manner at all times.

270. In addition to these pre-departure meetings, members of my staff and | regularly attend
training sessions for A SISofficers and inductees, addressing themon accountability issues and
the work of the office.
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271. Neither Mr Blick nor | travelled overseas in the period covered by this report;
consequently we did not inspect any A SIS stations during this time.

COMPLAINTS AND INQUIRIES

272. No complaints about A SISwerecarried over into the 2003-04 reporting period. Hvenew
complaints about A SISled to preliminary inquiries, whilst Mr Blick initiated one ‘ own motion’

inquiry.
273. In addition to these matters eight persons contacted our office with queries or concerns
about A SISwhich were handled without need for inquiry action.

274. A summary of some of the full or preliminary inquiries processed during the reporting
period is provided below.

Own motion inquiry
275. Mr Blick was briefed on a personnel management matter in January 2002.

276. In November 2003, the Director-General of ASIS briefed Mr Blick on the processes
which had been followed in an attempt to bring this matter to a conclusion. The Director-
General informed Mr Blick that one of the parties (who had resigned from ASIS) was
particularly unhappy with how the issue in question had been handled.

277. On the basis of the information provided by the Director-General, Mr Blick initiated an
‘own motion’ inquiry. | took over the management of this inquiry following my appointment.
This inquiry was still on-going at the completion of the reporting period.

Recruitment related complaints

278. As has been mentioned elsewhere in this report, all members of the intelligence
community have received asignificant boost to their budgets in recent years. Much of this
additional funding has been used to recruit new staff.

279. Given therae at which the intelligence community has been expanding the number of
recruitment related complaints received by this office, whileincreasing, is actually quite small.

280. This office received three recruitment related complaints about ASIS during the
reporting period.

281. In onecase, ASIS engaged in an extensive dialogue with a highly regarded candidae
before ultimately determining that his application could not succeed. The complainant was
concerned tha the process was inherently unfair and unnecessarily prolonged.

282. Mr Blick concluded that while there were things which could have been donebetter the
decision of the Service not to engage the complainant was reasonable.

283. MrBlick accepted that whilethe selection process was prolonged this was becauseASS
had genuinely sought to find away to overcome certain impediments.
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284. The office also received complaints from two other persons who had unsuccessfully
applied for positions within A SIS. In each instance the complainants expressed disgppointment
at what they regarded as a ‘one size fits all' approach by the Service to the provision of
feedback.

285. Inthefirst case Mr Blick concluded tha while such an approach is appropriate in the
early stages of some selection exercises, it would be gopropriate for the Service to tailor its
advice to the circumstances of individuals who had applied for specific rather than generic
positions, bearing in mind the paramount interests of security.

286. Investigationsinto the second complaint of this kind were commenced by Mr Blick and
concluded by me following my appointment.

287. Atthecompletion of my inquiries | strongly endorsed thegeneral philosophy espoused
by Mr Blick but concluded that in this case there was little more by way of further feedback
which the Service could have provided.

288. Although our investigations did not provide the outcome tha the complainants wished
for (ie. an offer of employment), our inquiries did serve to generae useful debate and genuine
consideration of the gopropriate balance between security on one hand and accountabilityonthe
other.

289. | will continue to encourage feedback in those cases where security is not an issue.
Security checking

290. ThethenInspector-General, Mr Blick, received acomplaint in September 2003froman
employee of an AIC agency whose goplication for a position in ASIS was halted without
explanation. The complainant suspected that the goplication might have been suspended on
specious security grounds.

291. The complainant expressed concern not only about missing out on an attractive
employment opportunity but if the application had been ruled out on security grounds, this
might have adverse consequences for their continuing employment within the AIC.

292. Mr Blick suggested tha ASIS's security staff should re-interview the complainant, so
tha the complainant might put their position and directly clarify any misunderstandings which
might have arisen.

293. Mr Blick also referred those aspects of the complaint which fell outside of his
jurisdiction to another agency, for independent investigation.

294. Following adoption of the process suggested by Mr Blick, the complainant was ableto
satisfactorily address all security related concerns put to them. The complainant was ultimately
selected for aposition inASIS.

Ingpetor -General of Intdligenceand Seaurity
Annual Report 2003-2004



37

DEFENCE SIGNALSDIRECTORATE

WHAT DSD DO ES

205. DSD’s primary function is to oollect foreign signals intelligence. It produces and
disseminates reports based on what it collects. These reports, which are concerned with
significant developments in our region, are provided to key policy makers, the intelligence
assessment agencies, and other selected govemment agencies.

206. DSD may not intercept communications within the domestic Australian
telecommunications network. If the collection of foreign intelligence requires such intercgotion,
this would be conducted by A SIO under a warrant.

297. Since29 October 2001, DSD’s intel ligence collection and reporting activities have bean
regulated by ministerial directions, ministerial authorisations and privacy rules, made pursuant
to the Intdligence Services Act 2001 (1SA).

298. Intelligence priorities for the Australian intelligence community are esteblished in a
planning document that is endorsed and regularly reviewed by the National Security Committee
of Cabinet.

299. DSD also acts as the government’s authority on matters relating to the security and
integrity of information that is processed, stored or communicated by electronic means. Thisis
commonly referred to as Information Security.

300. Further information about DSD can be found a, http://www.dsd.gov.au.

SIGNIFICANT ISSUES

Intelligence Services Ac

301. Theintroduction of the ISA in October 2001 did not changethebasic business of DSD
but did affect some major changes in how it does business. The ISA did this by:

clearly setting out DSD’s functions for the first time in areadily accessible
public document and specifying the limits on those functions

providing amechanismfor the Minister for Defenceto issue Directionstothe
Director DSD, and

requiring ministerial authorisation for collection adivities involving
Australians which were previously referred to the Director DSD for approval.

302. Asdescribed in ‘The Year in Review' chapter of this report, the Secretary of DPM&C
has accepted that after nearly three years of operaion and significant changes in the security
environment since it came into effect, the ISA should be reviewed.

Ingoetor -Genegral of Intdligenceand Seaurity
Annual Report 2003-2004



303. | expect this review will occur in the 2004-2005 reporting period and that any
recommendations to amend the | SA may be progressed a the same time as legislative changes
flowing fromthe Flood Report are put to the Parliament.

INSPECTION ACTIVITIES

304. Shortly after | was gopointed as Inspector-General, | wrote to the Director DSD setting
out the range of inspection activities | planned to undertake.

305. Inthatletter | indicated that if any concerns or matters worthy of comment wereto arise
during an inspection activity, amember of my staff or | would discuss themwith an appropriate
senior manager or liaison officer in the first instance. | also indicated tha following each
inspection visit | would write to the Director with a summary of our discussions or findings.

306. Inspection activities involving DSD during the reporting period have included:

reviewing ministerial authorisations and othersubmissions made by DSD to
the Minister for Defence

regular monitoring of DSD reporting for compliance with the ISA and the
DSD privacy rules

monthly meetings with DSD staff to discuss compliance and policy issues,
and

visiting DSD collection sites outside of Canberra, as opportunity permits.

307. TheDirector and | have also agreed procedures to operate should | formthe view that
any meatter arising froman inspection needed to be brought to the atention of theMinister for
Defence or the Prime Minister. No such matters arose during the reporting year.

Review of ministerial authorisations

308. The ISA provides a framework within which DSD can collect the foreign
communications of Australians in certain restricted circumstances.

309. The Minister for Defence must authorise any activity undertaken for the specific
purpose, or for purposes which include the specific purpose, of producing intelligence on an
A ustralian person.

310. If DSD wishes to conduct such an activity, therefore, the Director needs to saisfy the
minister that the criteria set out in the ISA for such intelligence collection will be met.

311. Sometimes in the course of collecting the communications of foreign targets, DSD
unintentionally collects thecommunications of anA ustralian person engaged in activity that is
of legitimate intelligence interest (eg. involvement in terrorism).
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312. DSD can legitimately report the intelligence, but in order to deliberately target the
A ustralian® communications to produce further such intelligence it must have a ministerial
authorisétion.

313. DSD provides awritten submission to its minister in relation to each authorisaion thatit
seeks. This material was reviewed each month and also accessed a other times, when needed.

314. |amsatisfied onthebasis of thematerial | havereviewed that these submissions contan
sufficient information for the minister to make well-informed decisions.

DSD privacy rules

315. The DSD privacy rules regulate the communication of intelligence information about
Australian persons collected by DSD. They require that all such communication meet certain
strict criteria.

316. This office has access to and regularly inspects those reports containing intelligence
information relating to A ustralians to check whether they comply with the privacy rules.

317. The proportion of such reports compared to the total output of reports disseminated by
DSD has traditionally been very small. This was again the case during the 2003- 2004 reporting
period.

318. DSD maintains a register of every report containing intelligence information about
Australian persons, to which | and my staff have on-line access. The register, amongst other
things, indicates whether each reference was the result of deliberateor incidental collection.

319. My staff and | separately cross-check the veracity of this register by regularly
interrogating the DSD reports database froma computer terminal in our office.

320. We have not hesitated to query reports that contain intelligence information about
Australian persons, where it is not obvious tha the privacy rules permit such reporting.
However, there have been very few instances where the office has contemplated or felt it
necessary to query reports.

321. Inthereporting year therewere several occasions when, as required by the privacy rules,
DSD consulted either Mr Blick or myself on what action should be taken in relation to issues
that arose concerning the application of the Privacy Rules.

322. Themost common issuenoted by this officeis where DSD becomes awarethat apersan
they had believed to be a foreign national is found to in fact be an Australian citizen or
permanent resident.

323. Remedial action taken by DSD frequently involves cancellation of the report and
notification to recipients to destroy copies. In those cases where the reporting occurred some
time beforeits discovery, it has been the practiceto recommend tha no action betaken because
to do otherwise would draw undue attention to material that could be sensitive.
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324. It has been long standing DSD policy not to name A ustralian persons in its reporting
other than in very exceptional circumstances (eg. where there is areal and imminent threat to
thehealth or safety of an individual). This isnot astatutory requirement but is consistent with
the philosophy that the Directorate should intrude as little as possible into the affairs of
Australian persons.

325. WhereDSD feels it necessary to refer to an Australian person without identifying them
by name, thereporting staff will typically use ageneric descriptionsuch asa named Australian
person, a possble Audralian person, etc. This goproach is referred to as ‘minimisation’.

326. A client agency needing details of aminimised identity must justify having accesstoit.
DSD will not release the name unless:

the intelligence information is directly pertinent to the functions of the
requesting agency, and

the agency identifies an appropriate provision of the privacy rules and
provides sufficient supporting information.

327. DSD keeps this office fully informed of these requests and the decisionsthey make in
respect of each request.

328. Inthereporting year therewereno instances in which DSD’s release of aname requesel
by another agency constituted abreach of theprivacy rules.

Monthly meetings

329. In the later years of his time as Inspector-General, Mr Blick instituted the practice of
meeting with key DSD personnel on a monthly basis. The purpaose of these meetings is to
enable participants to freely discuss current issues of common interest in an informal setting.

330. Those personnel typically involved in these meetings are drawn from DSD’s ISA and
privacy rules compliance section, the intelligence policy section and the Special Counsel.

331. | havefoundthesemeetingsto bevery useful in gaining an appreciation of DSD’swork,
particularly where the subjects under discussion also intersect with the interests of the wider
AlC.

332. Depending on their availability, | also meet with the Director, or the Deputy Director
immediately prior to, or after, each monthly meeting.

Comsec monitoring
333.  Onesection of DSD is devoted to Communications Security (Comsec) monitoring.

334. Thisinvolvestargeting the communications of personnel taking part in selected Defence
operaions to assess how securetheir communications are and, if deficiencies areidentified, to
instigate remedial action. Comsec monitoring is not directed against members of the public.
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335. Comsec monitoring requires ministerial authorisaion. Those whose communicationsare
targeted must be warned in advance.

336. Given the potential of such monitoring to intrude upon the privacy of individuals, Mr
Blick and | received bi-monthly updates on Comsec activities during the 2003-2004 reporting
period.

337. The Comsec monitoring section has been particularly active in the past 12 months and
has identified some instances of poor communications security by Defence personnel which
have required immediate remedial actions.

338. | amsatisfied tha theresponsible staff arefully aware of their responsibilities under the
Intelligence Services Act and discharge their duties with care and within the limits of their
authority.

New collection activities

339. DSD frequently develops new projects involving different approaches to collection of
intelligence.

340. DSD regularly informs this office of the nature of such projects and we discuss any
Issues that might arise concerning legality or propriety.

Sitevidgits

341. DSD maintains anumber of facilities around Australiawhich areintegral to its collection
activities.

342. Itisimportant that staff in thesesometimes remotefacilities know that they are govemed
by the same laws and guidelines as goply in DSD’s Canberra Headquarters.

343. During 2003-2004, staff fromthis office visited oneof DSD’s more significant sitesto
giveseveral presentations on ethics and accountability and to be availableto staff to discussany
Issues or concernsthey might have.

344. | planto visit DSD’s various facilities on arolling basis, to the same end.

TRAINING ACTIVITIES

345. Intheyears following the enactment of the ISA, DSD devoted significant resourcesto
the development of new guidelines and reporting systems to ensure conmpliance with its
obligations.

346. During the 2003-04 reporting period, the DSD ISA conpliance section devoted
significant resources to delivering an in-housetraining module on the practical requirementsof
the ISA and the principles underpinning the goplication of the privacy rules.

347. Thistraining modulelasts afull day for collection and reporting staff, whileashortened
version is offered to staff members who need less detail (eg. technical and administrativestaff).
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348. Either | or one of my staff speak on the role and functions of this office each time this
course is offered in Canberra, and have also delivered our component a various DSD sites
around A ustralia. There are approximately 20 such presentations per year.

349. | wish to thank the Manager and the staff of DSD’s Office of Compliance for their
consistent hard work, good humour, and dedication to thetask of fostering ahealthy conpliance
culture.

COMPLAINTS AND INQUIRIES

350. The level of complaint about DSD is generally low dueto the fact that DSD collects
foreign signals intelligence by technical means. It is unlikely that members of the Australian
public would have any direct dealings with DSD.

351. One conmplaint about DSD was carried fromthe 2002- 2003 reporting period, while two
new complaints about DSD led to preliminary inquiries. These two new complaints were
received in June 2004 and remained open a the end of the 2003-2004 reporting period.

352. Four other persons also contacted the office about DSD but their concerns were handled
without need for inquiry action.

Security checking

353. MrBlick initiated aninquiry in April 2003 into various grievances raised by an gpplicant
for a position with DSD who was not granted the necessary level of security clearance.

354. MrBlick found that thestaff involved had acted in an objective and professional manner
but there were aspects of the handling of this case which merited the complainant being retested
and the test results and related assessments being reviewed by a person with no prior
involvement in the process. Mr Blick subsequently engaged aconsultant with relevant acedanic
and professional qualificationsto prepare areport.

355. The consultant’s report indicated that the assessments made of the complainant were
appropriate and the conclusions reached were well justified.

356. While Mr Blick endorsed these findings, hedid suggest improvements were needed in
two areas. The first was tha the psychologists used by the Defence Intelligence Group should
take afairly robust goproach early inthe Organisational Suitability Assessment process, rather
than leaving doubts to be resolved in the positive vetting process. This has been accepted.

357. Second, Mr Blick considered tha there was scope for some improvement in record
keeping, so that key queries and discussions that arose during assessments can be readily
identified after the event. This suggestion was noted and accepted by the agency.
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DEFENCE IM AGERY AND GEOSPATIAL ORGANISATION

WHAT DIGO DOES

358. The Defence Imagery and Geospatial Organisaion (DIGO) is the lead agency
responsible for the acquisition and analysis of satellite and other imagery and for the
development, acquisition and exploitation of geospatial data, in support of Australia’s defence
and national interests.

359. This means that DI GO collects and analyses images of foreign and domestic subjects
(eg. landforms, waterways, disputed territories etc.), and develops mapping and imagery
intelligence produds for the Australian Defence Force and a range of other Commonwealth
clients.

360. Detailed technical analysis of imagery obtained by DIGO can reveal information that is
of valueto key decision makers in the development of policies that are in the national interest,
and of possible benefit in national and international emergency management.

361. DIGO also hasthe cgpacity to combine imagery with other available sources of daato
prepare highly accurate topographical maps and other aids that are of valuein the preparationof
plans relevant to national defence and security.

362. Further information &out DIGO can be found a the following address,
http://www.defence.gov.au/digo.

SENIOR APPOINTMENT

363. Thefoundation Director of DIGO, Mr Chris Stephens AM, retired in July 2003 (notedin
the 2002-2003 report), and was succeeded as Director by Mr lan McKenze.

364. Mr McKenzie has had a distinguished public service career which has been
predominantly spent in the Department of Defence. Mr M cKenze served in DSD as a senior
executive immediately prior to his appointment.

GENERAL CONTEXTOF DIGO ACTIVITIES

365. DIGO was established on 8 November 2000 through the amalgamation of the Canberra:
based Australian Imagery Organisation, the Directorate of Strategic Military Geographic
Information, and the Bendigo-based Defence Topographic Agency (now renamed the
Geospatial Analysis Centre).

366. DIGO hasplayed animportant rolein supporting A DF deployments around the globe. It
is active in the war against terror in its many manifestations and provides valuable support to
the other members of the intelligence community in ways which would not have been possible
even just afew years ago.
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367. DIGO is in the midst of avery significant period of review and growth. One of the
challenges facing the Director is to ensure that the Organisation successfully completes the
transition from being several disparate entities into aunified whole which has clear objectives
and a common purpose.

368. TheDirectorisalso confronted with the need to recruit and train asignificant number of
specialist staff so tha they, and the Organisaion, can take advantage of the advanced
technologies which are central to DIGO's business.

ACCOUNTABILITY ARRANGEMENTS

369. MrBlick hasnoted in previous annual reports that DIGO has pursued various initiatives
sinceits creation to formal ly establish itself as aseparate agency, not all of which haveye bom
fruit.

370. One itemrequiring action, at least from the perspective of this office, is to formally
include DI GO within the Inspector-General’s remit.

371. DIGO is not referred to in the IG S Act, as it was created nearly 14 years after the
passage of the Act.

372. Following discussions between this office and the foundation Director of DIGO, it was
agreed tha the IGS Act should be amended but until suchtime as it is, the Inspector-General
should oversee the activities of DIGO as if the |GIS Act had already been amended. The
government has endorsed this gpproach.

373.  As mentioned in ‘The Year in Review' chapter of this report, Mr Philip Flood AQ,
conducted a significant inquiry into Australia’s intelligence agencies in the later part of the
2003-2004 reporting period.

374. Mr FHood made two recommendations which will have a direct impact on the
accountability arrangements for DI GO:

“The mandate of the Parliamentary Joint Committee on ASIO, ASIS and DSD
(PJCAAD) should be extended to all of Australia’s intelligence agendes — that is, it
should cover also, ONA, DIO and DIGO onthesamebasisit at presently coversASIO,
ASISand DSD.”

“...thelnspector-General of Intelligenceand Security Act 1986 should be amended to

ind ud%scruti ny of DIGO on a basis comparable with that which appliesto DSD and
ASIS”

375. Thegovernment has accepted these recommendations. As the PJICAAD is limited to
reviewing matters of financeand administration therespective roles of the Committee and the
|GIS are complementary.

4 Austrdian Government, Inquiry into Austrdian Intdligence Agencdies, Report of the Inquiry into
Australian Inteligence Agencies, (Philip Flood AO), Canberra, 2004, p. 180.
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INSPECTION ACTIVITIES

376. Shortly after | was appointed as Inspector-General, | wroteto the Director DI GO setting
out the range of inspection activities | planned to undertake.

377. Inthatletter | indicated that if any concerns or matters worthy of comment wereto arise
during an inspection activity, amember of my staff or | would discuss themwith an appropriate
senior manager or liaison officer in the first instance. | also indicated that following each
inspection visit | would write to the Director with a summary of our discussions or findings.

378. MrBlick and | visited DI GO headquarters approx mately every three months during the
reporting period. The purpose of these visits has been to identify and review thoseof DIGO’s
intelligence collection activities that may have hadsomeimpact uponA ustralians or A ustralian
entities.

379. While DIGO's collection priorities are focussed outside A ustralia, there are occasions
when it collects images of A ustralian territory, for example in support of defenceoperations.

380. Thescopefor collection of imagery which could intrude upon the privacy of A ustralians
is limited and occurssubject to the Rules Governing DIGO's Activitiesin Respect of Australia
and Australians.

381. These rules, which were endorsed by the government in November 2000, embody
similar principles to the ASISand DSD privacy rules.

382. Weencouraged DI GO to develop systems whereby our office could examineits’ tasking
registers electronically (in much thesameway that DSD maintains an electronic register forthis
office). Our purposein making this request was to enable usto review this material before our
regular quarterly meetings, so that our visits could be focussed on discussing pertinent issues
arising out of our review, rather than the reading of files.

383. Work to achieve this outcome was on-going a the end of the reporting period. | am
conscious tha DIGO should not devote substantial resources to this task and if it proves too
difficult, will not pursue it. However, | amgrateful for the efforts of all involved in seeking a
solution for this problem.

384. During thereporting period weraised several procedural issues with the Director DIGO.
Each approach received atimely and appropriate response.

385. Weweresatisfied tha all necessary gpprovals had been obtained in respect of all tasking
involving Australian locations and tha DI GO’s records are being kept in good order.

386. Mr McKenze has reinforced within DIGO the requirement to have all approvals for
tasking requests on A ustralia and Australian entities goproved by Director DIGO or a higher
authority as appropriate.

387. Inadditionto reviewing DI GO'stasking requests register and associated files, Mr Blick
and | havetaken the opportunity of our quarterly visits to meet with the Director and be briefed
on current issues.
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COMPLAINTS AND INQUIRIES

388. The office received two complaints about DIGO during the reporting period leading to
preliminary inquiries.

Recruitment rel ated i ssues

389. As indicated above, the 2003-2004 reporting period saw a significant growth in the
number of staff employed in DIGO. It is perhaps not surprising that both complaints to this
office about DI GO related to recruitment practices.

390. The first complaint concemed an administrative oversight which led to unsuccessful
applicants for a position not being notified. DIGO has amended its internal administrative
practices in such away as to minimise the possibility of any reoccurrence.

391. Inthesecond case, the complainant expressed concern that hemight haveinadvertently
provided misleading information during an organisational suitability assessment procedureand
this might have consequences for his future employability.

392. | was able to reassure the complainant tha the system was sufficiently robust to
withstand minor inaccurecies and isolated misunderstandings, and that although he was
unsuccessful on this occasion he would not be precluded fromfuture selection exercises.
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DEFENCE INTELLIGENCE ORGANISATION

WHAT DIO DOES

393. The role of the Defence Intelligence Organisaion is to provide intelligence to inform
defence and government policy and planning, and to support the planning and conduct of
Defence Force operations.

394. DIO also aims to develop and maintain adefence intelligence cgpability for use intime
of crisis and conflict. DIO does not concern itself with domestic developments or situaions
within Australia.

395. Further information about DIO is at, http://www.defence.qov.au/dio/.

ACCOUNTABILITY ARRANGEMENTS
Functions of the | GI Sin respect of DIO

396. DIOisanintelligence assessment agency, not acollector of intelligence. This meanstha
its day-to-day activities are unlikely, in the ordinary course of events, to impinge upon the
privacy of Australians.

397. The Inspector-General of Intelligence and Security Act 1986, currently provides the
Inspector-General with quite restricted functions in relation to DIO when compared to the
intelligence collection agencies. As noted earlier in this report, the Flood review has
recommended changes in this regard.

398. Although this office has periodic consultations with and briefings fromthe Director, it
has not been necessary in the reporting periodto inspect DIO’s activities on aroutine basis.

External scrutiny

399. DIOwas subjected to intense external scrutiny during the course of thereporting period
by way of the PICAAD inquiry into WM D and the Flood review (both of which are described
in more detail in ‘The Year in Review' chapter of this report) as well as the Senate Foreign
Affairs, Defence and Trade References Committee inquiry into Bali and media attention
generally.

400. The PICAAD noted that the assessments on WM D produced by DIO were relatively
more sceptical and tha with thebenefit of hindsight this caution was gppropriate.

401. Of the many recommendations made by Mr Flood, two bear directly on DIO’'s
accountability to the Parliament and this office.

402. The first of these recommendations is that the mandate of the PJICAAD should be
extended to also include DIO, DI GO and ONA on thesamebasis that it presently coversA SIO,
ASISand DSD.
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403. Mr Flood envisages that adoption of this recommendation would widen the scope of
parliamentary oversight toprovide comprehensive coverage of each of Australia’'sintelligence
agencies. Mr Flood expects that this, will in turn, enhance confidencein the parliament and the
public that the full range of intelligence agencies is accountable to a senior group of
parliamentarians.

404. MrHood also recommended that the mandate of the| G S should be extended to initiate
‘own motion’ inquiries, without ministerial referral. Mr Flood explained the rationale for this
recommendation, as follows:

“While it is fully understood that assessment agencies do not have the capacity to
infringe the dvil libertiesof individual sinthe way that the collection agendesdo, it is
still appropriate for the Ingpector-General to have authority in redation to ONA and
DIO. Thereissignificant publicinterest in the activitiesof the assessment agendes, ard
recent cases have highlighted the quedions that can arise about the propriety of the
assessiment agencies activities, particularly fromwithin thar own ranks. It istherefore
appropriatefor a mechanismto bein placefor the Inspector-General to initiate hisown
inquiriesinto thework of DIO and ONA, ona amilar basisto hisroleinrelation to the
collection agendes.””

405. The government has accepted these recommendations.

COMPLAINTS AND INQUIRIES

406. In the later part of 2000, an individual goproached this office with several grievances
about DIO. The complainant was extremely critical of certain intelligence reporting and other
issues which affected himpersonally.

407. Theindividual, who was aserving member of the A DF, was advised of thejurisdictiond
limitations placed on the Inspector-General in respect of DIO, and directed towards the Miniger
for Defence in the first instance. (The Flood recommendations described above would largely
overcome these jurisdictional i mpedi ments).

408. In December 2000 thethen Minister for Defenceformally asked Mr Blick to inquireinto
the ADF member’s complaint.

409. The investigation concluded in February 2003 and Mr Blick provided a report to the
Minister for Defence in May 2003.

410. The secrecy provisions of the IGIS Act ordinarily requires this office to protect the
identity of complainants, but the Inspector-General is not in aposition to stop self-disclosureby
complainants, disclosures by Ministers (who possess an Executive prerogative inthis regard),
or disclosures by other means (ie. secondary disclosures through the leaking or release of
related documents by persons unconnected to the office).

® Austrdian Government, Inquiry into Austrdian Intdligence Agencdies, Report of the Inquiry into
Australian Inteligence Agencies, (Philip Flood AO), Canberra, 2004, p. 59.

Ingpetor -General of Intdligenceand Seaurity
Annual Report 2003-2004



49

411. In April 2004, media reporting revealed that Lieutenant Colonel Lance Collins had
written to the Prime Minister, expressing dismay at arange of alleged intelligencefailures, and
had called for, “... an impartial, open and wide-ranging Royal Commission into intelligence
and the influencesupon it.”

412. Lt-Col Collins also expressed disappointment a the investigation conducted by Mr
Blick, intimating that Mr Blick had treated him unfairly and reached conclusions which were
contradicted by the evidence.

413. Shortly after these matters were made public, the Chief of the Defence Force, General
Peter Cosgrove AC M C, asked me to consider whether there were any issues raised by Lt-Col
Collins which might require consideration by me, in my new capacity as Inspector-General.

414. ThePrimeMinister provided Lt-Col Collins with acomprehensiveresponseto his letter
in late April 2004.

415. On 30 April 2004, the Prime Minister publicly released an unclassified version of Mr
Blick’s report of May 2003. A copy of thisdocument is at Annex 3 of this annual report.

416. | subseguently examined all files associated with Mr Blick’s inquiry, and a number of
related documents, in light of Lt-Col Collins’ letter of complaint to the Prime Minister.

417. After reviewing this material, | informed the Minister for Defence tha my overall
findings were consistent with those of my predecessor.

418. However, | did suggest tha while Mr Blick’s investigations into one of Lt-Col Collins’
claims was comprehensive it was not exhaustive, and tha it would be desirable to pursue this
matter further.

419. TheMinister for Defence agreed with my suggestion and asked me, pursuant tosection
8(3)(a) of the IGIS Act to conduct an inquiry. This inquiry was on-going at the conclusion of
the reporting period.
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OFFICE OF NATIONAL ASSESSM ENTS

WHAT ONA DOES

420. Therole of the Office of National Assessments is to produce analytical assessments of
international developments. ONA produces reports on international developments and straegic
and economic meatters in order to assist the government and Commonwealth agencies in the
formation of policy and plans.

421. ONA bases its assessments on information available both inside and outside govenment.
It draws on secret intelligence collected by other agencies, as well as diplomeatic reporting and
open source material including news media and other publications.

422. Further information about ONA can be found at, http://www.ona.gov.au.

SENIORAPPOINTMENT

423. Mr KimJones AM ooncluded his five-year term as Director General of ONA on 14
December 2003. Mr Jones made asubstantial contribution to A ustralian diplomacy and foregn
policy priorto his appointment, and led ONA through an intense and challenging period for the
intelligence community. Mr Jones was alway's happy to assist this office when called upon.

424. Mr Peter Varghesereplaced Mr Jones as Director General in early January 2004. Priorto
his appointment, Mr Varghese had a lengthy and distinguished career in the Department of
Foreign Affairs and Trade.

ACCOUNTABILITY ARRANGEMENTS

Functionsof |Gl Sin respect of ONA
425. Asindicated above, ONA is an assessment agency rather than acollector of intelligence

426. The Inspector-General of Intelligence and Security Act 1986, currently provides the
Inspector-General with quite restricted functions in relation to ONA when compared to the
intelligence collection agencies.

427.  Although this office has periodic consultaions with and briefings from the Director
General, it is not currently withinthe Inspector-General’s mandateto inspect ONA'’s adtivities
on aroutine basis, although this might change in the coming reporting period (see below).

External scrutiny

428. ONA, like DIO, was subjected to intense external scrutiny during the course of the
reporting period by way of the PICAAD inquiry into WMD and the Flood review (both of
which aredescribed in more detail in * The Year in Review’ chapter of this report) as well asthe
Bali inquiry by the Senate Foreign Affairs, Defence and Trade References Committee and
media attention generally.
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429. Of the many recommendations made by Mr Food, three bear directly on ONA’s
accountability to the Parliament and this office.

430. The first of these recommendations is that the mandate of the PIJICAAD should be
extended to also include DIO, DIGO and ONA.

431. Thesecond recommendation of relevancein this context is that the mandate of theGIS
should be extended to permit ‘own motion’ inquiries in respect of ONA and DIO, without
ministerial referral.

432. Thethird recommendation, and the one which is likely to have the greaest impact on
relations between this office and ONA, is that the IG S should conduct a periodic review of
ONA's statutory independence.

433. Mr Food’s rationale for this recommendation is as follows:

“ A vital dement of the product quality control question isindependence ... Given the
nature of the assessment business, whereindividual s’ judgementsare akey factor inthe
final product, and ONA's direct line of regponsibility to the Prime Minister, with the
consequent potential for chargesof palitical influence, thereisa need for some external
processto ensure independence ispreserved, and is seen to be so.”

“Thelnquiryfindsthat it woul d be appropriatefor the Inspector-General of Intd ligence
and Security to review ONA'’s statutory independence on a periodic bass. As part of
such areview, the Inspector-General might:

read a sel ection of ONA product onkey contemporary international i ssuesto
obtain a sense of the indegpendence of the judgements

interview a range of senior members of the relevant policy departments to
gather their perceptions of the independence of ONA'’s assessments

interview, under conditionsof strict confidentiality, a cross-section of ONA
analytical staff up to and including the Director-General

seek an account fromthe offices of the Prime Minider and Foreign Affairs
and Defence Miniders of how they interact with ONA and what kinds of
advice and feedback they have provided to ONA.” ©

434. The government has accepted all of these recommendations. Subject to legislative
amendments and resourcing adjustments, this office stands ready and willing to action these
recommendations.

COMPLAINTS AND INQUIRIES

435. No complaints or inquiries during the reporting period specifically referred to ONA..

® Austrdian Government, Inquiry into Austrdian Intdligence Agencdies, Report of the Inquiry into
Australian Intdligence Agencies, (Philip Flood AO), Canberra, 2004, pp. 105-106.
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THE YEAR 2004-2005 IN PROSPECT

436. The following is a summary of the main activities planned during the 2004-2005
reporting period.

INSPECTION ACTIVITY

ASIO

437. Weintend to inspect all requests for warrants and associated documentaion. In selected
cases we will follow up these inspections by seeking full details of investigations carried out
under warrant, including examining the relevant files and, if necessary, discussing operaions
with the responsible A SIO officers.

438. Wewill attend, at our discretion, the questioning of persons detained under the authority
of awarrant issued in accordance with section 34D of the ASIOACt.

439. We will continue monitoring ASIO’'s access to and use of AUSTRAC and taxation
records, to ensure compliance with the legislation and the M OUs under which this access is
provided.

440. Weproposealsotoinspect all requests for authorities to investigate (ATIs) generated in
the Canberra office and as many ATIs as possible on visits to ASIO’s regional offices.

441. Wewill inspect thefiles on which actions resulting fromthe ATIs arerecorded, examine
records of authorities provided for less intrusive inquiries, and monitor the appropriateness of
the existing policy.

442. We will review ASIO’s procedures for controlling the use of alternaive documentaion
associated with assumed identities.

443.  Wewill continueto monitor A SIO’s performancewith regard to its obligations underthe
Archives Aat 1983.

444. We have astanding invitation fromASIO to address training courses for its staff on
ethics and accountability. We expect to visit several ASIO offices for this purpose and to
conduct inspection work when doing so.

445.  Wewill continueto monitor A SIO’'s internal audit programand obtain reports onreviens
tha are of interest to this office.

446. Inrelationto A SIO's execution of warrants for overt searches, | will actively encourage
the development of agreed procedural guidelines involving ASIO, the Commonwealth
Ombudsman, the A FP and state police services.
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ASIS

447. Weexpect to closely monitor the application of new guidelines and protocols associated
with the provision of, training in, handling and use of weapons by A SIS people.

448. Weplantoinspect recordsrelevant toA SIS's compliancewith theA SISprivacy ruleson
adaily basis and meet with relevant A SIS staff to discuss any related issues on aregular basis.

449. | expect also to havefurther discussions with A SISmanagement about issues relating to
interpretaion of the rules and the guidance A SIS provides to its staff.

450. We will review all ASIS's submissions to the Minister for Foreign Affairs seeking
ministerial authorisaions under section 9 of the Intelligence ServicesAct.

451.  We will continue to inspect operational files with regard to the legality and propriety of
the conduct of A SIS officers in the field.

452. WhereA SISobtains details about Australians fromDSD reporting wewill, if necessay,
examine the relevant records in ASIS.

453. | will continue to meet with A SIS officers before they proceed on postings to reinforce
tha they are subject to internal and external scrutiny and are accountable for their conduct.

454.  We will review ASIS's procedures for controlling the use of alternative documentaion
associated with assumed identities.

455. | will continue to address ASIS training courses and other forums on ethics and
accountability issues.

DSD

456. Our principal activity will beto monitor DSD’s compliancewith its obligations underthe
DSD privacy rules.

457.  We will review ministerial authorisations and other submissions made by DSD to the
Minister for Defence.

458. We will meet key DSD staff on a monthly basis to discuss issues arising out of our
monitoring activities, and policy issues affecting compliance, as they arise.

459. Weexpect DSD will continueto consult us on arange of operaional matters. Wewill in
turn continue to assist with prompt advice on issues related to legality and propriety.

460. We will continue to address DSD training courses and other forums on ethics and
accountability issues.

461. Weplanto visit and inspect theoperaions of a least one DSD facility outside Canberra
each year.

Ingoetor -Genegral of Intdligenceand Seaurity
Annual Report 2003-2004



DIGO

462. My staff and | plan to visit DIGO on a regular basis to review the Organisation’s
compliance with the Rules Governing DIGO’s Activities in Respect of Australia and
Australians.

463. Consistent with therecommendations of the Flood review we wil | pursue amendnenisto
the IGS Act to formalise this office’s jurisdiction over the organisation.

ONA

464. We will support the necessary legislative amendments and review ONA'’s statutory
independence along the lines recommended in the Flood review.

DIO

465. We will pursue amendments to the IGS Act to implement the Flood review
recommendation concerning an own motion capacity in respect of DIO, and monitor its
activities in the light of this.

INQUIRIESAND COMPLAINTS

466. Nineinquiries under the IdS Act were in progress a the close of the reporting year. |
expect to conclude investigations into each of these cases during the first half of the new
reporting year.

467. It is not possible to predict future inquiry workload but there is no reason to expect any
significant departure from previousyears’ patterns.

INTERNATIONAL

468. The fourth biennial conferenceof international intelligence oversight bodies is planned
to take place in Washington DC in October 2004. | expect to attend this valuable conference.
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CORPORATE AND COMMUNICATIONS

SUPPORT FROM DPM& C AND DSD

469. Asavery small agency, theofficerelies on the assistance of the Department of the Prine
Minister and Cabinet (DPM&C) in handling staff and other administration issues and in
providing general support. This support is provided on the basis tha we areaportfolio agency
and oollocated with DPM & C. The arrangement works well and | amgrateful to DPM & Cfor its
continued support. 1n 2003-04 DPM & C also provided the office with equipment to facilitate
connection to an external secure network.

470. The other mgjor provider of support is DSD which maintains the internal secure
computer network systems within the office. | would like to record my thanks for DSD’s
continued assistance.

OUTCOMES AND OUTPUTS

471. The office is committed to maintaining the outcome for the office which is providing
assurancetha Australia’s intelligence agencies act legally, ethically and with propriety.

472. The outputs underpinning the outcome are:

Output 1 - Inspect and report on the adtivities of theintelligence and security
agencies, and

Output 2 - Conduct inquiries and provide a complaint resolution service.

473. The agency outcome and outputs are an integral part of the accrual budgetary structure
and are outlined in detail in the current portfolio budget statements.

STAFFING AND RESOURCES

474. There were some changes to the composition of the office during the reporting period.
Mr Bill Blickretired on 18 March 2004 and | was appointed as |nspector-General on 23March
2004. As a result of my gppointment there was also a change in the personal assistant to the
Inspector-General with M's Sandra Thomas being replaced by Ms Jodie Willians.

COMPOSITIONOF THEOFFICE

475. During the reporting year positions were filled as follows:
Inspector-General of Intelligence and Security
- Mr Bill Blick PSM
- Mrlan Carnell (from 23 March 2004)
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Assistant Inspector-General

- Vacant

Principal Investigation Officer

- Mr Neville Bryan

Senior Investigation Officer

- MsJaneTrevor

Personal A ssistant to the Inspector-General

- Ms Sandra Thomas (until 19 March 2004)
- Ms Jodie Williams (from 22 March 2004)
Office Manager and Monitoring Officer

- MsRobyn Kelly

PERFORMANCEPAY

476. All staff have indicated that they do not wish to receive performance based pay.
Accordingly, no staff members were allocated performance based pay during the reporting
period.

WO RKPLACE AGREEM ENTS

477. The Workplace Relations Act 1996 established a framework in which agencies are
required to directly negotiate agreements on pay and conditions matters with their staff.

478. All staff have entered into individual A ustralian Workplace A greements.

CORPORATE GOVERNANCE

479. The office has an Audit Committee chaired by myself and which includes an external
member fromDPM & C. The Committee considers corporae governanceissuessuch as intemd
and external audit findings, fraud and risk management, occupaional health and safety, and
significant financial issues.

480. The small size of the office lends itself to a collegiate approach to dealing with
workplaceissues.Whole of agency meetings are held frequently and all staff have direct access
to me on adaily basis.
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SOCIAL JUSTICE: ACCESSAND EQUITY

481. The Inspector-General overseesthe activities of Australia’s intelligence community to
ensure that each agency acts legally, with propriety, and with appropriate regard to human
rights. Respedt for these fundamental principles fosters an awareness and appreciation of sodd
justice issues.

DISABILITY STRATEGY

482. The office is committed to its responsibilities under the Disability Discrimination Act
1992.

483. Given the small size of the office, we have adopted DPM & C's Disability Action Plan
which is currently undergoing revision. The revised plan will build on and endorse the
commitment to the principles of workplace diversity and equality of access.

OCCUPATIONAL HEALTH AND SAFETY

484. The officeiscovered by the DPM & C Occupaional Health and Safety Plan. Theoffice
conducs an annual OH& S audit of the workplace and reports the findings to the office Audit
Committee. There are no outstanding OH& S issues identified and no incidents reported to
Comcare A ustralia under the reporting requirements of section 68 of the Occupational Health
and Safety (Commonwealth Employment) Act 1991.

485. Through DPM&C, menmbers of the office are able to participate in health week, the
influenza vaccinaion programme, exercise classes and the ‘10K a day’ programme to
encourage staff to take thedaily recommended number of steps (10,000) towards good health
and wellbeing.

DISASTER RECOVERY PLAN/BUSINESSCONTINUITY PLAN

486. Theofficedeveloped its own disaster recovery/business continuity planin May 1997 to
ensure the continued operation of the office in the event of a disaster. This plan is reviewed
periodically to ensure its currency.

MEDIA

487. Intelligence matters werevery much to theforeduring theperiod covered by thisreport.
Not surprisingly there was intense media interest in several subjects in which the
Inspector-General played a part or otherwise has a direct interest.

488. Our practice in the mgjority of instances when approached in such cases is to neither
confirmnor deny the existence of a complaint.

489. In cases where thefact that thelG S is conducting an inquiry has been made public, the
practice has been not to discuss the particulars of tha inquiry beyond process issues such as
expected time frames for completion and the formal requirements of the IGSAct.
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INTERNET PRESENCE

490. The IGS website, http://www.igis.gov.au provides information about the office,
including copies of previous annual reports and occasional staements about current activities.

491. We receive numerous inquiries about the work of the office via our
e-mail facility, info@igis.gov.au.

492. Occasionally members of the public use this facility to provide ‘tip-off’ information
regardingsuspicious persons and thelike. In such cases weordinarily passthis information on
to the National Security Hotline (NSH).

493. The NSH is the appropriate body to process and handle such information in the first
instance. The NSH can be reached by phoning 1800 123 400. This is afreecall for any person
caling from within Australia. E-mail messages to NSH can be sent to,
hotline@nationalsecurity.gov.au.

494. OQur officealso frequently receives concerns about, or requests to investigate, suspect e-
mails soliciting personal information or banking details. In most cases we advise tha the e-
mailsin question are obviously part of ahoaxor scamand can safely beignored. In other cases,
we will refer the offending e-mail to the AFP's High Tech Crime Centre.

FRAUD CONTROL

495. The office has adopted the fraud control plan of DPM&C. There were no cases of
suspected fraud in the reporting period.

TRAINING AND DEVELOPMENT

496. Staff attend relevant courses and information sessions as necessary.

EXTERNAL SCRUTINY

497. MrBlick met withthe PJCA AD on 27 October 2003. | met with the same committeeon
13May 2004.

498. Mr Blick appeared before the Senate Finance and Public Administration Legislation
Committee on 3November 2003and 16 February 2004. | appeared beforethesame Committee
on 25 May 2004.

499. Mr Blick appeared before the Senae Foreign Affairs, Defence and Trade References
Committeeinquiry into the assessment of and dissemination of information about threats to the
security of Australians in South East A sia, on 24 September 2003.

500. The officehas again received an unqualified audit report fromtheANAO in relationto
its financial statements.
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CONSULTANCY SERVICES

501. The office engaged consultants to provide accountancy, psychology and operational
intelligence audit services during the reporting period a a combined cost of $50,200.

ADVERTISING AND MARKET RESEARCH

502. The office incurred no expenditure on general advertising or advertising campaigns
during the reporting period.

FREEDOM OF INFORMATION

503. This office is an exempt agency for the purposes of the Freedom of Information Act
1982.

ENERGY SAVING MEASURES

504. The office through its collocaion with DPM&C continues to benefit from the
Department’s commit ment to energy saving measures.

505. The office uses an 80-20 (80 per cent recycled—20 per cent new/virgin pgoer) for
photocopying, facsimile report printing, and where practicable printing material not for exemd
distribution. The office purchases writing pads made fromrecycled paper. Printer and facsimile
toner cartridges are recycled.

SUMMARY OFTHE OFFICE S FINANCIAL PERFORMANCE

506. Asinthepreviousreporting period the office has recorded aloss in 2003-04. While the
office did not overspend its 2003-04 appropriation of $741,000, the accounting treament of
movements in leave entitlements (partially offset by the receipt of a resource free of charge
from DPM & C) largely contributed to the loss recorded.

507. The negaive equity position of 2002-03 has been reduced by recording the above
mentioned resourcereceived free of chargein this reporting period as an asset under the control
of the office.

508. Anequity injection of $200,000 received in the 2004- 05 Budget has allowed the officeto
provide for previously unfunded leave liabilities.
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FINANCIAL STATEMENTS

STATEMENT BY THE INSPECTOR-GENERAL OF
INTELLIGENCE AND SECURITY

In my opinion, the attached financial statements for the year ended 30 June 2004 give a
true and fair view of the matters required by the Finance Minister’s Orders made under
the Financial Management and Accountability Act 1997,

fo Gt

[an Carnell
Inspector-General of
Intelligence and Security

7 September 2004
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY
STATEMENT OF FINANCIAL PERFORMANCE
Jfor the year ended 30 June 2004

Notes 2003-04 20:02-03
$ §
Revenues from ordinary activities
Revenues from Government 5 741 000 657 000
Resources received free of charge 1.4 150 067 68 875
Interest earned - 1628
Total revenues from ordinary activities 891 067 727 503
Expenses from ordinary activities
Employees 1.5
Remuneration 549 903 481 302
Superannuation 114 407 77 753
Comcare premium 1360 899
Total employees 665 670 559 954
Suppliers
Resources received free of charge 1.4 94 091 68 875
Other goods and services 140 894 111 575
Total suppliers 234 985 180 450
Equipment depreciation 16 173 2379
Total expenses from ordinary activities 916 828 742 783
Net surplus /(deficit) from ordinary activities (25 761) (15 280)
Net credit to asset revaluation reserve 3 9 435 -
Total changes in equity other than those resulting from
transactions with the Australian Government as owner (16 326) (15 280)

The above statement should be read in conjunction with the accompanying notes.
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|GISCONTACT INFORM ATION

Location

3-5National Circuit
BART ON ACT 2600

Written inquiries

The Ingpector-General of
Intelligence and Security

PO Box 6181

KINGST ON ACT 2604

Parliamentary and medialiaison

Ms Jodie Williams
Peronal Assigantto IG S
Phone: (02) 6271 5692
Fax: (02) 6271 5696

General inquiries

Phone: (02) 6271 5692
Fax: (02) 6271 569

E-mail: info@igis.gov.au

I nternet address

http://www.igisgov.au
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ANNEX 1 -COM PLAINT AND INQUIRY STATISTICS

Table1 - IGIS Act inquiries actioned between 1 July 2003 —30 June 2004

Agency Source Date of Type of Dedsion Current
Receipt  Inquiry’ Notified Status
ASO Public 01/10/02  Preliminav  14/07/03 Closed
ASO Public 22/11/02  Preliminay 11/09/03 Closed
ASO Public 24/11/02  Preliminay 20/08/03 Closed
ASO Public 24/11/02  Preliminay 22/09/03 Closed
ASO Public 24/11/02  Preliminay  24/09/03 Closed
ASO Public 24/11/02  Preliminay 11/09/03 Closed
ASO Public 24/11/02  Preliminay 0508/03 Closed
ASO Public 24/11/02  Preliminay  04/12/03 Closed
ASO Public 24/11/02  Preliminay 22/09/03 Closed
DD Public 14/04/03  Preliminay 26/11/03 Closed
ASS Public 22/07/03  Preliminay 10/12/03 Closed
ASES Public 02/09/03  Preliminary  30/01/04 Closed
ASO Public 28/10/03  Full 06/01/04 Closed
ASS Public 12/11/03  Preliminay  28/01/04 Closed
DIGO Public 26/11/03  Preliminay 22/12/03 Closed
ASS Own motion 27/11/03  Full Orpen
ASS Public 01/12/03  Preliminay 18/06/04 Closed
ASO Public 19/12/03  Preliminay 24/02/04 Closed
ASO Public 12/01/04  Full 06/05/04 Closed
ASO Public 22/01/04  Preliminay  03/03/04 Closed
ASO Public 03/02/04  Preliminay 13/04/04 Closed
NS IS Public 030204  Preliminay 13/04/04 Closed
ASO Public 15/02/04  Full Open
DIGO Public 03/03/04  Preliminay 06/05/04 Closed
ASO Public 10/03/04  Preliminay 1905/04 Closed
ASO Public 31/03/04  Preliminay 28/04/04 Closed

" A preliminary inquiry alowsthe Inspector-Genera to conduct a quick review of acomplaint, to
determine whether the issues raised fdl within the jurisdiction of the Inspector-Generd and to address
complaints where the use of formd powers is considered unnecessary. A full inquiry dlows the Inspector-
Generd to use the complete range of statutory powers in the IGIS Act.
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Table 1 — (continued)

Agency Source Date of Type of Dedsion Current
Receipt  Inquiry’ Notified Status
DIO Miniger 04/05/04  Full Oren
ASO Public 12/05/04  Full Open
ASO Public 15/06/04  Preliminary Onpen
DD Public 15/06/04  Preliminary Open
ASO Public 21/06/04  Preliminay Open
DD Public 21/06/04  Preliminary Onpen
ASO Public 21/06/04  Preliminary Open

Table 2 - Concer ns about agencies that wer e handled without need
For inquiry action 1 July 2003 —30 June 2004

Agency Source Date of Former Current status
complaint complainant

ASIO Public 03/07/03 No Closed
ASIO Public 15/07/03 Yes Closed
ASIO Ex-employee 21/07/03 Yes Closed
ASIO Public 25/07/03 No Closad
ASIO Public 02/08/03 No Closed
ASIO Public 07/08/03 No Closed
DSD Ex-employee 10/08/03 No Closad
ASIO Public 12/08/03 No Closed
DSD Public 12/08/03 No Closed
DSD Public 14/08/03 No Closad
ASIO Public 24/08/03 No Closed
ASIO Public 27/08/03 Yes Closed
ASIS Emplovee 27/08/03 No Closad
DIO Public 29/08/03 No Closed
ASIO Public 11/09/03 No Closed
ASIO Public 11/09/03 No Closad
ASIO Public 16/09/03 No Closed
ASIS/DSD Public 18/09/03 No Closed
ASIO Public 01/10/03 No Closad
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Table 2 — (continued)

Agency Source Date of Former Current status
complaint complainant

ASIO Public 17/10/03 No Closed
ASIO Public 23/10/03 No Closad
ASIS Employee 05/11/03 No Closed
ASIS Public 07/11/03 No Closed
ASIO Public 13/11/03 No Closad
ASIO/ASIS Public 18/11/03 No Closed
ASIO Public 21/11/03 No Closed
ASIS Public 21/11/03 No Closad
ASIO Public 22/11/03 No Closed
ASIS Public 02/12/03 No Closed
ASIO Public 05/12/03 Yes Closad
ASIO Public 02/01/04 Yes Closed
ASIO Public 07/01/04 No Closed
ASIS Ex-employee 09/01/04 No Closad
ASIO Public 13/01/04 No Closed
ASIO Public 19/01/04 Yes Closed
ASIO Public 20/01/04 Yes Closad
ASIO Public 21/01/04 Yes Closed
ASIO Public 10/02/04 No Closed
ASIO Ex-employee 02/04/04 No Closad
DIO Public 15/04/04 No Closed
ASIO Public 21/04/04 No Closed
ASIO Public 26/05/04 Yes Closad
ASIO Public 01/06/04 Yes Closed
ASIO Public 19/06/04 No Open
ASIO Public 21/06/04 No Closad
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ANNEX 2 -SECTION 34D WARRANT PROTOCOL

COMMONWEALTH OF AUSTRALIA

Australian Security Intdligence Organisation

PROTOCOL

This Protocol is made pursuant to the requirement in subsection 34C(3A) that the Director-
CGeneral make awritten statement of procedures to be followed in the exercise of authority
under warrants issued under section 34D of the Australian Security Intdligence
Organisation Act 1979. The Protocol sets out the basic standards applicable in relation to
the detention and questioning of a person pursuant to a warrant issued under section 34D of
that Act.

This document isto be read in accordance with the provisions of Part |11 of the ASIO Act,
and the terms of any warrant issued under section 34D.

1 Definitions

In this Protocol, the following terms have the meanings indicated:

ASI O Act means the Australian Security Intdligence Organisation Act 1979.

police officer and prescribed authority have the meanings given in section 34A of the ASIO
Act.

subject means a person:

(@ specified in awarrant under section 34D of the ASIO Act as being required to
appear before a prescribed authority for questioning under the warrant; or

(b) inrelation to whomawarrant under section 34D of the A SIO A ct authorises the
person to be brought before aprescribed authority for questioning and detained
under arrangements made by apolice officer.
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2 General

A written record must be maintained recording the following information:
(@ theidentity of thesubject;
(b) theauthority for thequestioning or detention of the subject;
(c) thedate and time of detention and release of the subjed;

(d) details of any period during which the subject is questioned pursuant to the
warrant; and

(e) details as to the location(s) of any detention or questioning.

The Director-General must annexthis report to any report made under section 34P.

3 Transport

In any case where a subject is to be transported, a police officer must arrange transportation.
The transportation must be safe and dignified.

A police officer must remain present during the transportation of any subject who is being
detained.

A subject must not be transported in any vehicle with inadequate ventilation or light, or in a
way which would expose the subject to unnecessary physical hardship.

4 Questioning

41 Manner

All persons present during questioning or any period of detention pursuant to the warrant
must interact with thesubject in a manner tha is both humane and courteous, and must not
speak to asubject in ademeaning manner.

A subject must not be questioned in amanner tha is unfair or oppressive in the
circumstances.

A police officer must remain present at all times during the questioning of a subject.
4.2 Language
Information given to asubject must be conveyed in alanguage the subject can understand.

An interpreter must be provided for a subject who, in theopinion of the prescribed
authority, does not understand, or cannot communicate effectively in, English as required by
section 34H.
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4.3 Explanation of effect of warrant

The prescribed authority must explain to a subject the effect of the warrant in accordance
with section 34E, and must satisfy himor herself that the subject has understood the
explanations given.

In particular, the prescribed authority must explain to the subject theuse which may be
made of any information or materials provided by the subject, including any derivative use
for the purposeof criminal investigations.

The prescribed authority must explain to a subjec the function or role of all officers present
during questioning.

44  Conditions

A subject shall have accessto fresh drinking water and toilet and sanitary facilities at all
times during questioning.

A subject must not be questioned continuously for more than 4 hours without being offered
abreak.

Such break shall, at a minimum, be of 30 minutes duration.

A subject may elect to continue questioning without taking a break, or after taking a break
shorter than 30 minutes, provided the prescribed authority is satisfied that this is entirely
voluntary.

5 Detention

5.1 Policesupervison

Taking into custody and subsequent detention shall be effected under arrangements made by
a police officer. These arrangements shall be consistent with applicable police practices and
procedures in relation to custody of persons, save where such practices are inconsistent with
the terms of the warrant or this Protocol.

A police officer shall supervise all detention pursuant to a warrant.

The prescribed authority shall be responsible for issuing directions on any matters relating
to the detention of the subject during questioning.

5.2 Personal effects

A subject shall not have access to, or be ale to manufacture, any implement that could be
used as aweapon.

A subject shall not be permitted to retain any listening or recording devices or any
communications equipment during any periods of detention or questioning.
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A subject must bepermitted, upon request, to retain any clothing or personal effects during
questioning unless the prescribed authority has reason to believe that the subject may use
such items to:

(@ injure himor herself, or other persons,

(b) damage property; or
(c) attempt to escape.

During periods of detention in which the subject is not being questioned, decisions on the
retention of items by the subject shall be the responsibility of a police officer supervising
detention. Any effects belonging to asubject which he or sheis not allowed to retain in
detention must be itemised and placed in safe custody. An inventory of the property retained
is to besigned by the subject where the subject is able and willing to do so.

On release fromdetention all such articles must be returned to the subject who must be
askedto sign areceipt for them.

A subject who is not permitted to wear his or her own clothing shall be provided with an
outfit of clothing suitable for the climate and adequate to maintain good health and dignity.
Such clothing shall in no manner be degrading or humiliating.

5.3 Searches

An ordinary or frisk search of asubject mugt, if practicable, be conducted by a police officer
of thesame sex as the subject.

Any strip search of a subject conducted pursuant to section 34L of the ASIO Act must
comply with the requirements of section 34M, including the requirement that the search be
conducted by apolice officer of the same sex as the subject.

Any search of asubject must be conducted with appropriate sensitivity.

54 Useof forceand restraint

A police officer may only use the minimumforce reasonably necessary in the
circumstances, and may only use instruments of restraint as is reasonably necessary in the
circumstances.

In particular, the use of force or instruments of restraint must not be goplied as a
punishment.

Restraint may only be applied by a police officer, and must not be applied for alonger time
than is necessary.

The Director-General must include in areport under section 34P advice about any forceor
restraint employed by a police officer in the execution of the warrant.

Ingpetor -General of Intdligenceand Seaurity
Annual Report 2003-2004



6 Health and Welfare

6.1 Facilitiesand Accommodation

Facilities employed for questioning or detention shall have adequae fresh air and
ventilation, floor space, lighting and heating and cooling appropriate to the climatic
conditions.

Facilities employed shall have sufficient natural or artificial light to permit reading.

Facilities employed for detention and questioning need not be the same throughout the
warrant period.

Where asubject isunder the age of 18 years, any period of questioning or detention may
only take place under conditions that take full account of the subject’s particular needs and
any special requirements having regard to their age.

6.2 Food
A subject shall have accessto fresh drinking water at all times.

A subject shall be provided with three meals aday at the usual hours or at the times
necessary to meet religious requirements.

Food shall be of sufficient nutritional value, adequate for health and wellbeing, be culturally
appropriate and well-prepared and served.

A subject shall be provided with special dietary food where such food is necessary for
medical reasons, on account of a subject’s religious beliefs, because the subject is a
vegetarian, or where the subject has other special needs.

6.3 Seep

A subject shall be provided with a separate bed, and must be accorded aseparate roomor
cell in which to slegp where facilities permit.

A subject shall be provided with sufficient clean bedding, kept in good order and changed
often enough to ensure its cleanliness.

Except where otherwise directed by the prescribed authority, a subject must be accorded the
opportunity for a minimum continuous, undisturbed period of 8 hours slegp during any 24
hour period of detention.

6.4 Personal Hygiene

A subject shall be provided with access to clean toilet and sanitary facilities for the subject
to use as required in a clean and decent manner.

A subject shall be permitted to bathe or shower daily in facilities that are clean, adequate,
and & atemperaturesuitable for the climate.
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A subject shall be provided with such toilet articles as are necessary for health and
cleanliness and the maintenance of self-respect.

A subject shall be permitted to undertake bathing, toileting and dressing in private, subject
to the requirements of safety and security.

6.5 Health Care
A subject shall be provided with necessary medical or other health care when required.

Arrangements shall be made for any recommendation made or treatment prescribed by a
medical or health professional to be given effect.

6.6 Religion

A subject shall be permitted to engage in religious practices as required by their religion,
subject to the requirements of safety and security.

6.7 Subjectsunder theageof 18 years

W here the subject is under the age of 18 years, the operation of this protocol is limited as
provided in section 34NA of the ASIO Act, as well as by the particular provisions of this
protocol applying to subjects under 18.

7 Video recording of procedures

7.1 Facilitiesfor recording

A SIO shall be responsible for ensuring tha there are facilities available for the making of
video recordings in accordance with section 34K of the ASIO Act, and for ensuring that
such recordings are made in compliance with that provision.

The facilities must be appropriate to enable a clear visual recording to be made of the
subject’s appearance before the prescribed authority for theduration of questioning. The
facilities must also enable a clear audio recording of all questions, answers and statements
made during questioning, including any statements made by the prescribed authority in
accordance with section 34E

In the event that there is afailure in the recording equipment, or if the recording has to be
suspended, during the subject’s appearance before the prescribed authority for questioning,
the prescribed authority must direct that questioning of the subject be suspended until
recording may be resumed.

7.2  Notification to the subject

Upon the commencement or resumption of any recording for the purpose of questioning in
accordance with subsection 34K (1), the prescribed authority shall informthe subject that the
questioning is being recorded, and shall statethe time and date of the questioning.
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7.3  Security of recordings

A SIO shall ensure that a master version is retained of any video recording of the subject’s
appearance before a prescribed authority. The master version shall be sealed in the presence
of the prescribed authority and the label shall be signed by the prescribed authority. The
sealed master version shall be made available to the Inspector-General of Intelligence and
Security on request.

A SIO shall be responsible for ensuring tha any copies of video recordings made pursuant to
section 34K are securely maintained and that a register is kept of any persons or agencies
who have accessto such copies.

As required under section 34S, the Director-General must cause thedestruction of avideo
recording, or copy of avideo recording, which isin ASIO’s passession or custody or under
ASIO's control, if the Director-General is satisfied that the video recording or copy is not
required for the purposes of the performance of functions or the exercise of powers under
the ASIOAd.

8 Contact

A subject who has been taken into custody or detained shall be permitted to contact a person
specified in the warrant as a person with whomthe subject may have contact, or a person
falling within a class of persons so specified in the warrant, or, where applicable, a person
identified in adirection described in paragraph 34F(1)(d).

A subject shall be provided with access to such facilities as are, in the view of the prescribed
authority, appropriate for such contect in all the circumstances.

Except where directed otherwise by the prescribed authority, such contact shall only be
permitted within the presence of officers present for the purposes of executing or
supervising the execution of the warrant.

9 Complaints Mechanism

In accordance with subsection 34F(9), a subject must be permitted to contact the Inspector-
CGeneral of Intelligence and Security or the Commonwealth Ombudsman during the period
of the warrant or following, including when the subject is being questioned or in detention.

A subject must be provided with such facilities as are, in the view of the prescribed
authority, appropriateto make such complaint.

A subject shall be permitted to make such complaint outside of the hearing of officers
present for the purposes of executing or supervising the execution of the warrant.

The Director-General must include in areport made under section 34P an account of any
complaint made in relation to the execution of the warrant, to the extent known.
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10 Arrangements for Liaison

As soon as possible following the issuing of awarrant, the Director-General shall ensure
tha the Inspector-General of Intelligence and Security, the nominated prescribed authority,
and the Commissioner of the relevant police service(s) are informed as to thedetails of the
warrant, and as to the proposed arrangements for its execution.
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ANNEX 3—-INQUIRY INTO CONCERNSRAISED ABOUT DIO
BY LT COL LANCECOLLINS

BACKGROUND

1 Mr Collins, a Lieutenant Colonel in the A ustralian Defence Force, wroteto the Minister
for Defence on 6 December 2000, expressing concems about the Australian defence
intelligence system. A copy of his letter is & Annex 1.2

2. The minister wrote to me on 20 December 2000, asking me to investigate, report and
make recommendations in respect of the issues raised by Mr Collins that fell within thescope
of the Inspector-General of Intelligence and Security Ad.

3. These, as expressed in Mr Collins’s letter and drawn out in later discussion with him,
were his belief that:

DIO acted in mid-1998 to quash early warning, included in an assessment
prepared by Mr Collins, of problems developing in East Timor which would
require A ustralian Defence Force deployment;

throughout 1999, DIO maintained a line of assessments in relation to East
Timor that were relatively soft on Indonesia, reflecting a DIO view that
related more to its perception of an Australian policy line than professional
assessment of thesituation; and

in December 1999 DIO without warning cut access [to an intdligence
database].

INQUIRY PROCESS
4. The inquiry involved:

An informal interview with Mr Collins in which he had the opportunity to
expand on his concerns;

Obtaining written comments fromthe Director, DI O;
Interviewing various members of DIO staff;

Examination of DIO records and commissioning research into the
circumstancessurrounding the allegation mentioned at paragraph 3.c above;

Examination of DIO assessments on East Timor during 1999;

Examination of the Office of National Assessments annual reports on the
performance of Australian intelligence agencies for 1999;

8 To ded assify the report for public rdease, asmal number of dd etions were made as marked. T he Annexes were not rd essed.
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Arranging and participating in a meeting between the Director, DIO and Mr
Collins to discuss issues relating to his complaint; and

Seeking comment froma number of colleagues nominated by Mr Collins as
supportive of his opinions. Of the twelve people approached, five responded.

FACTS AND CONCLUSIONS
Quashing of assessment - summary of events

5. In July 1998 Mr Collins was the primary author of a document entitled Intelligence
Estimate on East Timor (Draft).

6. He prepared this document in his capacity as Deputy J2 (Intelligence) at Headquarters
Australian Theare (HQAST). In his letter to the minister Mr Collins saysthat he provided it to
Major General Connolly the Commander A ustralian Theatre (COMA ST), who instructed him
to forward it to DIO for comment.

7. The DIO officer who received it considered that it contained comment and
recommendations on policy matters. He therefore sought comments from the International
Policy Division of the Department of Defence (IP).

8. TheDIO officer also spokewith the officer at HQA ST who had directed its preparation.
Hetold himthat it would not be possibleto respond appropriately within thetime requested.He
also expressed concern about the policy content and told the officer that he had referred the
assessment to IP. It would gppear from his subsequent correspondencewith the officer that he
told him DI O would not be preparing a formal review and would require further tasking from
HQAST if that was still required.

9. During the conversaion, however, thetwo officersidentified four questions aboutwhich
HQA ST required information and comment that DIO was prepared to provide.

10. TheDIOofficer forwarded theseresponses to HQA ST on 14 July 1998 under cover ofa
memorandum (see Annex 2). Mr Collins seems not to have been aware of this because hetold
me at interview that there was never aformal comment back from DI O.

11.  Shortly after this, according to Mr Collins, he visited DIO and an officer there made
clear that he was unhgppy with the draft. Mr Collins believes that this was because it went
against atendency in DIO to see things the Indonesian way'.

12.  On 20 July IPwroteto Mr Collins commenting on thedraft. The comments (at A nnex3)
were heavily critical of it ontwo grounds: first, tha it focussed at the strategic level and raised
issues outside the scope of an operational level assessment; and secondly, that it failed “to
understand some of the fundamental drivers behind our strategic relationship with Indonesia
and contains several assessments about Australian Foreign and Defence policy regarding the
political status of East Timor”.
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13.  ThelPdocument went onto express the author’s belief that an intelligence estimate is
not the place to air differences with government policy. An attachment cited paragraphs that
were of particular concern.

14.  Handwritten comments, on the DIO copy of this document, gpparently from a senior
DIO officer, reflect agreement with its conclusions and concern about thedraft assessment’s
discussion of policy matters.

15. HQAST did not seek further comments on the draft and DIO did not prepare any.
Quashing of assessment - conclusion

16. | do not consider there was anything improper in DI O referring the document to IP. It
clearly contained significant observations on policy. Mr Collins appears to have acknowledged
this inan e-mail of February 1999 to a colleague in which he said that hegot into strife (water
offa duck’ sback) for making uncomplimentary statementsabout our polic[ieg . DIO was both
entitled and, arguably, obliged to refer it to IP. IP’ s decision to correspond direct with HQA ST
was its own and appropriate in the circumstances.

17. Similarly, DIO's interaction with HQAST was proper in the circumstances. DIO
expressed its concerns but also, in discussion, identified particular intelligence issues aout
which HQA ST needed DIOinput. It provided that input in atimely manner and made clear that
it would respond to further formal tasking. Mr Collins has not pointed to any adverse
consequences flowing from this approach and | am unaware of any. The assessment was
criticised, not quashed.

18.  More generaly, Mr Collins has claimed that DIO attempts to suppress dissenting
opinions. He bases this on DIO's criticism of his assessment and on its requests for himto
desist frompublishing, viae-mail, sometimes without informing DIO, various critiques of DIO
product and alternative assessments.

19. DIO'sjustification for the latter requests was that publication of such material, which
received widedistribution including transmission not only to colleagues of Mr Collins but also
to senior politicians and Australian paosts around the world, could lead to confusion with key
national and strategic customers in Australiaand also with allies.

20.  Thisrationale, given thedistribution of responsibilities described at paragraph 25bdow,
seens entirely logical and cannot, in my view, beaccurately characterised as Mr Collins seeks
to do. | note also tha DIO invited Mr Collins to provide his views for consideration in
preparation of its own assessments.

East Timor assessments- Mr Collins sviews

21.  The critique advanced by Mr Collins alleges tha there was a long history a the
bureaucratic and political level of a pro-Jakarta line, deriving from support for a policy
approach which saw Indonesian political and economic stability as vitally important to
Australian interests.
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22.  This, according to Mr Collins, led to DIO assessments during 1998 and 1999 being
overly optimistic about Indonesian, and particularly Indonesian military, intentions and polices
in relation to East Timor. They failed, he believes, to give adequate weight to the fact that the
military were opposed to indegpendence for the province and would do whatever they couldto
counter it.

23.  Secondly, Mr Collins contends tha DIO methodology was flawed in that it relied
primarily on reporting events, or statements made by key figures, rather than analysing all
sources of available intelligence and seeking to predict likely outcomes.

24.  Mr Collins also argues that there needs to be review of intelligence assessments by
experts fromoutside the govemment, so as to provide agreater measure of quality assurance.

DIO assessment role

25. DIO hasdescribed its role as being responsible for the production of top-level, straegic
assessments on defence and security issues, to support intelligence customers ranging fromthe
government to the Chief of Defence Force and strategic level command to the operaional and
tactical level commanders. Within the framework provided by those assessments intelligence
staff at the operaional and tactical levels provide more detailed and focussed intelligence of
direct relevanceto their commanders.

26. DIO hasexplained that this processis designed to work as a cascading framework, with
assessments produced at the operational and tactical levels drawing on and complementing the
strategic level assessments. Staff a@ these levels are also encouraged to provide their views and
input to the higher level assessments. The purpose of this is to ensure effectiveness and
efficiency, and to avoid unnecessary duplication or wasted effort. DIO does not have any
authority over the HQA ST or Deployable Joint Force Headquarters intelligence staff, as they
work within the operational chain of command directly to the Chief of the Defence Force.

DIO assessments - official appraisals

27.  Intheperiod under review (mid-1998to late 1999) DI O produced [a large number of]
assessments covering East Timor. Predominantly but not exclusively, thesewerein theform of
Current Intelligence Briefs.

28. In September 1999 all these assessments were collated and provided to the Prime
Minister's office so tha it could undertake aretrospective evaluation of theintelligenceardysis
produced during the period. The Director, DIO has informed me that the Prime Minister's
office was satisfied with the quality of the DIO product.

29.  DIOproduct is also subject to review by ONA, which is required to provide an annual
performance report to the government on Australia’s foreign intelligence effort.

30. The ONA report for 1998-1999 noted (at page 9) that DIO was generally accurae in
charting the course of political, institutional and economic change in Indonesia and that it
accelerated and expanded its reporting as its gopreciation of thedeteriorating circumstances in
Indonesia and East Timor grew. [Sentence deleted]
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31l. [Sentence deleted] One of Mr Collins’s criticisms of DIO was his assertion that it
believed every Indonesian statement [words deleted]. The ONA report suggests tha the risk
was identified already.

32. ONA’s 1999-2000 report said (at page 4) that DIO continued to provide accurate and
timely intelligence assessments, well-received by its ADF, Defence and wider customers.

33.  The report also said (at page 9) tha among judgments on a range of issues, DIO
maintained comprehensive coverage of thesecurity situation in Indonesiaand of TNI, induding
TNI involvement with militias in East Timor.

34.  The report contained a separate section on East Timor [words deleted]. DIO also, the
report said, staffed an East Timor Crisis Action Team and received good feedback from its
customers for its intensive coverage in support of policy and planning and the ADF in East
Timor.

DIO assessments - views of Mr Collins's colleagues

35. Asnoted a paragraph 4.h, Mr Collins nominated a number of colleagues who, hesaid,
shared his criticisms of DIO reporting. Five of these responded to my written invitation to
comment. In fairnessto Mr Collins, it seems appropriateto report their commentsherein some
detail even though the overall conclusion of this report is not supportive of his contentions.

36. One of his colleagues said that during the period in question hehad only infrequent and
indirect contact with DIO staff but was well aware of the DIO role in providing assessments.He
said that he could not comment on institutional bias in DIO but from his perspective, despite
what gppeared to be adeterioratingsituaion and A DF planning for aworst case scenario, DIO
reporting could best be characterised as optimistic, right up until the final crisis occurred.

37.  Another colleague said that he had access during this period to reporting from all
Australian intelligence agencies. He alluded to the history of TNI involvement with and support
for militias and suggested that, despitethis, DIO assessments were based in the main on what
the Indonesian government and TNI were saying rather than wha they were doing. The
conclusions that can be drawn from this, he said, are that there was a failure to consider the
problem comprehensively or that the people involved did not have the required depth of
knowledge and understanding of the history of East Timor and Indonesia,

38. On the question of institutional bias this correspondent said he felt unqualified to
comment but he was prepared to say tha he and others found it very hard to place much
confidence in DIO assessments based on what they themselves could see happening in
Indonesiaand East Timor.

39. A third colleague considered that the concerns raised by Mr Collins suggest a broader
pathology whereby DIO was simply reflecting thelong term strategy of successive A ustralian
governments and departments when engaging with Indonesia. This correspondent said,
however, that he could not offer specific examples to substantiate Mr Collins’s perceptions.
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40. A fourth recalled that the assessments of DIO and the HQA ST staff differed in importart
aspeds. In particular, this person recalled, DIO seemed more inclined to take at face value
statements fromthe government of Indonesia which indicated tha:

TheIndonesian government and military would accept the result of the 1999
referendum;

the military would withdraw peacefully in the event of a vote for
independence;

thearmed militias were not under the control of East Timor-based Indanesian
military; and

Indonesian military units wereunder effective civilian political control from
Jakarta.

41.  Thefifth correspondent, agreeing tha thereseemed to beinstitutional bias, believedtha
the basic thrust of assessments was overly weighted towards positive public assurances by
Indonesian officials and politicians, and contrary intelligence was somewhat ignored.

42.  This person said he was satisfied, however, that the perceived bias was counteracted
adequaely by the existing Defence/A DF system and that accurate assessments were prepared
and presented at the operational and tactical level to ADF planners and commanders. This the
correspondent attributed to the distributed nature of the intelligence system allowing DIO to
extract the broader-grain intelligence required by strategic level customers in Canberra, and
lower levels in the systemto extract the finer-grain information required to plan and execute
ADF operations.

DIO assessments - conclugons

43.  Though claiming no special expertise on Indonesia and East Timor, this inquiry has
reviewed all the DIO assessments referred to at paragraph 28. For purposes of completeness
they are included as Annex4 to this report.

44. | think it fair to say that, if one were of Mr Collins’s view, ie that the Indonesian
government and military would do whatever they could to prevent theloss of East Timor and, if
that failed, would seek revenge on the East Timorese population, then any assessments tha did
not have tha as their underlying premise would probably appear inadequate.

45.  The DIO assessments, clearly, do not all have that as their underlying premise. The
overall picturethroughout the period is of conscientious atempts to analyse what was goingon
and come to rational conclusions about where that might lead.

46.  [Sentence deleted].

47.  Similarly, while there are assessments tha an observer might say were optimistic about
Indonesian government or military intentions, or possible eventual outcomes in East Timor,
there are others that display scepticismand concern.
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48. One cannat, therefore, discern from the totality of the written assessments the
institutional bias that Mr Collins and others have identified.

49. It is also reasonable to point out tha events did not go entirely as, presumably,
Mr Collins would have predicted. In an unlikely development the civilian government of
Indonesia decided tha there should be a referendumand, albeit under considerable pressure,
Indonesia subsequently withdrew from East Timor and accepted its independence. (This was
described in Mr Collins’s assessment (see paragraph 5) as the least likely of four possible
scenarios for East Timor).

50.  MrCaollinshas argued tha there needs to be asystemof evaluation of DIO’ s assessment
effort that is independent of the A ustralian intelligence community.

51.  Paragraph 5(1)(d) of the Office of National Assessments Act requires ONA to: keep
under review the activities connected with international intelligence that are engaged in by
Australiaand to bring to the natice of relevant Departments and Commonwealth authoritiesany
inadequacies in the nature, the extent or the arrangements for co-ordinaion, of those
activities...

52.  As noted at paragraph 29 aove, ONA has reported on the foreign intelligence
performance in annual reports to govemment. Those reports have covered assessment but
recently havehad arelatively greaer focus on collection.

53. In the ordinary course there may not be a great deal to be gained from qualitative
analysis of assessment performance, since intelligence assessments, while valuable inputs to
policy as part of a range of information and opinion available to govemment, will not be
critical.

54.  Very occasionally, however, as with East Timor and the terrorism environment in
Indonesia preceding the Bali terrorist atteck, intelligence and intelligence assessments will be
the principal aid to government policy and decision-making. Potentially in such cases
intelligence success or faillure may mean the difference between policy success and failure.

55.  Inthoserare instances, arguably, ONA may not be best placed to advise govemment on
thequality of the assessment effort, because it is in the position of analysing both its own and
peer agencies’ products.

56. Thegovernment might, therefore, wish to consider establishing special arrangements,
utilising resources outsidetheintelligence community, when it wishes to have the performance
of thecommunity in relation to aparticular issuecritically and objectively reviewed to identify
strengths, weaknesses and paossible changes to methodology.

57.  Becausethecircumstances giving riseto the need for such reviews would, onehopes,be
few and far between it would be premature to suggest the precise nature of any review
mechanism that might be established. It could well vary depending on the nature of the
intelligence issue that gaverise to it.
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[Word del eted] access [to the database] - background

58. The Joint Intelligence Support System (JSS) is a top secret computer network
maintained by DIO and accessible to some other Defence entities [words deleted].

59.  JISShosts [ahighly classified intelligence database].
60. [Sentences deleted].
61. Mr Collins had access to [the intelligence database].

62. Astheinquiry proceeded it became apparent that DIO considered tha Mr Collins’s
access to [the intelligence database] was not properly authorised. While this might have
justified the deliberate withdrawal of access had it occurred, it was not relevant in light of the
conclusion in paragraph 70.

Loss of [word deleted] accessto [theintelligencedatabase] - circumstances

63.  On 20 Decenmber 1999 [the database] became unavailableto [wordsdel eted]. MrCollins
sent an e-mail message (copy at Annex 5) to D10 saying that inquiries by engineering staff had
revealed that [the database] had been turned off on the orders of the Director, DIO. The
message said that, if true, this was of the utmost concern. It asked for further details sothat Mr
Collins could brief the Commander [words deleted] on the following day.

64. Thenext morning Mr Collins received an e-mail message (copy at Annex 5) fromthe
JISS Project Office to theeffect that the loss of [the database] was not a technical matter but a
DIO policy decision. The Deputy Director, DIO annotated this with asuggestion to the Director
tha “When we ge the security aspects fixed | believe we should turn [the database] back on,
even though it’snot normal for DJISS, and even though they’re using it partly to do strategic
assessment”.

65. TheDirector, DIOinstructed therecipient of the messagereferred to at paragraph 63(in
a handwritten note) to telephone Mr Collins and explain that he had not instructed that [the
database] be tumed off but had asked that it not be turned back on pending the telephone
discussion, in which the Director, DIO wanted certain messages conveyed to Mr Collins. The
feed was then restored.

66. On the following day the Director, DIO wrote to Mr Collins, with a copy to the
Commander, [word deleted], a note (copy & Annex 5) saying that he had not directed
withdrawal of the database feed and explaining thereasons for directing thedelay in restoring
it. These related to security and need-to-know issues. The note also dealt with DIO's
reservaions aout Mr Collins’s criticisms of DIO product and the appropriate demarcation
between DIO's and other intelligence functions.

Loss of [word deleted] accessto [theintelligencedatabase] - inquiry and conclusions

67. Therecords extant at thetime of thisinquiry were insufficient to determine conclusivey
the reasons for the loss of [thedatabase] feed.
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68. Themessage cited in the first sentence of paragraph 64 above gopeared to support Mr
Collins’s concern that the withdrawal of the feed was adeliberate decision on the part of DIO
management. Despite exhaustive searching over a period of months, however, including
reconstituting e-mail records from archived material, it was not possible to substantiate this.
The material that could be obtained tended to support the claim that technical factors were
responsiblefor the problem. It was evident, for example, that the [the system], [wordsdel eted],
had experienced anumber of technical problems in the weeksimmediately beforehand, as did
[word ddeted], and [the database] access was lost on other occasions in November-December
1999.

69. Inview of theabsenceof conclusive evidence | decided that it would be appropriateto
seek written acoounts of their recollections from the DIO personnel involved. These were
provided as stautory declarations, including declarations from the Director, DIO and the
Deputy Director, DIO. Universally they were to the effect that there was no decision to
withhold [the database] access and that technical problems were to blame. Copies of the
declarations are at Annex6.

70. My conclusion, therefore, isthat therewas no policy decision to withdraw [the databass]
acCess.

SUMMARY

71. I havenodoubt that Mr Collins’s concerns wereand are sincerely held. Nevertheless,his
allegations do not stand up to objectivescrutiny.

72. Wha Mr Collins interpreted as an attempt to quash contrary views appear to be
legitimate expressions of concern about parts of the content of his assessment and about his
wide distribution of assessments and comments.

73. DIO assessments during the period in question did not uniformly, or even
predominantly, adopt apro-Jakartaline although there wereinstances wherethat interpretation
might be available.

74. It might be desirable to consider, in special cases where it is warranted, establishing ad
hoc external reviews of intelligence performance.

75.  Totheextent tha evidence is available, it supports the DIO contention that the loss of
[the daabase] access resulted fromtechnical problems rather than a deliberate decision.

76.  Thereis, therefore, no need for formal recommendations arising fromthis inquiry.

Inspector-General of Intelligence and Security
May 2003
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ANNEX 4 -BALI INQUIRY —FURTHER INVESTIGATION

1 My predecessor as Inspector-General, Mr Bill Blick PSM, published an
unclassified version of his Bali Inquiry report as an Annexto the IGIS Annual Report
2002-2003.

2. Mr Blick indicated that at the time that his report was finalised (ie. 9
December 2002), there was some foreign language material requiring translation and
analysis but rather than wait for that process to be completed he had decided to report
the results of his inquiry immediately, and then complete this further investigation as
soon as he was able.

3. Mr Blick stated in his report that he considered that this foreign language
material was most unlikely to yield anything significant but it was gppropriate
nonetheless for it to be reviewed for the sake of completeness.

4. | am not aware that the result of Mr Blick’s further investigation has been
made public. | have decided to do so now, so tha the public record on this matter
may be conmplete.

5. Mr Blick wrote to the Prime Minister, The Hon John Howard MP, on 13
January 2003, to advise himthat the records in question had been examined in detail.

6. This review activity revealed that the foreign language material referred to did
not contain any intelligence that could have forewarned of the terrorist atack that
occurred in Bali on 12 October 2002, or with the benefit of hindsight, could in any
way be construed as being relevant to the atack.
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