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glossary of acronyms 
used in this report

ADF	 Australian Defence Force

AIC	 Australian Intelligence Community

ALRC	 Australian Law Reform Commission

AML/CTF Act	 Anti-Money Laundering and Counter-Terrorism Financing Act 2006

APEC	 Asia-Pacific Economic Cooperation

ASIO	 Australian Security Intelligence Organisation

ASIO Act	 Australian Security Intelligence Organisation Act 1979

ASIS	 Australian Secret Intelligence Service

AUSTRAC	 Australian Transaction Reports and Analysis Centre

DIGO	 Defence Imagery and Geospatial Organisation

DIAC	 Department of Immigration and Citizenship

DIO	 Defence Intelligence Organisation

DSD	 Defence Signals Directorate

IGIS	 Inspector-General of Intelligence and Security

IGIS Act	 Inspector-General of Intelligence and Security Act 1986

ISA	 Intelligence Services Act 2001

MA	 Ministerial authorisation

MOU	 Memorandum of understanding

NAA	 National Archives of Australia

OIGIS	 Office of the Inspector-General of Intelligence and Security

ONA	 Office of National Assessments

OSA	 Organisational Suitability Assessment

PJCIS	 Parliamentary Joint Committee on Intelligence and Security

PMC	 Department of the Prime Minister and Cabinet
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key points
Significant attention was paid in the reporting •	
period (by way of own motion inquiries) to the 
two assessment agencies, the Office of National 
Assessments (ONA) and the Defence Intelligence 
Organisation (DIO). A detailed inquiry into the 
independence and integrity of ONA assessments 
in the 12 months to September 2007 was 
completed in December 2007. I concluded 
that the culture and processes support 
independence and integrity, with some minor 
suggestions for strengthening made. There was 
no evidence or indication of improper pressure 
or attempted direction from ministers or their 
offices in that period. While policy departments 
very occasionally could press their arguments in 
a way which bordered on undue pressure, ONA’s 
final judgements did not appear to have been 
affected in an improper way.  

As a logical follow on from this scrutiny of ONA, •	
I commenced an own motion inquiry into the 
integrity of DIO assessments. This was still under 
way at the close of the reporting period, as was 
an own motion inquiry into the activities of the 
Australian Security Intelligence Organisation 
(ASIO) in respect of Mr Izhar Ul-Haque and 
related matters. The latter was triggered by 
criticism of ASIO in R v. Ul-Haque [2007] NSWSC 
1251 and raised serious allegations about the 
legality and propriety of certain actions by ASIO 
officers which occurred in 2003.  

Another inquiry completed in the 2007–08 •	
reporting period concerned the Organisational 
Suitability Assessment process in the Defence 
intelligence agencies. I made a number of 
recommendations for enhancement to the 
process which were accepted positively and 
are being implemented.

Inquiries were also initiated in the reporting •	
period as a result of 15 complaints of various 
kinds. These ranged across operational 
interactions between ASIO and members of the 
community, the handling of archives requests, 
concerns about recruitment experiences, 
concerns held by former employees, issues to do 
with the assessment of security equipment, and 
a small number of immigration related matters.  

The number of complaints received by the •	
office increased markedly in 2007–08. This was 
primarily driven by matters pertaining to the 
timeliness of ASIO’s security assessment process 
for visa purposes. A total of 193 new complaints 
of this type were received and actioned 
administratively in the reporting period. This 
compares to 71 new complaints of this kind 
being received and actioned administratively in 
2006–07 and 26 immigration related complaints 
processed in this manner in 2005–06.  

There was also some increase in the number of •	
contacts and complaints which my office received 
from current or former members of the AIC raising 
personnel management related grievances, and 
from applicants for positions with AIC agencies 
expressing concerns about recruitment practices. 
However, the number is not large relative to the 
size and growth of the AIC.

The office’s inspection program continued to •	
grow in size due to increased levels of activity 
by the Australian Intelligence Community (AIC) 
agencies. I am very appreciative of the efforts of 
my staff in responding to the increasing tempo 
and fulfilling the planned program.
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The portfolio arrangements under the new •	
Government elected on 24 November 2007 
involve the Cabinet Secretary and Special 
Minister of State, Senator the Hon John Faulkner 
having general administrative responsibility for 
my office, consistent with his responsibility for 
other accountability and integrity agencies such 
as the Commonwealth Ombudsman and the 
Auditor-General.  

We continued to develop our relationships •	
with other accountability and integrity agencies, 
and pursued targeted outreach activities to 
the community.

Despite the recruitment of two new staff •	
during 2007–08, there was no net gain in staff 
numbers as had been budgeted for, due to 
two departures. As noted earlier, the planned 
2007–08 visits and inspections program was 
still achieved by dint of the commitment of staff 
to the work of the office. Further recruitment 
action was under way at the close of the 
reporting period.  

The office received an unqualified report on •	
its financial statements for 2007–08 from the 
Australian National Audit Office (ANAO).

The inspection program paid close attention •	
to ASIO warrants and investigative approvals; 
AUSTRAC checks by ASIO; the privacy rules and 
ministerial authorisation requirements for the 
Australian Secret Intelligence Service (ASIS), 
Defence Imagery and Geospatial Organisation 
(DIGO) and Defence Signal Directorate (DSD); 
the privacy guidelines applicable to DIO and 
ONA; and sensitive operations by ASIS. Although 
substantive concerns identified were relatively 
few in number, I was pleased that each was 
corrected or addressed suitably by the relevant 
agency when raised with them. We raised a 
somewhat greater number of procedural issues, 
particularly through our inspection activities, 
and these were also corrected or addressed 
satisfactorily.

As in previous years my staff and I also presented •	
at agency seminars and training courses and 
at common AIC courses, reaching around 1250 
staff in approximately 40 sessions. We impress 
upon agency staff the importance of the rule of 
law and the need for them to have the trust and 
confidence of the community through being 
professional and judicious in the use of powers 
and capabilities.

Ian Carnell,  
Inspector-General of Intelligence and Security
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role of the 
Inspector-General

The IGIS is an independent statutory office 
holder who reviews the activities of the agencies 
which collectively comprise the AIC. The IGIS has 
own motion powers in addition to considering 
complaints or requests from ministers.

There are currently six intelligence and security 
agencies which form the AIC, namely:

Australian Security Intelligence •	
Organisation (ASIO)

Australian Secret Intelligence Service (ASIS)•	
Defence Signals Directorate (DSD)•	
Defence Imagery and Geospatial •	
Organisation (DIGO)

Defence Intelligence Organisation (DIO), and•	
Office of National Assessments (ONA).•	

The office was formally established by the Inspector-
General of Intelligence and Security Act 1986 (IGIS Act) 
and commenced operating on 1 February 1987.  

The Office of the Inspector-General of Intelligence 
and Security (OIGIS) is situated within the Prime 
Minister’s portfolio for administrative purposes, but 
as an independent statutory office holder, the IGIS 
is not subject to general direction from the Prime 
Minister or other Ministers on how the functions 
under the IGIS Act should be carried out.

The role and functions of the IGIS are set out in 
sections 8, 9 and 9A of the IGIS Act. These sections 
provide the legal basis for the IGIS to conduct 
regular inspections of the AIC agencies and to 
conduct inquiries, of varying levels of formality, 
as the need arises.

The overarching purpose of these activities is to 
ensure that each AIC agency acts legally and with 
propriety, complies with ministerial guidelines and 
directives, and respects human rights.

The majority of the resources of the office are 
directed towards on-going inspection and 
monitoring activities, so as to identify issues 
or concerns before they develop into systemic 
problems which then require major remedial action.

The inspection role of the IGIS is complemented by 
an inquiry function. In undertaking inquiries the IGIS 
has very strong investigative powers, akin to those 
of a Royal Commission.

Inquiries are conducted in private because they 
almost invariably involve highly classified or 
sensitive information, and the methods by which 
it is collected. The public ventilation of this material 
could be potentially very harmful to those persons 
involved in its collection, or compromise collection, 
neither of which would serve the national interest.

The role and functions of the IGIS are an important 
part of the overall accountability framework to 
which the AIC agencies are subject. While the IGIS 
focus is the operational activities of the AIC agencies, 
they are also subject to review by the Parliamentary 
Joint Committee on Intelligence and Security 
(PJCIS), as well as the Australian National Audit 
Office (ANAO). Certain ASIO assessments can be 
appealed to the Administrative Appeals Tribunal 
(AAT). Proceedings can also be instituted against 
AIC agencies in the Courts.



The year in review     11

the year  
in review

Federal election and change 
of government
The 41st Parliament of the Commonwealth of 
Australia was formally prorogued at 1200 hrs on 
17 October 2007, and writs were issued for an 
election for the House of Representatives and 
half of the Senate, which was conducted on 
24 November 2007.

A new government, under the Prime Ministership 
of the Hon Kevin Rudd MP, was sworn in on 
3 December 2007.

With the change of government, those individuals 
who had held ministries under the Howard 
Government with oversight and management 
responsibilities for AIC agencies naturally 
relinquished those positions.

The Hon Kevin Rudd MP, assumed administrative 
responsibility for a range of agencies within his 
portfolio upon being sworn in as Prime Minister. 
These agencies include ONA and OIGIS.

The incoming Attorney-General, the Hon Robert 
McClelland MP, replaced the Hon Philip Ruddock 
MP and in addition to becoming the first law officer 
of the Commonwealth, also took over executive 
responsibility for ASIO.

The Minister for Foreign Affairs, the Hon Alexander 
Downer MP, was replaced in that role by the Hon 
Stephen Smith MP. In doing so, Mr Smith assumed 
executive responsibility for ASIS.

The Hon Joel Fitzgibbon MP replaced the Hon 
Dr Brendan Nelson MP as the Minister for Defence, 
and in so doing assumed executive responsibility 
for DSD, DIGO and DIO.  

Newly constituted National Security 
Committee
Each of the newly appointed Ministers named 
above are also members of the National Security 
Committee (NSC), as are the Deputy Prime Minister 
(the Hon Julia Gillard MP), the Treasurer (the Hon 
Wayne Swan MP), and the Cabinet Secretary/Special 
Minister of State (the Hon Senator John Faulkner).

NSC is a standing committee of the Cabinet which 
meets both regularly and on an ad hoc basis (as 
necessary), to consider significant issues and make 
decisions which have, or are likely to have, an impact 
on Australia’s defence, intelligence and security, and 
international affairs and relationships. Excepting 
where decisions are referred to a full meeting of 
the Cabinet, NSC is the peak executive-level political 
decision making body for the AIC agencies.

Changed administrative 
arrangements affecting IGIS
In April 2008 I was advised of Prime Minister 
Rudd’s intention to rebalance the administrative 
arrangements within his portfolio entailing, among 
other things, administrative responsibility for OIGIS 
being transferred from him to the Cabinet Secretary/
Special Minister of State, Senator the Hon John 
Faulkner.1 This is consistent with Senator Faulkner’s 
responsibility for other accountability and integrity 
agencies such as the Commonwealth Ombudsman 
and the Auditor-General.

1	 My understanding is that when Senator Faulkner is engaged on matters which pertain to the Prime Minister and Cabinet 
portfolio he is properly titled the Cabinet Secretary, and that when he is engaged in other matters within his remit he is 
properly titled the Special Minister of State. I will adopt this approach in this report.
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As indicated in my previous annual report, 
I was reappointed for a second and final term as 
Inspector-General on 27 April 2007.5 The instrument 
of appointment is for a period of four years from 
that date.

This means that at the conclusion of my 
appointment on 26 April 2011, or if I were to leave 
this office prior to then, there is now a requirement 
for the position of IGIS to be advertised. The 
statutory requirements for consultation with the 
Leader of the Opposition before submission of 
a recommendation to the Governor-General, will 
remain a part of the process.

Key intelligence and security interests
Given the complex interweaving of domestic and 
international affairs, it follows that the focus of the 
AIC agencies in the period covered by this report 
was necessarily directed towards a variety of targets 
and interests.

While it is not appropriate for me in a public 
document to set out the details and ordering of 
Australia’s national intelligence collection priorities, 
or the trends and developments in which our 
assessment agencies have a particular interest, 
in a very general sense it can be said that these 
interests include (but are not limited to) the 
following broad topics:

the provision of accurate and timely advice to •	
key decision makers, so that they might respond 
in an informed way to emerging and enduring 
issues of concern

the early detection of threats to the interests •	
of Australians at home and abroad

the disruption of activities which are judged •	
to pose a serious threat to Australia’s national 
interests, where it is possible and desirable to 
do so

the provision of support to various ADF •	
deployments overseas (including in hostile 
operational environments such as Iraq and 
Afghanistan) 

In being advised of this proposed change I was 
reassured that the revised arrangements would not 
prevent me dealing directly with the Prime Minister 
if there were a significant matter which I believed 
the Prime Minister should be alerted to or otherwise 
personally involved.

The above change and other revised administrative 
arrangements affecting the Prime Minister and 
Cabinet portfolio came into effect on 1 May 2008.2

New selection arrangements
The Australian Labor Party made a commitment 
in the lead up to the 2007 federal election to 
strengthen transparency and merit based selection 
when appointing senior statutory office holders 
and senior public servants. Upon coming to power 
the Rudd Government sought to give effect to this 
commitment by introducing new arrangements 
with effect from 8 February 2008.3

In announcing these new arrangements the 
Cabinet Secretary indicated that, in future, at 
least 130 prescribed senior public service/statutory 
office holder positions would be publicly advertised 
when a vacancy arose or was anticipated, that an 
assessment process for each position would be 
conducted on the basis of merit, and that each 
process would be oversighted by the relevant 
departmental secretary and the Public Service 
Commissioner.4

While in each case a report and recommendations 
will be made to the responsible Minister, the 
decision on appointment or recommendation to 
the Governor-General will remain with the Minister.

The positions of Director-General of ASIS and 
Director-General of Security (i.e. the head of ASIO) 
are excluded from this new arrangement, while the 
positions of IGIS and Director-General of ONA are 
specifically included. The heads of the three Defence 
intelligence agencies are not statutory office holders 
and are not listed, but are in any case subject to 
other merit-based processes.

2	 Cabinet Secretary/SMOS media release number 13/2008 dated 1 May 2008, Cabinet Secretary: Additional Responsibilities, refers.
3	 Cabinet Secretary/SMOS media release number 02/2008 dated 5 February 2008, New Arrangements for Merit and 

Transparency in Senior Public Service Appointments, refers.
4	 ibid.
5	 IGIS Annual Report 2006–2007, p.16.
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In the ASIO portfolio budget statement for 2008–09, 
it is stated that:

“ASIO remains on track to meet the government-
endorsed target of 1860 staff by 2010–11. ASIO currently 
has around 1470 staff, which is more than double 
the number at the end of 2002–03 (668). ASIO will 
continue to recruit around 170 staff in each of 2008–09 
and 2009–10.” 7

The Rudd Government’s first budget was delivered 
by the Treasurer, the Hon Wayne Swan MP, on 
13 May 2008. The passage of relevant budgetary 
measures announced on that night, namely the 
Appropriation Bill (No. 1) 2008–09, will have the 
effect of continuing the growth of ASIO and the 
other AIC agencies to ceiling levels which were 
proposed by the former government.

For any agency rapid growth generates some 
degree of organisational stress, and the AIC 
agencies are not an exception.  

One way in which this may be manifest is a small 
but increasing number of complaints made to my 
office about AIC agency selection exercises and 
recruitment practices, and complaints from current 
and/or former staff about internal management 
practices. However, in a relative sense the number 
of such complaints is not large when compared 
to the size and growth of the agencies.

Consequential growth of OIGIS
When I began my first term of appointment 
as Inspector-General in March 2004, the office 
comprised myself and four staff.  

This staffing level remained static for approximately 
12 months before I obtained funding approval to 
increase the size of the office, in a phased manner, 
in lock-step with the growth of the AIC.

As at 30 June 2008, OIGIS comprised myself and 
9 staff who perform a range of inspection, inquiry, 
review, complaints handling and corporate 
functions.  

Further details about the resources of the office 
are provided in the “Corporate Governance, 
Human Resources and Financial Management” 
chapter of this report.

providing coordinated in-depth planning and •	
support to the security effort associated with 
Australia’s hosting of events of major significance 
(e.g. the Asia-Pacific Economic Cooperation 
(APEC) Leaders meeting in September 2007, the 
Olympic torch relay in April 2008, and the Papal 
visit and various events associated with World 
Youth Day in July 2008)

the sharing of information with AIC and non-AIC •	
agencies, in order to gain a better appreciation 
of potential threats, and to enhance regional 
and global security, and

sharing skills and building capability within •	
our region to deal more effectively with 
new and emerging threats to Australia’s 
defence, economic, foreign relations and 
security interests.

Continuing growth of the AIC
The AIC has experienced a significant increase 
in size in recent years. This growth has occurred 
as a consequence of:

ever-changing global circumstances•	
the increased targeting of both western •	
and Australian interests

the implementation of recommendations •	
contained in various external and internal 
reviews of the AIC agencies which were 
commissioned in response to these 
changing circumstances, and

the acceptance by government of a variety of •	
new policy and planning proposals put forward 
by the AIC agencies to enhance their capability 
to respond to a changing security environment.

Notwithstanding that there was a change of 
government in late 2007, there are no outwards 
signs that the funding outlook for the AIC agencies 
will alter dramatically in the near to medium term.  

As an example of this, in October 2005 the then 
Attorney-General, the Hon Philip Ruddock MP, 
announced a five-year strategic plan under which 
he projected that ASIO would grow from an existing 
establishment of 980 positions to 1860 positions by 
30 June 2011.6

6	 The Hon Philip Ruddock MP, Attorney-General Media Release 191/2005 dated 16 October 2005.
7	 ASIO Portfolio Budget Statement 2008–2009, p. 182. This statement can be viewed at <http://www.ag.gov.au/www/agd/

agd.nsf/Page/Publications_Budgets_Budget2008-2009> (accessed on 4 August 2008).
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The position of the Secretary of PMC is a critical 
appointment for any government, as the holder 
of that office sits at the centre of the bureaucratic 
power structure and shares a leadership role for the 
Australian Public Service with the Australian Public 
Service Commissioner.

The Secretary of PMC also plays a pivotal role in 
respect of the AIC, in that he or she provides direct 
input and support to NSC, and as chair of the 
Secretaries Committee on National Security (SCNS).  

I only had the opportunity for limited dealings 
with Mr Moran in the period between his 
commencement as Secretary of PMC and the end 
of the reporting period, but these dealings were 
cordial and served to underline the importance 
he places on accountability bodies such as OIGIS.

OIGIS valedictions

Retirement of Ms Robyn Kelly

The occasion of this annual report provides me with 
the opportunity to put on the public record some 
comments about a valued member of the OIGIS 
team, Ms Robyn Kelly, who retired in August 2007, 
after 14 years of dedicated service to the office.

Ms Kelly has the unique distinction of spending 
the longest period of any one individual on the 
OIGIS payroll. In addition to being a diligent and 
dedicated officer throughout her tenure, Ms Kelly 
has also left an enduring mark on all who worked 
with her through her constant championing of 
environmental and animal welfare issues, as well 
as bringing joie de vivre to the office.

We all miss the special spark which Ms Kelly gifted 
to the office and wish her the very best in her well 
deserved retirement.

Acting IGIS
In my previous annual report, I wrote of how the 
then Prime Minister, the Hon Mr John Howard AC, 
had issued a standing instrument of appointment 
to Professor John McMillan on 28 May 2007, 
which enables Professor McMillan to serve as the 
Acting Inspector-General for those periods of time 
when I am either outside of the country, on an 
extended period of approved leave, or if I were 
to be incapacitated for any reason.8

Despite the change of government, this instrument 
has continuing legal effect until such time as it 
is either revoked or overridden by a subsequent 
instrument of appointment.

During September-October 2007, I took four weeks 
leave during most of which time I was overseas. 
This was the first extended period of annual leave 
which I have taken since being appointed as 
Inspector-General in 2004.

I am most grateful to Professor McMillan for 
the assistance he afforded to this office, as 
Acting Inspector-General, at that time and on 
a continuing basis.

Secretary of PMC
Shortly after the 2007 Federal Election and 
overseeing the transition to power of the new 
Rudd Government, the then Secretary of the 
Department of the Prime Minister and Cabinet 
(PMC), Dr Peter Shergold AC, formally advised 
the Prime Minister of his decision not to seek 
reappointment to that position when his five-
year term expired in February 2008.

On 6 February 2008, the Prime Minister 
announced the appointment of Mr Terry Moran AO, 
as Dr Shergold’s replacement.9 Mr Moran took up his 
appointment on 3 March 2008.

At the time of his appointment, Mr Moran was 
serving as the Secretary of the Victorian Department 
of Premier and Cabinet, a position which he had 
held since July 2000.

8	 IGIS Annual Report 2006–2007, op. cit. p.16.
9	 Prime Minister of Australia Media Release dated 6 February 2008, Secretary of Department of the Prime Minister and 

Cabinet, refers.
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The net effect of the above is that the IGIS has 
either clearly defined direct authority, or sufficient 
flexibility, to handle complaints about all six 
AIC agencies.

Section 8 also provides guidance on whether or 
not particular employment related concerns, and 
a range of other issues, fall inside or outside the 
remit of the Inspector-General. These provisions 
are somewhat convoluted.  

If my office receives a complaint which I determine 
falls outside of my jurisdiction, the complainant is 
promptly informed of this fact and whether or not 
there are any other avenues available to them for 
consideration of their concerns.

If a matter of concern or complaint falls within my 
jurisdiction, a judgement needs to be exercised as 
to whether or not it should be pursued, and if so, the 
most appropriate mechanism for taking it forward.

Section 11 of the IGIS Act provides me with wide 
discretion on whether or not to pursue a complaint. 
The underlying presumption of the section is that 
a complaint against an AIC agency will be pursued, 
so long as it is within jurisdiction, unless:

the complainant became aware of the action •	
more than 12 months before the complaint 
was made and did not pursue it at the time

the complaint is frivolous or vexatious or not •	
made in good faith, or

having regard to all of the circumstances of •	
the case, an inquiry, or further inquiry, into the 
action is not warranted.

Additionally, I will not pursue an inquiry where a 
complainant has exercised or could exercise a right 
to cause the action to which a complaint relates to 
be reviewed by a court or tribunal, unless I am of the 
opinion that there are special reasons for doing so.

Having considered whether or not a complaint 
is within jurisdiction, and determined whether 
it should be pursued, I have three options on 
how next to handle a complaint. These options 
are to either pursue the matter administratively, 
as a preliminary inquiry, or as a full inquiry.

IGIS activities

Complaints and inquiries

Section 8 of the IGIS Act provides a legal basis 
for the Inspector-General to conduct inquiries 
into the AIC agencies following a referral from 
a responsible Minister, or upon the Inspector-
General’s own motion.

Section 8 of the IGIS Act also empowers the 
Inspector-General to receive and inquire into 
complaints about the AIC agencies which collect 
intelligence (i.e. ASIO, ASIS, DSD and DIGO).  

There is no specific provision in section 8 of the IGIS 
Act which directly permits this office to initiate an 
inquiry on the basis of a complaint which is made 
about either of the assessment agencies (i.e. DIO 
and  ONA). 

The rationale for this delineation between the 
intelligence collection and intelligence assessment 
would appear to be that the agencies which 
undertake only assessment do not have the capacity 
to infringe the civil liberties of individuals to the 
degree that the collection agencies might.

For practical purposes this has not been a major 
impediment to the efficient operation of this office 
because we have received very few complaints 
about DIO and ONA since the office was created.

When complaints about DIO or ONA have been 
received, they have usually been capable of being 
dealt with administratively (i.e. without need to use 
the formal powers afforded to the IGIS under the 
IGIS Act).10

Mr Philip Flood considered whether the Inspector-
General should have the capacity to directly initiate 
an inquiry on the basis of a complaint about DIO 
or ONA, in his Report of the Inquiry into Australian 
Intelligence Agencies, which was presented to 
government in July 2004.11

Mr Flood did not propose a change of this sort but 
did recommend that the IGIS Act should be amended, 
to provide the IGIS with the capacity to initiate own 
motion inquiries into the assessment agencies, at 
his or her discretion, consistent with the Inspector-
General’s existing jurisdiction in respect of the 
collection agencies. Such an amendment was made 
to the IGIS Act with effect from 2 December 2005.  

10	 P. Flood, Report of the Inquiry into Australian Intelligence Agencies, Canberra, July 2004, pp. 59-60.  
11	 Section 8 of the IGIS Act was amended to this end via the Intelligence Services Legislation Amendment Act 2005, 

Act No. 128 of 2005.
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Regardless of whether or not a complaint raises 
substantive issues, I can assure readers of this report 
that all complaints are taken seriously and that all 
complainants to this office are treated with courtesy 
and respect.

Preliminary inquiries 

The next means by which a complaint can be 
processed is by way of a preliminary inquiry.  

Preliminary inquiries are provided for under section 
14 of the IGIS Act and are made by the Inspector-
General of the head of the agency which is the 
subject of complaint.

Preliminary inquiries will usually be pursued if 
there is a question about the jurisdiction of the IGIS 
which requires further information before it can be 
resolved, or in cases where further information is 
required from the agency in question, in order to 
form a view as to whether a fuller inquiry is required.  

Preliminary inquiries are, as the name suggests, 
less formal than a full inquiry and will ordinarily be 
sufficient to address issues raised by a complainant, 
or any concerns which the Inspector-General might 
have, without the need to proceed to a full inquiry.

Full inquiries

The final means of investigating a complaint, 
responding to a formal request from a responsible 
Minister for an investigation into a matter within 
my remit, or for me to pursue a matter on my own 
motion is by means of an inquiry, as provided for 
under Division 3 of the IGIS Act.

Inquiries of this kind are more commonly referred 
to as “full inquiries” in my office, so as to readily 
distinguish them from “preliminary inquiries”.

Full inquiries are not initiated lightly, as a number 
of statutory steps need to be complied with, and 
because I may utilise my full suite of special powers 
in the course of a full inquiry.  

These powers, which are akin to those which 
are available to a Royal Commission, include the 
power to compulsorily obtain information and 
documents, to enter premises occupied or used 
by an AIC agency, to issue notices to persons to 
attend before me to answer questions relevant to 
the matter under inquiry, and to administer an oath 
or affirmation.

Processing of complaints by 
administrative means

The bulk of complaints made to the office are 
of such a character that they can be processed 
administratively.  

In the specific instance of complaints about the 
timeliness or otherwise with which ASIO processes 
security assessments for visa applicants, this entails 
oral and written communications between my 
office and the relevant functional area of ASIO, 
initially at the desk officer level, to ascertain the 
facts of the matter, to obtain a progress report and 
to report back to the complainant or their agent.

The level of contact is escalated, as necessary, 
depending on the individual circumstances of 
each case, but is something which can usually 
be undertaken administratively and at the 
working level. 

On occasion complaints of this kind will be pursued 
more formally by means of a preliminary inquiry, or 
as a full inquiry.12

Of the remaining complaints which we receive 
and process administratively, the majority are dealt 
with without referral back to the AIC agency which 
is the subject of the complaint. There are a variety 
of reasons why this is so, including:

the complainant holds genuine but •	
misconceived ideas about the role and 
functions of the AIC agencies (e.g. actions 
are ascribed to AIC agencies which do not 
correlate to their function)

the complainant has put forward suggestions •	
which are highly unlikely (e.g. conspiracy 
theories), or 

the claims made by the complainant are •	
manifestly unlikely or impossible (e.g. purported 
new mind control or related technologies).

Judgements in such matters are formulated on the 
basis of all of the material which has been presented 
by the complainants (i.e. not only new material, 
but materials which may have been presented 
previously), as well as our experience in dealing 
with similarly formulated complaints which we 
have received from other complainants.

12	 A fuller description of the handling of such complaints is provided in the “ASIO” chapter of this report.
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I should note that approximately half of the 
immigration related complaints received in 2007–
08 were not actually “live” for ASIO i.e. they had not 
been referred by the Department of Immigration 
and Citizenship (DIAC), or DIAC had been asked for 
further information, or ASIO had already provided 
a security assessment to DIAC. Of course, such cases 
still add to the OIGIS workload. 

A more general examination of the overall level 
of complaints made to this office is explored in 
the “Performance” chapter of this report.

Inspection and visits program

During 2007–08 approximately two-thirds of the 
resources of OIGIS (other than those required for 
corporate matters) were devoted to the on-going 
inspection and visits program.

I consciously devote such a significant proportion 
of our resources to these activities because I believe 
very strongly in the positive effect that our regularly 
scheduled round-table meetings and targeted 
inspection activities, supported by occasional special 
projects, have on influencing normative behaviour 
within the agencies.

Fuller details of the various visits and inspection 
activities undertaken by OIGIS during 2007-08 are 
provided in the individual chapters on each of the 
agencies, but these activities have included:

the scheduling of monthly meetings with •	
senior ASIO managers so that we might discuss 
issues of topical and on-going interest to 
our respective agencies.  (This replicates our 
long-standing practice of conducting round-
table meetings of this kind in each of the other 
collection agencies)

continuing to review relevant accountability •	
documents for every request made by ASIO 
for the use of special powers warrants

reviewing authorisations issued within ASIO •	
to conduct investigations into persons of 
security interest

reviewing a sample of ASIO’s accesses to •	
Australian Transaction Reports and Analysis 
Centre (AUSTRAC) data

During 2007–08 I initiated 18 new full or preliminary 
inquiries. This compares with 13 such new inquiries 
initiated in the previous reporting period. Of these 
18 new inquiries, three were own motion inquiries 
and 15 were the result of complaints.

Of the 15 complaints which resulted in either full 
or preliminary inquiries, three were lodged by either 
current or former AIC employees and relate in some 
way to their employment, while an additional five 
were lodged by external applicants for positions 
which were advertised by AIC agencies who 
were aggrieved either by the selection process 
or the manner in which the selection process 
was administered.

In 2006–07 my office received 65 complaints about 
AIC agencies which did not relate to the processing 
of security assessments by ASIO which were handled 
administratively. In 2007–08 this figure was 75.  

Sixteen of the 75 complaints were made by current 
or former employees of AIC agencies about the 
agency for which they had worked compared to 
only five such approaches in the previous year.  

In addition to this, seven out of the 75 complaints 
were received from external applicants for 
positions which were advertised by AIC agencies, 
who were aggrieved either by the selection or 
vetting processes. 

During this reporting period my office also received 
193 new complaints about alleged delays by ASIO 
in preparing security assessments on applicants 
for various visa categories, which I chose to handle 
administratively.  

The receipt of 193 new complaints of this kind 
represents a very substantial increase on the 71 
new immigration related complaints which OIGIS 
processed administratively during the previous 
year. There are several reasons why the number 
of immigration related complaints has increased 
substantially, but of particular significance is the 
advice to me that there was a 36% increase in the 
number of visa security assessments processed by 
ASIO during the year.  
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One vehicle through which awareness of the office is 
promoted is a website which provides details of the 
role and functions of the office, addresses frequently 
asked questions, and provides a repository for public 
versions of past inquiry reports and annual reports.

The website, which is located at < http:www.igis.gov.
au > also provides guidance on lodging complaints.  
This guidance is provided in English and in 15 other 
community languages.

Given the potential for members of the public to 
be unsure which agency has the jurisdiction to 
handle complaints about the AIC, we maintain 
close relations with Commonwealth Ombudsman, 
and have provided copies of our brochures to the 
Ombudsman for the information of complainants 
to that office, whose concerns might be better 
directed to us.

OIGIS, in turn, also periodically refers complainants 
to the Ombudsman if the matters which are raised 
with us are more appropriately dealt with under that 
jurisdiction.

While it is unlikely that OIGIS will ever have the 
wherewithal or desire to advertise our existence via 
the mass-media, I am keen to take up opportunities 
as they present themselves, to meet with a variety 
of community groups, media representatives, 
student groups and academics, to promote a 
better and more widespread understanding of the 
activities of this office.

To this end, during 2007–08 I spoke at the following 
conferences, forums or community events: 

a forum arranged by the Law Faculty, University •	
of Sydney (29 August 2007)

the ‘National Security for a Diverse •	
Community’, forum hosted by the 
Protective Security Coordination Centre 
in Canberra(24 October 2007)

the Australian Institute of International Affairs, •	
Canberra (22 November 2007)

the Pakistan Association of Australia, Sydney •	
(28 November 2007)

a class of students engaged in intelligence and •	
security related studies at the ANU, Canberra 
(20 March 2008)

regularly reviewing the application of privacy •	
rules to products/records generated by ASIS13, 
DSD and DIGO, and the application of the 
privacy guidelines applicable to ONA and DIO

reviewing all ministerial authorisations issued •	
to the foreign intelligence collection agencies 
by their respective ministers

reviewing ASIS operational files on a regular •	
and targeted basis

reviewing the application of relevant weapons •	
guidelines and approval processes in respect 
of ASIS personnel

regularly speaking to AIC staff at ‘in-house’ •	
training courses, to promote awareness of the 
importance of accountability and acting legally 
and with propriety, and 

regularly visiting AIC offices and sites •	
around Australia.

Even though our existing visits and inspection 
program is quite expansive, there is scope for this 
work to be varied, and to add new inspection tasks.

With the recent and proposed growth in the size 
of OIGIS, I intend to take advantage of this to initiate 
several pilot projects in 2008-09, within different 
AIC agencies.  

I see these anticipated projects being not only useful 
exercises in themselves but as an aid to determining 
if they should become regular on-going inspection 
activities in the future.

I also plan to deepen my office’s knowledge of the 
agencies for which I have oversight responsibilities 
so that I and my staff are well informed about the 
full range of their activities.

Community outreach

Notwithstanding recent growth OIGIS is presently, 
and is likely to remain, one of the smallest budget-
funded Commonwealth agencies.

Despite our relatively small size, I am keen for the 
office to be known to as many people as possible, 
so that those with a genuine grievance or concern 
about an AIC agency will know where they might 
turn for reliable information and assistance.

13	 I temporarily suspended some but not all of our privacy review activities with respect to ASIS in April 2008, due to my 
confidence in the Service’s internal compliance systems, but will review this position in the next reporting period.
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International cooperation
During the reporting period, the office again 
received a number of international visitors. Notable 
among these were visits from a senior Canadian 
office holder, as well as senior ranking Japanese 
officials, who were interested in the manner in 
which Australia’s intelligence and security oversight 
and review arrangements work.

IIRA Conference 2008

As indicated in my previous annual report one 
of my staff and I attended the fifth International 
Intelligence Review Agencies (IIRA) conference, 
which was held in Cape Town, South Africa, in 
October 2006.14

The IIRA conferences have occurred approximately 
every two years on a rotating basis between 
Australia, Canada, the United Kingdom, the United 
States of America, South Africa and New Zealand.

The next IIRA conference is to be held in New 
Zealand in the second quarter of 2008-09, and 
the subsequent IIRA conference will be hosted by 
Australia, most likely in the second half of the 2010 
calendar year.

I am on the working party which is assisting the New 
Zealand Inspector-General of Intelligence of Security 
(NZ IGIS) to plan and prepare for the forthcoming 
conference. I have been happy to assist the NZ IGIS 
in this task, as his office is even smaller than mine 
and he is grateful for our input and support, but also 
it will assist in planning for when Australia next hosts 
this event.

Significant issues
In 2007–08 my office either had a direct 
involvement in, or monitored, a number of issues 
of public interest or significance.  

A summary of these issues is provided in this 
section, with a further discussion of some of these 
matters also provided in relevant chapters elsewhere 
in this report.

the Australian Federation of Islamic Councils, •	
annual congress Sydney (17 May 2008), and

the ‘Above Board Public Accountability Forum’, •	
Australian National University, Canberra 
(24 May 2008).

In addition to the above, I was interviewed by a 
student/community radio station based in Sydney 
about the work of the office, and also responded 
to some queries from several journalists throughout 
the year on matters of topical interest.

I also met with representatives from policy bodies 
with an interest in the work of the AIC and this 
office, as well as visiting academics with an 
interest in the field.

Training 

As the AIC continues to grow, and more persons 
become professionally engaged in intelligence 
related activities, I believe it is essential for new 
starters and existing staff to have at least a general 
knowledge of the role and functions of my office, 
and the range of activities undertaken.

During 2007–08 my staff and I made at least 
40 presentations to approximately 1250 staff 
drawn from across the six AIC agencies. These 
presentations were primarily delivered in 
Canberra, but a number were also provided 
at different locations across Australia.

The presentations are tailored to each agency 
or audience but all cover the history and activities 
of this office, the fundamental importance of 
agencies acting in accordance with the law and 
staff acting in an ethical manner and the need 
for the agencies to maintain public confidence 
by using their special powers and capabilities 
judiciously and professionally.

I am also occasionally invited to speak to specialist 
in-house forums hosted by AIC agencies which are 
also attended by their international counterparts.

In addition to delivering presentations on the role 
and functions of OIGIS, members of my staff and 
I have also attended several agency training courses 
either as participants or observers and I will look to 
doing so again during the next reporting period.

14	 IGIS Annual Report 2007–2008, ibid, p.23.
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Inquiry into DIO analytic integrity

As a logical corollary to my various ONA inspection 
and inquiry activities, I determined that it would be 
timely for me to initiate a similarly themed inquiry 
into the other assessment agency within my remit, 
namely DIO.

While DIO does not have a statutory basis (unlike 
ONA), and the provisions of subsection 8(3)(c) of the 
IGIS Act apply exclusively to ONA, section 8(3)(a)(iii) 
of the IGIS Act provides that the IGIS may inquire, 
on his or her own motion, into any matter that 
relates to:

“the effectiveness and appropriateness of the 
procedures of that agency relating to the legality 
and propriety of the activities of that agency”

In interpreting the meaning of this section I believe 
that the concept of “propriety” can be readily 
construed to encompass within its ambit the notion 
that DIO assessment processes should be objective 
and free from improper direction or influence.

This being so, I wrote to the Minister for Defence, 
the Hon Joel Fitzgibbon MP, on 29 February 2008 
to inform him of my intention to conduct an own 
motion inquiry into the propriety of the assessment 
activities of DIO.

Additional information about this inquiry is 
provided in the “DIO” chapter of this report and 
also at Annex 4.

This inquiry was close to finalisation at the 
conclusion of 2007–08. I will naturally provide 
details of our findings in the next IGIS annual report.

Inquiry into Organisational Suitability 
Assessment processes

On 5 June 2007 I initiated an own motion inquiry 
into the Organisational Suitability Assessment (OSA) 
policies and procedures which are used by DIGO, 
DIO and DSD as part of determining the suitability 
of prospective and current employees to work in 
their respective agencies.18

The bulk of the work for this inquiry was conducted 
during 2007–08 and the inquiry concluded when I 
provided a report of my findings to the Minister for 
Defence on 15 February 2008. 

Review of ONA statutory independence

In the Report of the Inquiry into Australian Intelligence 
Agencies published in July 2004, the report’s 
author, Mr Philip Flood AO, recommended that the 
Inspector-General should conduct periodic reviews 
of ONA’s statutory independence.15 

So as to facilitate future inquiries of this kind Mr 
Flood recommended, and the government of 
the day accepted, that it would be necessary to 
amend the IGIS Act, through the insertion of a 
new subsection, namely subsection 8(3)(c), which 
provides that, the IGIS may:

“at the request of the responsible Minister or of the 
Inspector-General’s own motion, … inquire into any 
matter in relation to the statutory independence 
of ONA.”

Section 35(2) of the IGIS Act was amended at the 
same time so as to require that the IGIS include in 
his or her annual report, comments on any inquiry 
conducted in accordance with the new s8(3)(c). 
The above changes came into effect on 
2 December 2005.16

As detailed in the IGIS Annual Report 2005–06, I 
initiated a review of ONA’s statutory independence 
early in 2006.17 In so doing, I utilised the longer-
standing general inspection powers afforded to the 
IGIS under section 9A of the IGIS Act, rather than 
relying on the new subsection 8(3)(c). This was a 
suitable means of scoping and doing a preliminary 
exploration of the relevant issues. I concluded that 
inspection activity with the presentation of a report 
of my findings to the then Prime Minister, the Hon 
John Howard AC, on 15 December 2006.

I followed up this initial inspection work with a 
formal own motion inquiry, as provided for under 
subsection 8(3)(c) of the IGIS Act, initiated on 
14 February 2007.  

Work on this inquiry continued throughout much of 
the calendar year, and culminated in the delivery of a 
report of this inquiry to the incoming Prime Minister, 
the Hon Kevin Rudd MP, on 5 December 2007.

A fuller description of these processes and a general 
summary of my findings is provided in the chapter 
on ONA and at Annex 3.

15	 Flood, op. cit., p.106 and p. 180.
16	 These amendments were effected via the Intelligence Services Legislation Amendment Act 2005, Act No. 128 of 2005.
17	 IGIS Annual Report 2005–06, pp. 52–53.
18	 This inquiry was conducted in accordance with sections 8(2) and 8(3) of the IGIS Act.
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The Defence intelligence agencies have accepted 
my recommendations and have commenced 
implementation of them. I am quietly optimistic 
that if the changes I have proposed are fully 
implemented they will serve to enhance the 
utility, reliability and validity of OSA processes.A copy 
of the executive summary of my report is provided 
at Annex 5 of this annual report.

NSW coronial inquiry into Mr Brian Peters’ death

In recent annual reports I have made reference to 
an inquest which had been initiated by the NSW 
Coroner into the death of the late Mr Brian Peters, 
in East Timor, in October 1975.19

Mr Peters was one of five newsmen who were 
killed in the small village of Balibo, who have over 
time come to be known in media reporting and 
other commentary as the ‘Balibo Five’. 

The inquest into Mr Peter’s death was conducted by 
the Deputy NSW Coroner, Magistrate Dorelle Pinch, 
and concluded when Magistrate Pinch formally 
brought down her findings on 16 November 2007.

My office had a particular interest in this inquest 
as my predecessor conducted an extensive 
investigation in 2000–01 into claims that intelligence 
information said to have been in the possession of 
DSD before the killings was not passed on to the 
government, and that if it had been, the Balibo Five 
could have averted their fate.

Mr Blick ultimately concluded that intelligence 
material meeting the above description did not 
exist, although there was intelligence material 
relating to journalists in Timor.  Mr Blick further 
concluded that all relevant material held by 
DSD was passed to government and that DSD 
did not deliberately withhold a particular item 
of intelligence.20 

It would not be appropriate for me to provide 
commentary on Magistrate Pinch’s report, especially 
as it is readily available to anybody who wishes to 
read it.21 I have, however, selected some extracts 
from the report, which touch on issues of relevance 
to this office.

My office has had a long standing interest in OSA 
policies and procedures across the AIC, given that 
my immediate predecessor as Inspector-General, 
Mr Bill Blick AM PSM, recommended that each of 
the AIC agencies should undertake mandatory 
psychological assessments of all current and 
prospective employees if they were not already 
doing so.

Mr Blick’s recommendation was accepted by 
government and the AIC agencies then took action, 
as necessary, to give it effect.

Given that approximately seven years had 
passed since Mr Blick had concluded his inquiry, 
I considered that it was both timely and appropriate 
for OSA policies and procedures in the Defence 
intelligence agencies to be subject to review by 
this office.

The inquiry included consideration of 
documentation setting out each agency’s OSA 
policies and procedures, an examination of the 
psychological testing instruments used, and 
interviews with staff, human resource managers, 
psychologists and security experts.

To assist me in this task, I engaged Workplace 
Research Associates to provide expert advice in 
the interpretation and assessment of the testing 
instruments, interview techniques and assessment 
processes. Workplace Research Associates provided 
expert advice in the fields of clinical psychology and 
psychometrics.

I am pleased to say that the general picture of 
the management of the OSA policies, procedures 
and practices within the Defence intelligence 
agencies is a positive one. While a small number 
of cases which were considered in the course of 
this inquiry raise issues, these would appear to be 
an unintended consequence of the OSA evolving 
to serve two distinct purposes. I concluded that 
opportunities exist to clarify these purposes and 
provide additional structure and rigour to the 
OSA process.

19	 IGIS Annual Report 2005–06, pp. 8-9 and IGIS Annual Report 2006–07, pp. 25–26.
20	 An unclassified version of Mr Blick’s report was published at Annex 3 to the 2001–02 IGIS Annual Report, pp. 82–90.
21	 This report can be found at the following address, following the links to ‘Brian Peters’ <http://www.lawlink.nsw.gov.au/

lawlink/coroners_court/II_coroners.nsf/pages/coroners_findings> (accessed 6 August 2008).
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Returning to the subject of the thoroughness of 
the searches undertaken by DSD, Magistrate Pinch 
wrote:

“As noted previously, given the breadth of the subpoena 
that I issued, the extensive process of cross-referencing 
that was undertaken and the sworn evidence of [a 
senior DSD officer] about the searches undertaken to 
ensure compliance with the subpoena, I am satisfied 
that all extant classified material of possible relevance 
to the inquest was made available to myself and those 
authorized to view it.” 24

In respect of allegations which were located at the 
centre of Mr Blick’s inquiry in 2000–01, Magistrate 
Pinch wrote:

“I have not seen any Sigint material, received prior to 
16 October (1975), in which the Indonesians indicated 
any knowledge of the presence of either team of the 
Australian journalists in Balibo.  Nor have I seen any 
intercept in which the Indonesians referred to an 
intention of killing the journalists.” 25

Magistrate Pinch’s ultimate finding, made in 
accordance with section 22(1) of the Coroners 
Act 1980 (NSW) was as follows:

Brian Raymond Peters, in the company of fellow 
journalists Gary James Cunningham, Malcolm Harvie 
Rennie, Gregory John Shackleton and Anthony John 
Stewart, collectively known as “the Balibo Five”, died 
at Balibo in Timor Leste on 16 October 1975 from 
wounds sustained when he was shot and/or stabbed 
deliberately, and not in the heat of battle by members 
of the Indonesian Special Forces …” 26

I am hopeful that Magistrate Pinch’s report and 
Mr Blick’s report, taken in their totality, will serve 
to end speculation that DSD played any role in 
the death of the Balibo Five, either directly, or via 
an act of omission.

On the question of the level of cooperation 
received by the inquest from DSD and DSD’s efforts 
to comply with various subpoenas, Magistrate Pinch 
noted the evidence:

“… that a taskforce of nine DSD personnel conducted 
searches of all relevant hard copy files, an exercise which 
entailed collating literally thousands of documents 
and reading them … In total, the number of staff hours 
devoted to this task was estimated at 2,500. Hence, I am 
satisfied that the most thorough and comprehensive 
search has been conducted to ensure compliance with 
the subpoenae.”22

On the question of access to classified and 
sensitive documentation, and the transparency 
of proceedings Magistrate Pinch wrote:	

“In recognition of the importance of all of the material 
to the inquest, the Commonwealth Government agreed 
that the classified documents could be inspected not 
only by myself, my Senior and Junior Counsel and 
their instructing solicitor, but also by Senior Counsel 
for Ms Tolfree, Mr Stratton S.C. Additionally, those 
Commonwealth officers – former Government Ministers 
and Departmental officials – who could give evidence 
of classified material were provided with the requisite 
authorizations by the Commonwealth Government 
under the Crimes Act 1914 and Intelligence Services Act 
2001 to speak with my Counsel and instructing solicitor 
in order to provide Statements.”

“It is also important to note that about 98% of the 
inquest was conducted in open session … I am satisfied 
that all matters of substance are now in the public 
domain, even if not the specific detail.”23 

22	 ibid, Inquest report p. 12.
23	 ibid, p. 13.
24	 ibid, p. 77.
25	 ibid, p. 90.
26	 ibid, p. 129.
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Administrative inquiry into the arrest 
of Dr Mohamed Haneef

Dr Mohamed Haneef is medical doctor of Indian 
nationality who was arrested on 2 July 2007 at 
Brisbane Airport, on suspicion of various terrorism-
related activities.

The circumstances of Dr Haneef’s arrest, the laying 
and subsequent dropping of charges against him, 
and his ultimate voluntary departure from Australia 
have been a subject of considerable debate and not 
a little public controversy.

On 13 March 2008, the Attorney-General, the Hon 
Robert McClelland MP, announced the appointment 
of the Hon John Clarke QC, a retired judge of the 
New South Wales Court of Appeal, to conduct 
an inquiry into the above matter. Mr Clarke has 
been asked by the Government to report back 
by 30 September 2008.

Details of Mr Clarke’s terms of reference and other 
important information relating to this inquiry are 
accessible via the inquiry’s website.29 

Although the following information was revealed 
outside of the 2007–08 reporting period, I should 
note that it is now a matter of public record that 
this office conducted an administrative review of 
some of the key ASIO records of its work in respect 
of Dr Haneef.30 I had advised the outcome of this 
administrative review to the Attorney-General 
in December 2007.

Inquiry into ASIO’s dealings with 
Mr Izhar Ul-Haque

Mr Izhar Ul-Haque is an Australian citizen of Pakistani 
heritage who, following investigations undertaken 
by ASIO and the Australian Federal Police, was 
arrested in April 2004 and charged with the offence 
of training with a proscribed terrorist organisation. 

At the time of his arrest Mr Ul-Haque was a 21 year 
old medical student.27  

Mr Ul-Haque’s charges were brought in the NSW 
Supreme Court in October 2007 but were withdrawn 
on 5 November 2007, after Justice Michael Adams, 
of the NSW Supreme Court, found certain evidence 
against Mr Ul-Haque to be inadmissible. Justice 
Adams reasons for his decision were publicly 
released several days later.28 

In his decision Justice Adams made a number 
of very critical comments about the conduct 
of certain ASIO officers. These comments were 
principally directed towards two ASIO officers who 
were assigned the designators B15 and B16 when 
giving evidence at Mr Ul-Haque’s pre-trial hearings.

Having read the Judgment and reflected on the 
matter, I decided that it would be appropriate for me 
to commence an own motion inquiry into:

actions taken by ASIO in respect of Mr Ul-Haque •	
throughout 2003, and

ASIO’s policy, procedures and general practices •	
on the interviewing of persons of security 
interest, as they stood in November 2003 
and currently (if different). 

My inquiry commenced on 14 November 2007 
and was ongoing at the conclusion of the 
reporting period.   

27	 Mr Ul-Haque has subsequently completed his undergraduate medical studies and has recently been formally conferred the title 
of Doctor but as at the dates referred to in this section this was not the case.  I have therefore referred to him by the title “Mr” for 
the purposes of this report.

28	 R v Ul-Haque [2007] NSWSC 1251, which is available at the following website: <http://www.lawlink.nsw.gov.au/lawlink/caselaw/
II_caselaw.nsf/pages/cl_sc> and following the links (accessed 6 August 2008).

29	 The Clarke inquiry website is located at <http://www.haneefcaseinquiry.gov.au/> (accessed on 6 August 2008).
30	 ibid, unclassified ASIO submission dated 25 July 2008, p.3.
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parliament, legislation 
and liaison 

Overview
The 2007–08 period saw continuing high levels 
of public interest in, and debate about, the role, 
functions and activities of the AIC.

The interest of the public in such matters has been 
naturally fuelled by a succession of:

high profile cases (e.g. Dr Mohamed Haneef, •	
Mr David Hicks, Mr Mamdouh Habib) 

prosecutions (e.g. the conduct of pre-trial •	
hearings and trials of 22 individuals in Melbourne 
and Sydney on terrorism related charges)

legal judgements (e.g. Mr Izhar Ul-Haque, •	
Mr Scott Parkin, Mr Jack Thomas)

events (e.g. planning for, and the execution of, •	
security arrangements for events such as the 
APEC leaders meeting in September 2007, the 
Olympic torch relay in April 2008, and the Papal 
visit in July 2008), and

issues (e.g. the legal and other protections •	
which should be afforded by the Australian 
government to Australian persons suspected 
of involvement in terrorist related activities, the 
exploitation of new technologies for surveillance 
purposes, the appropriateness of travel advisory 
notices, border control issues etc.).

At the core of many of these cases and issues 
is a debate about where the balance should lie 
between the security needs of the community 
and obligations of the state on the one hand, and 
the way of life most Australians enjoy and the civil 
liberties of individuals on the other.  

Against this background it is not surprising that 
Parliament, which reflects and represents the 
sovereign will of the Australian people, should 
be a focal point for many of these arguments 
and debates.

Either side of the election of 24 November 2007, 
the Parliament was involved in the development, 
passage and implementation of various laws, some 
of which have or could have an impact upon the 
powers of the AIC agencies (and in consequence the 
monitoring and inspection function of this office).

As the business of government and public 
administration is enduring regardless of who is in 
power, a number of formal reviews were initiated, 
conducted and/or concluded during the reporting 
period which will also be influential in shaping 
the future legislative framework in which the AIC 
agencies and OIGIS operates.

The following chapter therefore briefly sets out some 
of the interactions of this office with parliamentary 
bodies during the reporting period, summarises 
legislative developments affecting the AIC in which 
OIGIS has an interest, and briefly details input I have 
made to some legislative reviews.

I have also included in this chapter, for the sake 
of completeness, some details of interactions with 
other government agencies and bodies, which 
might be characterised as attempts to aid the 
development and maintenance of public sector 
governance structures.
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the PJCIS two to three times a year to provide an 
overview of the work of my office and to discuss 
issues of mutual interest or concern.

During 2007–08 I did not meet formally with 
the PJCIS in either of its guises.  I read nothing 
of consequence into this but believe that this is 
simply the by-product of a disrupted parliamentary 
schedule brought about as a consequence of the 
federal election, and the need for the new PJCIS to 
become fully conversant with the six AIC agencies.

Despite my lack of formal contact with the PJCIS, 
I monitored the work of the committee during 
the reporting period and the various reports 
it produced. My office and I also maintained a 
good and productive working relationship with 
the PJCIS Secretariat.

I expect to engage with the members of the PJCIS 
on a more direct and regular basis during the next 
reporting period, and would expect to liaise with it 
in planning for the International Intelligence Review 
Agencies conference which we will jointly host in 
Australia, in 2010.

Senate Finance and Public 
Administration Committee

I prepared during 2007–08 to appear before 
the Senate Finance and Public Administration 
committee during its consideration of 
Supplementary Budget Estimates, Additional 
Estimates, and Budget Estimates, but was not 
called upon to do so. 

Parliamentary accountability – general 

Despite not being required to attend before 
the above committee during 2007–08, I was 
nonetheless accountable to the Parliament 
through my responses to a range of questions 
on notice, through the tabling of my previous 
annual report, and through the provision of input 
to several parliamentary inquiries and other forms 
of legislative review. 

Parliamentary oversight

Parliamentary Joint Committee 
on Intelligence and Security

The Parliamentary Joint Committee on Intelligence 
and Security (PJCIS) came into existence on 2 
December 2005, as a successor to the Parliamentary 
Joint Committee on ASIO, ASIS and DSD.

The composition, role and functions of the PJCIS are 
prescribed under sections 28–29 of the Intelligence 
Services Act 2001 (the ISA).  

The PJCIS plays a significant role in oversighting the 
activities of the AIC agencies, particularly in respect 
of the administration and expenditure of the AIC 
agencies. This office has a complementary remit 
that is focused on the operational activities of the 
AIC agencies.

A new PJCIS was established when the 42nd 
Australian Parliament commenced business 
in February 2008 with a significant number of 
new members.  

That there would be a significant change in the 
composition of the PJCIS could be reasonably 
anticipated as some former members of the PJCIS 
either chose to retire at the federal election, or did 
not win their seat in the election. The change of 
government also saw several former members of the 
committee promoted to Ministerial or Parliamentary 
Secretary positions meaning that they were no 
longer in a position to serve on the committee.31 

The changed electoral landscape also saw two 
former Ministers in the Howard government 
become members of the PJCIS in the 42nd 
Parliament.32

The new Chair of the PJCIS is the Hon Arch Bevis 
MP, while the Hon Philip Ruddock MP serves as the 
Deputy Chair of this committee.

Although OIGIS is not one of the six AIC agencies 
and therefore not directly within the remit of the 
PJCIS, it has been my usual practice to meet with 

31	 Senator the Hon John Faulkner was made Cabinet Secretary / Special Minister of State, the Hon Mr Anthony Byrne MP 
was made a Parliamentary Secretary reporting to the Prime Minister, while the Hon Duncan Kerr SC MP was appointed 
the Parliamentary Secretary for Pacific Island Affairs.

32	 Namely the former Attorney-General, the Hon Philip Ruddock MP, and the former Minister for Foreign Affairs, the 
Hon Alexander Downer MP.
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issue authorisations in respect of prospective 
telecommunications data in prescribed 
circumstances, and adopted my suggestion as 
one of its recommendations, as follows:

“The committee recommends that the Inspector-
General of Intelligence and Security incorporate into 
his regular inspection program oversight of the use of 
powers to obtain prospective telecommunications data 
by the Australian Security Intelligence Organisation.” 34

The Bill was passed by both houses of Parliament 
and received Royal Assent on 28 September 2007.  

Telecommunications (Interception and Access) 
Amendment Act 2008

The Telecommunications (Interception and Access) 
Amendment Bill 2008 was introduced into the House 
of Representatives on 20 February 2008.  

The purpose of this Bill was to amend the 
Telecommunications (Interception and Access) 
Act 1979 to extend sunset provisions relating 
to network protection activities undertaken by 
network administrators in law enforcement and 
security agencies, to clarify reporting requirements 
for warrants, and to clarify that multiple 
telecommunications devices can be intercepted 
on a named persons warrant.

The Bill was also referred to the Senate Standing 
Committee on Legal and Constitutional Affairs 
for review.  

I did not make a formal submission to the 
Committee in respect of this Bill but closely read 
its report when it was tabled on 13 May 200835.

I also discussed the implications of the Bill with 
various agencies within my remit both prior to 
and subsequent to its passage into law.

The Telecommunications (Interception and Access) 
Amendment Act 2008 passed through both Houses 

Legislative proposals 
and developments

Telecommunications (Interception and Access) 
Amendment Act 2007

The Telecommunications (Interception and Access) 
Amendment Bill 2007 (the Bill) was introduced into 
the House of Representatives on 14 June 2007.  

The purpose of the above Bill was to give effect to 
several recommendations made by Mr A.S.Blunn 
AO, in the report of an inquiry he had conducted 
into the then Telecommunications (Interception) Act 
1979 33, which had not been dealt with in previous 
legislative amendments.

The Bill was referred to the Senate Standing 
Committee on Legal and Constitutional Affairs for 
review on 21 June 2007.

I provided a submission to the Committee on  
11 July 2007.  

One of the provisions of the Bill of particular 
interest to me and upon which I offered 
comment was a proposal that very senior officers 
of ASIO would be able to issue authorisations 
requiring telecommunications carriers or 
carriage service providers to provide prospective 
telecommunications data for the duration of the 
authorisation (i.e. up to 90 days).  

In my submission I supported this proposal but 
suggested that there would perhaps be merit in 
my office establishing a formal inspection process 
to periodically review any authorisations of this kind 
which may be issued.  

I suggested that this inspection activity would be 
akin to my office’s existing inspection activities in 
relation to special powers warrants issued to ASIO.

The Committee provided a report of its review of 
the Bill to the Senate on 1 August 2007.  

In its report the Committee considered the 
proposal that senior ASIO officers be able to 

33	 Review of the Regulation of Access to Communications, Canberra, August 2005 (aka The Blunn Review)
34	 Report of the Senate Legal and Constitutional Affairs Committee into the Telecommunications (Interception and Access) 

Amendment Bill 2007, dated 1 August 2007, paragraph 3.79. This report is accessible at the following location: <http://www.aph.
gov.au/Senate/committee/legcon_ctte/completed_inquiries/2004-07/telecommunications_interception/report/index.htm> 
(accessed on 7 August 2008).

35	 Report of the Senate Legal and Constitutional Affairs Committee into the Telecommunications 
(Interception and Access) Amendment Bill 2008, dated 6 May 2007. This report is accessible at the following location:  
<http://www.aph.gov.au/Senate/committee/legcon_ctte/ti_2008 /index.htm> (accessed on 7 August 2008).
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Ombudsman.  The Independent Reviewer would be 
required to provide a report to the Attorney-General 
every twelve months, which the Attorney-General 
should be obliged to table in Parliament.” 38

The Independent Reviewer of Terrorism Laws Bill 
2008 has not progressed, at this stage, beyond its 
introductory reading.

Independent Reviewer of Terrorism Laws 
Bill 2008 (No.2)

On 23 June 2008, Senator the Hon Judith Troeth 
and Senator Gary Humphries, introduced the 
Independent Reviewer of Terrorism Laws Bill 
2008 (No.2) into the Senate.  

This Bill is expressed in virtually identical terms 
and has the same purpose as the private members 
bill introduced by Mr Georgiou (referred to above).

Further debate on this Bill had been adjourned 
at the conclusion of 2007–08.

Inspector-General of Intelligence and 
Security Act 1986

As indicated in my previous annual report, I have 
been considering a range of possible minor and 
technical amendments to the IGIS Act.39  

These possible amendments, which have been 
informed by my experiences as Inspector-General 
over the past four years, have been the subject of 
initial discussions with the new Government. 

ALRC review of the Privacy Act 1988

On 31 January 2006 the then Attorney-General, the 
Hon Mr Philip Ruddock MP, provided a reference to 
the Australian Law Reform Commission (ALRC) for an 
inquiry into the extent to which the Privacy Act 1988 
and related laws continue to provide an effective 
framework for the protection of privacy in Australia.  

I met with the Commissioner in charge of this 
review, Professor Les McCrimmon on 15 March 
2007, to discuss a range of privacy related issues 
pertaining to the AIC, with a focus on how the 

of Parliament in May 2008, and received Royal Assent 
on 26 May 2008.

Independent Reviewer of Terrorism Laws Bill 2008

On 17 March 2008, the federal member for 
Kooyong, Mr Petro Georgiou MP, introduced a 
private members bill in the House of Representatives 
for the purpose of establishing an independent 
reviewer of terrorism laws, and for related purposes.  

The notion of creating an independent reviewer for 
terrorism laws is of interest to me because it aligns 
with the thinking of the Security Legislation Review 
Committee (SLRC), of which I was a member.

The SLRC was established in October 2005 to 
conduct a public and independent review of 
the operation, effectiveness and implications 
of amendments in six Acts relating to terrorism 
which were passed by the Commonwealth 
Parliament in 2002 and 2003.

The SLRC (more commonly referred to as the Sheller 
Committee after its chair, the Hon Simon Sheller AO 
QC), delivered a report of its findings to the then 
Attorney-General and to the PJCIS on 21 April 2006.36 
This report was in turn tabled in Parliament on 15 
June 2006.

In that report the SLRC suggested that there 
would be utility in keeping Australia’s security and 
terrorism related legislation under on-going rather 
than occasional review and contemplated various 
mechanisms for doing so.

“From information available to the SLRC, there are 
several existing models set up to undertake ongoing 
reviews of security legislation, such as a public 
advocate, a public interest monitor (PIM) and an 
independent reviewer, which governments could 
consider.” 37

Elsewhere in the SLRC’s report, the Committee 
considered the workings of the United Kingdom’s 
‘Independent Reviewer’, and offered the 
following view:

“If the Government is minded to establish a similar body 
in Australia, the SLRC favours it being attached to the 
office of the IGIS or the office of the Commonwealth 

36	 Report of the Security Legislation Review Committee, April 2006.
37	 ibid, paragraph 18.4.
38	 ibid, paragraph 18.8.
39	 IGIS Annual Report 2006–07, pp. 28–29.
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During 2007–08 I attended four ARC meetings, and 
participated in two ARC related teleconferences.  

One of the major ARC related activities in which 
I was involved was the preparation of a report 
on The  Coercive Information-gathering Powers of 
Government Agencies.42

The above report developed a list of 20 best practice 
principles as a guide to legislators and government 
agencies, to ensure fair, efficient and effective use 
of coercive information-gathering powers which 
hopefully strike a balance between an agency’s 
objectives in using coercive information-gathering 
powers and the rights of those in relation to whom 
the powers are being exercised.

Homeland and Border Security Review

On 22 February 2008, Prime Minister Rudd 
announced that he had asked the recently retired 
former Secretary of the Department of Defence, 
Mr Ric Smith AO PSM, to conduct a comprehensive 
review of homeland and border security 
arrangements in Australia, and to report back 
to him by 30 June 2008.43 

The purpose of the Smith Review is to consider the 
roles, responsibilities and functions of departments 
and agencies involved in homeland and border 
security, and to also consider possible changes 
to optimise the coordination and effectiveness of 
Australia’s homeland and border security efforts.

I met with Mr Smith and members of his review 
team during the period of his review, offering my 
perspectives on a range of issues relating to the AIC.

I understand that Mr Smith reported by the due 
date. There has not yet been any announcement 
of a response by the government.

Providing advice on the outcome 
of complaints investigations

The Commonwealth Ombudsman, the Australian 
Public Service Commissioner and I had some 
discussions in 2006 about concerns that an overly 
strict interpretation of the Privacy Act 1988 may have 
been inhibiting some public sector agencies from 

privacy rules and guidelines which exist in the 
AIC are interpreted and applied.

The ALRC released a discussion paper on 
12 September 2007, based on their research to 
that point and invited comment on it.40

I wrote to Professor McCrimmon in December 2007, 
responding to several of the proposals contained 
in the discussion paper which pertain directly to 
this office.

The final report of this review was delivered to 
the current Attorney-General, the Hon Robert 
McClelland MP, on 30 May 2008. The report had 
not been tabled in Parliament at the conclusion 
of 2007–08.

ALRC review of client legal privilege

I included in my previous annual report a submission 
I had made on 1 June 2007 to the ALRC review of 
client legal privilege and federal investigations. 
The final report of this review was tabled in 
Parliament in February 2008.41

In that report the ALRC recommended, among 
other things, that the IGIS Act, the Ombudsman Act 
1976 and the Human Rights and Equal Opportunity 
Commission Act 1986 be amended to state that 
where client legal privilege cannot be claimed over 
legal advice given to a Minister, an agency or an 
authority of the Commonwealth, this abrogation 
applies to litigation privilege as well as advice.

I welcome this recommendation and hope that 
it will be accepted and acted upon. 

Contributions to public 
sector governance

Membership of the Administrative 
Review Council

The then Attorney-General, the Hon Mr Philip 
Ruddock MP, announced in a media release dated 
26 April 2007, that I had been reappointed as a part-
time member of the Administrative Review Council 
(ARC) for a further three years.  

40	 ALRC Discussion Paper 72, Review of Australian Privacy Law.  A copy of this paper can be found at 
<http://www.austlii.edu.au/au/other/alrc/publications/dp/72/> (accessed 7 August 2008).

41	 ALRC Report No. 107, February 2008, Privilege in Perspective: Client Legal Privilege in Federal Investigations.
42	 ARC Report No. 48, May 2008, The Coercive Information-gathering Powers of Government Agencies.
43	 Prime Minister’s press release dated 22 February 2008, entitled ‘Homeland and Border Security Review’ which can 

be found at: <http://www.pm.gov.au/media/release/2008/media_release_0084/cfm> (accessed 9 August 2008).
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Liaison with other Commonwealth 
integrity agencies

During 2007–08 I attended several meetings of 
heads of Commonwealth agencies which have 
a functional interest in promoting integrity and 
accountability in public administration.

I found these periodic meetings to be a useful 
forum for the exchange of ideas and of assistance 
in developing common approaches to issues of 
mutual interest or concern.

These meetings are likely to continue on a 
regular basis.

Renewed involvement with CrimTrac

Immediately prior to commencing as Inspector-
General, I served for a number of years as a Deputy 
Secretary in the Attorney-General’s Department 
(AGD).  During that time I was involved in the 
establishment of a new specialist agency, CrimTrac 
and was the first Chair of its Board of Management 
(2000–2004).

CrimTrac exists to provide specialist support to 
Australian police services through the provision 
of information and specialist investigative tools, 
and national criminal history record checks for 
accredited agencies.  

Given my earlier involvement, I was happy to be 
invited in September 2007 to sit on CrimTrac’s 
Audit Committee. I attended three meetings of 
the CrimTrac Audit Committee during 2007–08.

providing sufficient advice to complainants about 
the outcome of investigations into their complaints, 
especially where the outcome involved disciplinary 
action being taken against one of the parties.

The raising of this subject led to the creation 
of a small working group, which included a 
representative from my office, to examine this issue.

The end result of the above was the publication 
of a policy circular by the Australian Public 
Service Commission on 23 April 2008, about what 
information Australian Public Sector agencies can 
or should give complainants about the outcome 
of their complaints.44

Review of Part D of Protective Security Manual

The Australian government Protective Security 
Manual (PSM) is issued by the Attorney-General’s 
Department and endorsed by government.

The PSM is the principal means for disseminating 
Australian government protective security polices, 
principles, standards and procedures to be followed 
by all Australian government agencies for the 
protection of official information and resources.  

The PSM is a living document and is subject to 
periodic review to take account of changing security 
policies, practices and circumstances.

The body which is responsible for ensuring that 
the PSM is accurate and up to date is the Protective 
Security Policy Committee (PSPC).

The PSPC has a program in place to progressively 
review every part of the PSM. This review is 
currently examining Part D of the PSM, which 
provides standards, procedures and guidance 
in relation to personnel security practices.

During 2007–08 my office was asked to participate 
in a working group which is examining certain 
aspects of Part D of the PSM. I was happy to 
accept this invitation and to contribute to this 
important work.

44	 APSC Policy Circular 2008/3, dated 23 April 2008, entitled Providing Information on Code of Conduct Investigation  
Outcomes to Complainants.



30     Inspector-General of Intelligence and Security Annual Report 2007–08

performance indicators. The following measures take 
into account the office’s unique role and functions:

the time taken to deal with complaints and •	
conclude inquiries

acceptance by ministers and agency heads •	
of recommendations arising from inquiries

the responses of agencies to issues raised arising •	
from inspection activities, and

the level of assurance the Inspector-General can •	
provide that the agencies are conducting their 
activities legally, with propriety, and regard to 
human rights.

Levels of complaint and inquiry
At the conclusion of 2006–07 two full inquiries and 
one preliminary inquiry remained open and were 
thus carried over into 2007–08. 

The first of the on-going full inquiries referred to 
above was an own motion inquiry I had initiated on 
14 February 2007 into the statutory independence 
of ONA’s assessments47, which was concluded on 5 
December 2007. 

The second of the on-going full inquiries was an 
own motion inquiry which I had initiated on 5 June 
2007 into Organisational Suitability Assessment 
processes in DIGO, DIO and DSD. This was concluded 
on 15 February 2008.

performance

45	 PM&C Portfolio Budget Statement 2008–09 – Office of the Inspector-General of Intelligence and Security, p. 177, 
(available at <http://www.pmc.gov.au/accountability/budget/2008-09/pbs/oigis.pdf> accessed on 29 July 2008).

46	 ibid, p. 177.
47	 The conduct of periodic inquiries into ONA’s statutory independence had been recommended Mr Philip Flood in 

the report of his review into Australian Intelligence Agencies published in July 2004, and is also specifically provided 
for under section 8(3)(c) of the IGIS Act.

Outcomes and outputs
In program budgeting terms, OIGIS has one 
specified outcome. The fact that the office has 
only one outcome reflects our relatively small 
size and the comparatively narrow focus of our 
activities (i.e. OIGIS is a small specialist review 
agency operating within a well defined niche).

The planned outcome for OIGIS is to offer (where 
possible and appropriate):

“Assurance that Australia’s intelligence agencies 
act legally, ethically and with propriety”.45 

The approach to achieve this outcome is set out 
under item 2.1.1 of the OIGIS Budget Statements 
and commits OIGIS to:

continue and expand the Agency’s inspection •	
activities, which involve proactively monitoring 
and/or reviewing the activities of the AIC 
agencies, and

where appropriate, investigate complaints •	
about the activities of the AIC agencies, and 
when appropriate initiate ‘own motion’ inquiries 
(as provided for under the IGIS Act).46

Performance indicators
The effectiveness of the office in achieving its 
objectives can be assessed against several key 
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The one outstanding preliminary inquiry carried 
over into 2007–08 related to a complaint about ASIO 
which had been made by a member of the public, 
which I was able to conclude on 27 July 2007.  

I commenced three new own motion inquiries 
in 2007–08.  

More broadly, OIGIS received 298 approaches from 
individuals with new or continuing complaints 
against a nominated AIC agency. 

This global figure of 304 compares with 152 
complaints/inquiries which were actioned in the 
previous reporting period. The 304 approaches 
described above can be broken down as follows:

three inquiries carried over from 2006–07. •	
(All of which were completed)

three new own motion inquiries, compared •	
to three in the previous reporting period. 
(Two of these inquiries remained open as at 
30 June 2008)

15 new complaints leading to preliminary or •	
full inquiries, compared to 10 such complaints 
in the previous reporting period. Two of these 
complaints concerned the timeliness of ASIO’s 
immigration related security assessment 
processes which I had initially dealt with 
administratively (in 2006–07) but which I 
decided to pursue as preliminary inquiries in 
July 2007. Of the 15 new complaints leading 
to inquiries during the reporting period only 
one of these remained open as at 30 June 2008. 
In the previous reporting period 10 complaints 
led to preliminary or full inquiries48

15 complaints about alleged delays by ASIO •	
in conducting immigration related security 
assessments which were either carried over 
from 2006-07 or where a former complainant 
contacted the office again seeking further 
assistance 

193 new complaints about alleged delays by •	
ASIO in conducting immigration related security 
assessments that were handled administratively 
rather than as preliminary or full inquiries. (This 
figure compares to only 17 such complaints in 
2004–05, 26 such complaints in 2005–06, and 
71 complaints of this kind in 2006–0749 

25 approaches from persons who have •	
previously been in contact with OIGIS who were 
either seeking a re-examination of their original 
complaint or who wished for an inquiry to be 
conducted into a new matter of complaint. 
This figure is compared to 28 in the previous 
reporting period, and

50 approaches from individuals who have •	
not previously been in contact with OIGIS 
who wished to lodge a complaint against 
a specifically identified an AIC agency. 
There were 37 such complaints in the 
previous reporting period.50

Some of the above figures require clarifying 
comment to place them in a proper context.

Since the creation of the office in the 1986–87, 
the average number of new matters or complaints 
which were formally pursued as preliminary or full 
inquiries averages out at 20.63 per annum. In the 
five year period between 2002–03 and 2006–07, 
the average was 23.6 per annum.  

In 2007–08 I commenced 18 preliminary or 
full inquiries (i.e. 3 own motion inquiries and 
15 complaints).

As can be seen from the above figures, the 
number of preliminary and full inquiries which were 
commenced in 2007–08, is just below the long term 
average (18 compared to 20.6), but there is a bigger 
differential when compared with the current five-
year average (18 inquiries compared to 23.6).

As was indicated in my previous annual report, this 
gap is linked to how I have chosen to handle some 
of the more straightforward matters, particularly 
the upsurge in complaints I have received about the 
timeliness with which ASIO is conducting security 
assessments on applicants for various forms of visas.

In 2004–05, I received a total of 31 complaints 
on immigration related matters and pursued 14 
of these as preliminary inquiries.

In 2005–06, I received a total of 34 complaints on 
immigration related matters, pursuing six of these 
as preliminary inquiries and two as full inquiries.

My decision to process 22 immigration related 
complaints in the period between 2004 and 

48	 Tabular information relevant to these two dot points is provided at Annex 1, Table 1.
49	 Summary information relevant to these two dot points is provided at Annex 1, Table 3.
50	 Summary information relevant to these two dot points is provided at Annex 1, Table 2.
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While my office considers each case on its merits 
and attempts to deal with all complainants in an 
honest and respectful manner, the fantastical nature 
of some of the claims which are presented to this 
office are such that there is little to be gained by 
engaging in a full scale investigation, and indeed 
it would only serve to fuel delusions of this kind if 
we were to do so. 

In addition to persons with manifestly delusional 
concerns the office is also contacted from time to 
time by persons who wish to raise matters which 
clearly fall outside of our jurisdiction, or who wish 
to provide “tip-off” information and are unsure 
where else to turn.

In the case of matters falling outside of my 
remit, it is our practice to refer complainants to 
an appropriate review body which does have 
the power to investigate their complaints (this 
is frequently the Commonwealth Ombudsman 
or a State-based Ombudsman).

Any tip-off information received which appears 
credible will ordinarily be passed to the National 
Security Hotline (NSH), or other agencies, as 
appropriate.

As the NSH has the capacity to disseminate security 
related tip-offs to appropriate government agencies 
in a more timely manner than OIGIS, we encourage 
persons with information of this kind to contact the 
NSH directly on 1800 123 400 (this is a free call from 
anywhere within Australia).

Of course, if the information to be imparted 
concerns allegations of illegality or impropriety 
on the part of any member of the AIC, it is still 
appropriate for these matters to be brought to 
the attention of my office.

Timeliness
In the five years between 1 July 2003 and 30 June 
2008, the average time taken for inquiries to be 
completed was 104.31 days. The average time 
taken to finalise preliminary and full inquiries in 
2007–08 was 100 days, compared to 95 days for 
the previous year.

The five day increase reflected above is largely 
explained by the intensive and in-depth nature 
of the ONA statutory independence inquiry, 
and the Organisational Suitability Assessment 

2006 as either full or preliminary inquiries rather 
than administratively, has served to increase the 
five-yearly average number of preliminary and 
full inquiries.

By way of contrast in 2006–07, I received a total 
of 71 complaints on immigration related matters. 
I pursued all of these complaints administratively, 
while in 2007–08 the office received 193 separate 
complaints of this kind.

A more detailed explanation of the spike in the 
number of immigration related security assessment 
complaints we have received is provided elsewhere 
in this report, in the chapter devoted to ASIO.

Suffice to say that I will continue to monitor ASIO’s 
performance in this area and adjust my approach 
as necessary.

While immigration related complaints increased 
markedly in the reporting period, OIGIS also 
received 75 non-immigration related complaints 
where an AIC agency was named, or where 
reference was made to the AIC as a whole, which 
I chose to handle administratively.

Wherever possible my office processes complaints 
about AIC agencies which do not proceed to 
preliminary or full inquiry within a few days. 

In addition to the 304 cases identified above, 34 
other individuals contacted the office with concerns 
which did not directly refer to or involve an AIC 
agency (this is compared to a total of 30 in 2006–07).  
Each of these contacts was handled administratively.

As I have reported in previous annual reports, a 
significant proportion of the complaints or contacts 
received from members of the public come from 
individuals who are clearly suffering from genuinely 
held but nonetheless imaginary concerns.  

These delusions have many forms but frequently 
involve the complainant expressing an unshakeable 
belief that one or other of the AIC agencies, or some 
other agency of the state, is using mind control or 
other advanced technologies (including surgical 
implants) to adversely affect their behaviour and 
quality of life.

Other typical beliefs include conspiracy theories 
linking various government and non-government 
bodies together to subjugate the rights of 
individuals, and more commonly, the purported 
use of bugging and other forms of surveillance to 
silence persons with unusual or unorthodox views.
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discuss topical issues, or to follow up on issues raised 
in correspondence.

During 2007–08, I made a number of suggestions for 
procedural changes and reforms.  These suggestions 
were generally accepted and acted upon. 

I should also note that the intelligence and 
security agencies continue to seek the views of 
my office on draft policies and procedures. Where 
I have an interest or a concern about a particular 
activity, which cannot be adequately canvassed 
in our periodic meetings, I do not hesitate to seek 
a specific briefing.  

In the vast majority of cases where I have sought 
such briefings, or additional information, my 
requests have been agreed to without question 
or qualification.  

I am generally encouraged by the willingness of the 
agencies to seek and accept input from this office 
and believe that it demonstrates a genuine and 
continuing commitment on their part to conduct 
their activities legally and with propriety.

Level of assurance
I can state unequivocally that the number of persons 
contacting my office is greater now than at any time 
during which OIGIS has existed.

While this might be regarded by some as an 
outward sign that the AIC is under stress or is 
problematic, having analysed these various 
contacts I am reassured that this upward trend 
does not indicate that the AIC agencies are running 
out of control, or that their activities are causing 
more offence. Rather, to date it is a by product 
of the AIC’s increasing size and public profile, its 
greater engagement with the community, and its 
increasing operational tempo as it seeks to respond 
to new challenges.  

I also believe that the increasing number of contacts 
made to this office reflects a greater knowledge 
of the existence of my office and a greater 
preparedness by some elements in the community 
to invest their trust in it. (This is especially true 
in regard to complaints about the timeliness 
with which security checks are undertaken for 
immigration related purposes). 

inquiry completed by this office during the 
reporting period.

More generally, I do not believe that it is possible or 
desirable to apply rigid target times for completing 
preliminary or full inquiries, and to use performance 
against such deadlines as a gauge of effectiveness. 
This is because a variety of factors, many of which 
are beyond the powers of this office to control or 
influence, have an impact upon the timeliness with 
which an inquiry can be handled.  

Such factors include but are not limited to, the 
complexity and range of issues raised by the 
complainant or to be considered in the course of 
an own motion inquiry, the accessibility of relevant 
files and documents to be reviewed, the availability 
of agency staff, and fulfilling other procedural 
requirements.

Notwithstanding the above, it must always be my 
objective to be as timely as possible in completing 
inquiries and I will endeavour, if feasible, to reduce 
the average time taken in 2008–09.

Acceptance of recommendations
It is not usual for an agency to reject 
recommendations which are made by an Inspector-
General following the conclusion of an inquiry.

There are many reasons why this is the case but this 
situation usually pertains because recommendations 
for change are not made lightly, generally involve 
prior consultation with the agency which is directly 
concerned and hopefully reflect a practical response 
to a particular issue or concern.  

In all instances where I made formal 
recommendations in reports of inquiries which were 
concluded during 2007–08, these were accepted by 
the relevant agency.

Responsiveness to issues raised
Following inspection visits to each of the AIC 
agencies, it is the agreed practice that I write to the 
relevant agency head on the outcome of the visit, 
and where appropriate, offer suggestions on how 
procedures could be improved. 

I also meet on a regular basis with senior members 
of the collection agencies and use these meeting to 
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There was a marked increase in the number of 
complaints to my office about alleged delays 
by ASIO in making immigration related security 
assessments. ASIO was not at fault in a significant 
number of these matters, but it is one area of 
significant ongoing challenge for ASIO.

I can report that during the course of my office’s 
inspection activities, and as a consequence of my 
inquiry related work, relatively few substantive 
concerns were identified and each of these was 
corrected or addressed by the relevant agency. 
A somewhat greater number of procedural issues 
were raised, particularly through the office’s 
inspection activities, and these were also corrected 
or addressed satisfactorily.  

I am very appreciative of the efforts of my staff in 
responding to the increasing demands placed on 
OIGIS and in fulfilling the planned program.

My staff and I make a significant number of 
presentations on the role and functions of this 
office, within the AIC, and also to community groups 
who sit outside the AIC and I believe that this also 
encourages more people to make contact when 
they have a concern about an AIC agency.

As reflected in the above figures individuals with 
a complaint about the AIC seem to have no trouble 
in identifying that an office of this kind exists and 
then making appropriate representations.  

This process is aided considerably by our Internet 
website which makes information about the role 
and functions of the IGIS readily accessible to a 
larger number of people than has ever previously 
been the case.  

I have been planning a redesign of the office 
website to make it even more accessible and user-
friendly. This project did not advance as quickly as 
I would have liked during 2007–08 because of the 
demands of other work, but I am committed to 
seeing it concluded in 2008–09.

Summary

As indicated in “The Year in Review” chapter of 
this report, I noticed an increase in the number 
of contacts and complaints received from current 
or former members of the AIC, or applicants for 
positions with AIC agencies, raising personnel 
management related grievances or concerns about 
recruitment practices. When viewed in isolation 
these complaints could easily be written off as being 
of limited significance but when taken together 
may provide some evidence that the AIC agencies 
are experiencing varying degrees of organisational 
stress as a consequence of their growth. At the same 
time it must be acknowledged that the number 
is not large in a relative sense. This is naturally 
something which I will continue to monitor.
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Australian Security 
Intelligence 

Organisation

51	 Attorney-General’s Guidelines in relation to the performance by the Australian Security Intelligence Organisation of its 
functions of obtaining, correlating, evaluating and communicating intelligence relevant to security (including politically 
motivated violence). Available at <http://www.asio.gov.au/About/Content/AttorneyAccountability.aspx> 
(accessed 7 August 2008). The Guidelines are also at Annex 7 of this report.

What ASIO does
ASIO is Australia’s national security service. Its 
functions are set out in the Australian Security 
Intelligence Organisation Act 1979 (ASIO Act). It is also 
subject to guidelines issued by the Attorney General 
under the ASIO Act.

ASIO’s role is to identify and investigate threats 
to security, both in Australia and overseas, and to 
provide advice to protect Australia, its people and its 
interests. ASIO’s functions are set out in the ASIO Act.

Security is defined in the ASIO Act as:

espionage•	
sabotage•	
politically motivated violence•	
the promotion of communal violence•	
attacks on Australia’s defence system, or•	
acts of foreign interference.•	

It also includes the carrying out of Australia’s 
responsibilities to any foreign country in relation to 
threats to security.

ASIO collects information using intelligence 
methods (such as human sources, special powers 
authorised by warrant, and through its liaison 
relationships) as well as from published sources.

The ASIO Act does not limit the rights of persons 
to engage in lawful advocacy, protest or dissent.  
ASIO does not carry out criminal investigations nor 
have powers of arrest, but does conduct activities 

in parallel to Australian law enforcement agencies 
in matters where there is a security dimension as 
well as possible criminality.  

ASIO does not have the statutory authority to 
engage in surveillance of ordinary members of 
the community going about their lawful business. 

ASIO has to obtain external approval for use of its 
most intrusive powers.

Further information about ASIO, the Attorney-
General’s guidelines and the ASIO Act, can be 
found on ASIO’s Internet homepage located at 
<http://www.asio.gov.au>. 

ASIO also produces an unclassified annual report 
to Parliament.

Significant issues

New Attorney-General’s Guidelines

Section 8A of the ASIO Act provides that the 
Attorney-General may issue guidelines to the 
Director-General of Security in respect of the 
performance by ASIO of its functions or the exercise 
of its powers, and must issue guidelines in relation to 
the performance by ASIO of that part of its functions 
which relate to politically motivated violence.

On 12 October 2007 the then Attorney-General, 
the Hon Philip Ruddock MP, announced that he 
had issued a new set of guidelines to the Director-
General of Security51. A copy of the new guidelines 
is provided at Annex 7.
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The new guidelines are based on two similarly 
themed directives issued by the then Attorney-
General in 1992, but with updates to reflect 
technological developments and contemporary 
practices, remove repetitious and confusing 
language, and consolidate the guidelines into 
a single document.

I was consulted during the development of the 
guidelines and am supportive of a number of the 
changes which have been made. I am especially 
supportive of the emphasis which is placed on 
ensuring proportionality in investigations.52

There are some aspects of the new guidelines 
which require ASIO to confirm its existing policies 
or develop new internal procedures. Two examples 
of this are: 

the former guidelines required ASIO determine •	
in advance whether an investigation should be 
undertaken at a preliminary or general level. 
The new guidelines remove this distinction, and  

the new guidelines specifically provide for •	
ASIO to collect and maintain a comprehensive 
body of reference material to contextualise 
intelligence and to maintain a broad database 
(based on that reference material) against which 
information can be checked and assessed53. 
A previous prohibition against speculative data-
matching has also been removed. 

I have been or am being consulted on the 
development of ASIO’s new internal policies and 
procedures, and am naturally keen to ensure that 
ASIO maintains stringent business rules and security 
standards in respect of these important issues.

It is also likely that my office’s inspection program 
will be revised once the new internal processes 
referred to above have been settled.

Ul-Haque Inquiry

In “The Year in Review” chapter of this report, I 
referred to a major inquiry which I initiated on 
14 November 2007, into certain aspects of an 
investigation by ASIO into Mr Izhar Ul-Haque.

Mr Ul-Haque is an Australian citizen of Pakistani 
heritage who, following an investigation undertaken 
by ASIO and the Australian Federal Police (AFP), was 
arrested in April 2004 and charged with the offence 
of training with a proscribed terrorist organisation.54

My decision to initiate this inquiry was prompted 
by the comments of Justice Michael Adams of 
the NSW Supreme Court in a decision dated 
5 November 2007.55

In his decision, Justice Adams found that certain 
records of interview between the accused 
(i.e. Mr Ul-Haque), and the AFP which had been 
tendered as evidence were inadmissible because:

they were influenced by oppressive conduct •	
toward Mr Ul-Haque by ASIO and AFP officers 
(with reference to s.84 of the Evidence Act 1995)56

the truth of certain admissions made by Mr Ul-•	
Haque was likely to have been adversely affected 
by the methods of questioning employed by 
two ASIO officers, known to the court as B15 
and B16 (with reference to s.85 of the Evidence 
Act)57, and

admissions had been obtained through improper •	
conduct by the ASIO officers, B15 and B16 (with 
reference to s.138 of the Evidence Act). 58 

The Judgement in this matter also stated that one or 
both of B15 and B16 had committed the offences of 
false imprisonment and kidnapping at common law 
and under s.86 of the Crimes Act 1900 (NSW); the tort 
of false imprisonment; and unlawful trespass at the 
residence of Mr Ul-Haque. However, neither B15 or 
B16 had been charged with any such offences.

52	 Clause 10.4 of the new guidelines.
53	 Clause 6.2 of the guidelines.
54	 Mr Ul-Haque was charged with offences under s102.5(1) of the Criminal Code. That is, “between 12 January 2003 

and 2 February 2003, in Pakistan, he did receive training with respect to combat and the use of arms from a terrorist 
organisation, namely Leshkar-e-Taiba, ... knowing that the said organisation was a terrorist organisation.”

55	 R v Ul-Haque [2007] NSWSC 1251.  
56	 ibid., paragraphs 94–99. 
57	 ibid., paragraphs 100–103. 
58	 ibid., paragraphs 104–106.
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I sought special briefings on a number of occasions 
during the year from ASIO senior managers about 
the changes ASIO was introducing to improve 
its procedures for the processing of security 
assessments. The purpose of these briefings and 
meetings was to: 

ascertain if there were any apparent reasons •	
for the recent rise in complaints to my office 
(as mentioned above), and 

maintain visibility of the implementation of •	
an ASIO-DIAC project to increase the accuracy 
and speed of information passing between 
the two agencies.

It is my belief that one significant contributing 
factor in the substantial rise in immigration related 
complaints to my office is a growing awareness 
within immigrant communities in Australia and 
among migration agents of the existence and remit 
of my office. I would also note advice to me that 
ASIO increased by 36% the number of visa security 
assessments it processed in 2007–08.

Further detail on the general conduct of my 
inquiries in response to these complaints is 
contained elsewhere in this chapter.

ASIO’s continued growth, 
litigation and review workload

As mentioned in my previous annual reports, 
ASIO has received increased funding from the 
government over recent years to allow it to respond 
promptly and effectively to the challenging security 
environment in which it operates.  

During the reporting period ASIO made a major 
contribution to the security arrangements for a 
number of high-profile events (e.g. various APEC 
meetings, the Olympic torch relay, and the initial 
planning of World Youth Day).  

ASIO’s continued growth has necessarily led it to 
reconsider and adjust its internal structures to better 
meet the needs of the Organisation. I have been 
briefed about these matters.

While I cannot reveal too much about these changes 
for obvious security reasons, any reader of the 
nation’s classified advertisements will be aware that 
ASIO has been attempting to upgrade the number 
of legally qualified individuals it has at its disposal.

While it is not my role to reach any conclusions 
about whether criminal offences have been 
committed, my functions under the IGIS Act do 
include inquiring into the legality and propriety 
of the activities of ASIO, and providing a report and 
making recommendations in that regard. Having 
read the Judgment and reflected on the matter, 
I decided that it would be appropriate for me to 
commence an own motion inquiry into:

actions taken by ASIO in respect of Mr Ul-Haque •	
throughout 2003, and

ASIO’s policy, procedures and general practices •	
on the interviewing of persons of security 
interest, as they stood in November 2003 and 
currently (if different). This included interviews 
conducted during the execution of entry 
and search warrants as well as those in other 
circumstances, and the interaction of these 
activities with activities of the AFP.

My inquiry was ongoing at the conclusion of the 
reporting period.   

Increase in the number of 
immigration-related complaints

The Department of Immigration and Citizenship 
(DIAC) has overall responsibility for the 
administration of visas being granted to specified 
categories of people wishing to enter Australia.  

In some instances DIAC will require persons wishing 
to enter Australia to complete DIAC Form 80 - 
Personal particulars for character assessment.

DIAC reviews each completed Form 80 it receives 
and refers some of these to ASIO (in accordance 
with its statutory obligations and its own internal 
requirements and procedures), so that ASIO can 
conduct security checks on these applicants, as part 
of the visa application process.

Over the past two reporting periods there has been 
a noticeable increase in the number of complaints 
I have received about the timeliness with which 
ASIO processes security assessments for immigration 
applications.  

As detailed in the “Performance” chapter of this 
annual report, this office received a total of 193 
new complaints in 2007–08, compared to 71 such 
complaints received in 2006–0759 and 26 complaints 
of this kind in 2005–06.  

59	 Annex 1 Table 3 of the IGIS Annual Report 2006–07 noted that 74 immigration related complaints had been handled 
administratively that year. This included three matters carried over from the previous reporting period.
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The Director-General of Security, Mr Paul O’Sullivan, 
has not placed any restrictions on who I might 
seek briefings from, or to whom I might speak 
within ASIO.  

I met with senior ASIO officers on at least 22 
separate occasions, in addition to our monthly 
meetings, to discuss issues such as the Attorney-
General’s Guidelines, the retention of data and 
destruction of records by ASIO, the progress of 
various legal actions, immigration related security 
checking, the internal structure of ASIO, various 
inspection and inquiry tasks, and in regard to 
specific operational matters.

I would like to thank those ASIO officers who 
have contributed to the free flow of information 
and views between our respective agencies.

Training
The workload of the office has increased 
substantially in the period since my initial 
appointment. Despite this I place very significant 
store on personally delivering as many presentations 
and training sessions as I can to each of the AIC 
agencies, including to ASIO staff.  

During this reporting period, my staff and I 
delivered a total of 11 presentations which were 
tailored for ASIO specific audiences.  

My staff and I also spoke to other ASIO staff when 
making presentations to various courses where 
participants were drawn from across all AIC agencies.

A number of opportunities were also identified for 
my staff and me to observe or participate in ASIO 
training. I was particularly grateful for the training 
provided to a number of OIGIS staff on the use of 
a particular information system, which has enhanced 
the office’s capacity to undertake independent 
checks of various electronic records.

This need is a necessary and appropriate response to 
ASIO’s growing counter-terrorism litigation caseload.  

It is a matter of public record that during 2007–08 
trials or pre-trial hearings commenced relating 
to the prosecution of 22 individuals on terrorism 
related charges in both Melbourne and Sydney. 

In addition to these prosecutions, ASIO also had 
a direct interest in a range of other high profile 
legal actions.

ASIO has also committed significant resources 
to providing information to a number of external 
security reviews such as the Clarke Inquiry into 
the case of Dr Mohamed Haneef.

Monthly meetings and special briefings

Immediately prior to the commencement of 
2007–08, I began moves to set up regular monthly 
meetings with senior ASIO personnel. The first of 
these meetings was held in August 2007.

I believe that these meetings have proven to be 
a useful vehicle for improving communication 
between my office and ASIO senior managers. 

Our monthly meetings provide a forum for candid 
discussions about issues arising out of the inquiry 
and inspection activities of my office, and to 
exchange views on other issues in which we have 
a common interest.  

These meetings have also provided a mechanism 
for me to receive regular updates on outstanding 
correspondence, when necessary, and for me to 
respond to any requests for feedback, clarification 
or comment levied on my office.

The meetings are also an opportunity for ASIO to 
provide me with special briefings when the need 
arises. The inquiry, inspection, monitoring and 
review activities of the office frequently turn up 
subjects or issues on which I require or would like 
additional information.  

On those occasions when I require special or 
additional briefing on a particular subject I will either 
raise it for consideration at the monthly meeting or 
write to the Director-General of Security seeking his 
assistance. If the issue is more pressing, I may also 
directly contact the relevant senior manager.  
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In March 2008 I wrote to the Director-General 
of Security proposing a new inspection project 
covering these matters. In broad terms the project 
involved a review of relevant ASIO policies and 
procedures and then identifying and reviewing 
a sample of records which might include reference 
to currently serving parliamentarians. 

My decision to commence this inspection activity 
was not precipitated by any particular event, nor 
did it reflect a view that ASIO had acted in ways 
that could be said to be politically partisan. Rather, 
it simply reflects my view that this is an important 
inspection activity that my office should undertake 
from time to time and an increase in the resources 
available to me.

At the end of the reporting period the project was 
largely completed. The preliminary outcome of this 
activity was that there was very little of concern 
identified. I was minded at the conclusion of the 
reporting period to make a number of minor 
suggestions to the Director-General of Security 
to tighten procedures (and indeed have since 
done so). It is my intention to follow this up in 
the forthcoming reporting period.

Warrant operations

ASIO has access to a range of special powers to 
assist it to perform the functions set down for it by 
Parliament. These special powers can only be used 
in limited circumstances following the issue of a 
properly authorised warrant. The range of special 
powers warrants available to ASIO includes:

telecommunications interception •	
entry and search•	
computer access•	
listening device•	
tracking device (on persons or objects), and•	
postal and delivery service articles.•	

As the exercise of these special powers will often not 
be apparent to the subject of the warrant and are by 
their nature highly intrusive, special powers warrants 
should only be considered for use when other, less 
intrusive, means of obtaining information are likely 
to be ineffective or are not reasonably available.

Inspection activities

General scope

ASIO has a strong domestic focus and is the AIC 
agency most likely to directly interact with members 
of the Australian public. Hence it is logical and 
appropriate that its intelligence collection activities 
should be subjected to more intensive and more 
frequent review by my office than the other 
agencies of the AIC.

During this reporting period my office conducted 
55 inspection visits to ASIO’s various offices 
compared to 56 separate inspections in the 
previous reporting period. While the number of visits 
is consistent between the reporting periods, there 
was a significant increase in the number of OIGIS 
staff allocated to these activities and the duration 
of some of these inspections.

Range of current and new inspection activities

As with previous years, my office inspected 
records associated with a wide range of ASIO 
activities including warrant operations, approvals 
to commence an investigation, reviews of 
investigations, access to sensitive financial records, 
liaison with law enforcement agencies, use of 
assumed identities and exchange of information 
about Australian persons with foreign liaisons.  

My office also conducted a new inspection project, 
relating to intelligence information on currently 
serving politicians.  

Details of the outcome of these inspection activities, 
to the extent that security considerations permit, are 
summarised below.

Project to review the retention of intelligence 
information on currently serving politicians 

Since becoming Inspector-General, the activities of 
OIGIS have largely been focussed on areas such as 
ASIO’s new powers and capabilities. However, I have 
also reflected that it is important not to lose sight of 
more “traditional” concerns about intelligence and 
security agencies, for example that they do not act 
in a politically partisan manner.  

With this in mind, I decided that reviewing the 
manner in which ASIO handles any intelligence 
information regarding currently serving 
parliamentarians would be a worthwhile activity 
for my office.
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the individuals named in these warrants •	
are actually identical with, or closely linked 
to, persons of serious security interest (this 
is particularly relevant where a ‘B-Party’ 
telecommunications interception warrant 
is being sought)

appropriate internal approvals for the request •	
have been obtained

the Director General of Security has identified •	
in writing those individuals who may execute 
the warrant, or communicate information 
obtained from the warrant

reports to the Attorney General on the outcome •	
of executed warrants are factual and provided 
in a timely manner, and

the activity concerned did not begin before, •	
or continue after, the period authorised by 
the warrant.

Based on my own observations and information 
which is fed back to me by my staff, I can report 
that the quality of the warrant requests and other 
warrant related documentation which goes to 
the Attorney-General have been of a consistently 
high standard.

The records reviewed indicated that in each case 
where a special powers warrant was issued in 
2007–08 that ASIO had:

reasonable and sufficient grounds for seeking •	
the warrant

provided sufficient information for the Attorney-•	
General to make an informed decision

appropriate procedures in place to check that •	
the conditions of the warrant were being fulfilled

reported the results of warrant operations to •	
the Attorney-General in a timely manner, and

maintained the key accountability documents •	
on the relevant files for examination by me and 
my staff.

In past annual reports I have made particular 
reference to my interest in ASIO’s use of 
B-Party warrants. 60 

B-Party warrants are targeted at telecommunications 
services which a person of security interest is likely 
to be in contact with, rather than actually being 
owned by that person. 

The Attorney General is the issuing authority 
for all special powers warrants, with the exception 
of questioning and questioning and detention 
warrants, which can only be obtained from 
a properly qualified issuing authority 
(i.e. a Federal magistrate, or a judge).  

In those cases where it is decided that the best 
way ahead is to obtain a special powers warrant, 
ASIO must:

coordinate the preparation of the •	
submission which is ultimately to be put 
to the Attorney-General 

ensure that all of the information which •	
is put forward is double-checked and as 
accurate as possible

advise relevant functional areas when a warrant •	
has been endorsed, so that they might initiate 
collection activities

monitor and respond to any issues which •	
arise while the warrant is active

coordinate and develop reports to the •	
Attorney-General on the utility of each 
warrant to ASIO, and

commence the process again, should it be •	
decided to renew a warrant.

Outcome of warrant inspections

ASIO’s warrant operations constitute some of its 
most sensitive and highly classified activities. While 
I can speak in general terms about our inspection 
findings, there are naturally some issues which, for 
reasons of security, cannot be included in this report.

Each year my staff and I aim to inspect every warrant 
request by ASIO. This objective was achieved in 
2007–08, with the exception of documentation 
associated with one warrant. The one outstanding 
warrant request will be reviewed at the first available 
opportunity in 2008–09.

The inspections go beyond simply seeing and 
‘ticking off’ each warrant.  My staff examine each 
set of warrant related papers to be satisfied that:

the intelligence or security case that ASIO has •	
made in support of the application is soundly 
based and all the legislative requirements 
are met

60	 IGIS Annual Report 2006–07, p.43.
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Interception management systems

In addition to my office’s frequent and regular 
review of ASIO’s warrant documentation files, my 
staff also periodically interrogate ASIO’s interception 
management systems.  

The purpose of undertaking these checks is to 
gain independent assurance that collection is only 
occurring against telecommunications services 
which are listed on properly authorised warrants, 
and within the specified collection period.  

I can advise that none of the checks my 
staff conducted during 2007–08 revealed 
any instances of inappropriate or otherwise 
unauthorised collection.

Reports of warrant activity

In addition to ensuring that all warrant 
documentation is as complete and accurate as 
possible when submitted to the Attorney-General 
or an Issuing Authority (in the case of questioning 
and questioning and detention warrants), ASIO 
is also required to provide a written report to the 
Attorney-General on the outcome of every warrant 
which is issued to it.

Reports on telecommunications interception 
warrants issued to ASIO under the 
Telecommunications (Interception and Access) Act 
1979 must be furnished within three months of their 
expiry or revocation, whereas there is no mandatory 
deadline for reports on the outcome of the other 
forms of warrants available to ASIO. 

ASIO brought to my attention one instance where 
the outcome of a telecommunications interception 
warrant was not provided to the Attorney-General 
within the requisite timeframe. This was due to an 
administrative oversight. However, I am confident 
that ASIO continues to make its best endeavours 
to guard against errors of this kind.  

I consider it noteworthy that ASIO brought this 
error to my attention rather than leaving my staff 
to detect it. I believe this speaks well of ASIO’s 
commitment to meeting its obligations and also 
sends a strong message to its staff that while 
mistakes will naturally happen they should be 
acknowledged and corrected expeditiously.

On the basis of the office’s inspection activities 
and various briefings which I have received, 
I continue to be reassured that this type of 
warrant is used sparingly.

On those occasions when such warrants were 
sought, I was satisfied that all other practical 
methods of identifying the telecommunications 
services of the person of interest had been 
exhausted, or that it was not otherwise possible 
to intercept the services of the persons of interest.

Notwithstanding this generally very favourable 
assessment of the overall manner in which warrants 
are processed in ASIO, my staff and I did identify 
several issues which merit comment.

Unauthorised telecommunications interception

During 2007–08 my office identified two instances 
where an error or fault which was within ASIO’s 
control led to unauthorised telecommunications 
interception. This compares with one such instance 
during the previous reporting period. In both 
cases the intercepted data was destroyed and all 
related records were purged from ASIO’s electronic 
databases.

In addition, my staff identified or had brought 
to their attention, four other instances where 
technical or human error within ASIO’s control 
had the potential to cause unauthorised collection 
to occur, but such collection did not eventuate. 
This compares with three such instances during 
the previous reporting period.

While any instance where unauthorised interception 
occurs, or has the potential to occur, is serious, 
I am pleased with the low number of instances 
during the reporting period. As I noted in my 
previous annual report61, this achievement is even 
more commendable when one considers that 
the overall number of services intercepted under 
telecommunications interception warrants was 
greater than the previous reporting period and the 
legal framework under which warrants are issued 
is quite complex.

In addition to the above cases, I can also report that 
no instances where the actions of bodies external to 
ASIO resulted in, or could potentially have resulted 
in, unauthorised collection occurring were identified.  
This compares to five such instances in the previous 
reporting period.

61	 IGIS Annual Report 2006–07, p.44.
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During this reporting period my staff conducted 
26 separate file reviews of investigation approvals, 
spread over 34 days. These inspections were 
conducted in Canberra and at ASIO’s various 
interstate offices.  During these inspections, 
the following checks were made:

whether there were reasonable grounds •	
for the request to conduct an investigation

whether the level of the authority was •	
appropriate for the proposed investigative 
activities

if the proposed duration of the approval •	
was appropriate

what limits, if any, had been placed on the •	
investigative activity, and whether these were 
appropriate and reasonable

if those checks undertaken were conducted •	
within the authorised period

whether a formal review of an investigation •	
has taken place at the completion of the 
investigation or where a renewal has been 
sought, and

whether supporting paperwork had been •	
placed on file.

Approval to investigate – inspection results

As with most of the office’s inspection activities, 
detailed discussion of specific cases is not 
possible but some general comments can be 
made on the issues noted in the course of the 
inspection activities.

Overall I was satisfied with the manner in which 
the approval process worked during the reporting 
period.  Many, if not most, of the approvals reviewed 
were of a high standard.  

Nonetheless I continued to provide feedback 
to encourage improvement in standards and 
consistency in approach across ASIO.  

The inspections revealed that a few senior officers 
were regularly using the same form of words when 
putting limits on particular investigative activities.  
My feedback was consequently largely focused on 
the comments and guidance provided by senior 
ASIO officers when approving investigations.

Questioning warrants/questioning 
and detention warrants

The capacity for ASIO to access questioning warrants 
and/or questioning and detention warrants derives 
from Division 3 of Part III of the ASIO Act.  Division 
3 was inserted into the Act by the ASIO Legislation 
Amendment (Terrorism) Act 2003.  

A summary of the main features of Division 3 of Part 
III is provided in the IGIS Annual Reports for 2003–04 
and 2005–0662.

My position remains that either I or a senior member 
of my staff will attend for at least the first day where 
an individual is questioned under such a warrant 
and that further attendance will be determined 
on a discretionary basis.

No warrants were issued under either section 34E 
(questioning) or section 34G (questioning and 
detention) of the ASIO Act during 2007–08.

Approval to investigate – procedures

Staff employed within ASIO cannot commence an 
investigation into a person or organisation unless 
a formal and auditable process is followed.

The Attorney-General’s Guidelines (referred to 
earlier in this chapter) set out in general terms 
the circumstances in which ASIO may obtain 
intelligence relevant to security. These guidelines 
are supplemented by detailed internal policies and 
procedures, the application of which is monitored 
by this office.

Taken together, the Attorney-General’s Guidelines 
and ASIO’s internal policies and procedures require 
that before an investigation can be commenced 
a specific approval must first be obtained. 

The initial steps involved in this process require the 
requesting officer to take steps to properly identify 
the person or organisation to be investigated, to 
detail how that person or organisation is linked or 
potentially linked to a matter of security interest, and 
to also detail the objectives, nature and proposed 
duration of the investigation.

The work classification level within ASIO at which 
an approval can be given is dictated by the nature 
and sensitivity of the investigation being proposed.  
The more sensitive or intrusive the proposed 
investigation, the more senior the approving 
officer in ASIO has to be.

62	 IGIS Annual Report 2003–04, Canberra, October 2004 pp. 15–18; 2005–06, Canberra, October 2006 pp. 11–12.
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Interoperability issues

During 2007–08 the Commissioner of the Australian 
Federal Police (AFP), Mr Mick Keelty APM, established 
a committee to examine, inter alia, the effect of 
interactions between ASIO and the AFP on its 
national security operations. 

The committee comprised the Hon Sir Laurence 
Street AC KCMG QC, Mr Ken Moroney AO APM and 
Mr Martin Brady AO.  The committee has come to be 
known by the shorthand title of ‘The Street Review’.

I met with the committee during the course of its 
inquiries and offered my perspectives on a range 
of issues of interest to the Committee.

The Street Review: a review of interoperability between 
the AFP and its national security partners 63 was 
released to the public on 12 March 2008. 

The report of the Street Review contains a number 
of recommendations which I believe will help to 
ensure that ASIO’s activities complement those 
of the AFP.  

The Street Review recommendations covering a 
joint decision making framework, a joint operations 
protocol, counter-terrorism prosecution guidelines, 
and training enhancement should all assist in 
this regard.

I had particular regard to the recommendations of 
the Street Review in the context of my inquiry into 
the Ul-Haque matter.   

Information obtained from AUSTRAC

Since 2000 ASIO and I have each been party 
to separate Memorandums of Understanding 
(MOUs) with the Australian Transaction Reports 
and Analysis Centre (AUSTRAC). These MOUs set 
out the circumstances under which:

ASIO might access and use information •	
which is collected and kept by AUSTRAC, and 

OIGIS would monitor ASIO’s access to, and •	
use of, this information.

A new IGIS – AUSTRAC MOU was signed on 29 
August 2007. A copy is at Annex 6 to this report.

The purpose of this was to reflect the legislative 
changes that had been introduced under the 
Anti-Money Laundering and Counter-Terrorism 
Financing Act 2006 (AML/CTF Act) and the AML/CTF 
Amendment Act 2007.   

I actively seek to discourage the use of formulae, as 
it does not show evidence that the approving officer 
has considered the case on its individual merits, nor 
does it provide meaningful guidance to case officers 
who have to act in accordance with this advice.  

Instances of minor procedural defects (e.g. where 
expiry dates have not been properly inserted, the 
creation of duplicate authorities, and instances 
where some relevant supporting documentation 
was not on file) were also noted but these were 
very much the exception and did not point to any 
systemic concerns.

The Attorney-General’s Guidelines require that each 
approval which is issued should be reviewed, at least 
annually.  In practice this means that a formal review 
is conducted within a reasonable period following 
the expiry of an approval, or prior to a new approval 
on the same subject being sought.

In almost all cases reviews were completed prior to 
an approval being renewed or within a reasonable 
period following their expiry.

I was particularly supportive of some policy 
changes that ASIO instituted over the reporting 
period, in respect of investigations of persons who 
have proven to be of long-standing relevance to 
security.  These policy changes will lead to increased 
transparency in respect of the regular review and 
continuation or cancellation of such investigations.

ASIO and law enforcement agencies

ASIO naturally has quite close links to law 
enforcement agencies in all Australian jurisdictions.   
These links are necessary because there is often 
a nexus between persons who are planning for 
or engaged in criminal activities, and persons of 
security interest.  

Cooperation is also necessary in order to plan 
effectively for major events (such as APEC and 
World Youth Day) where Australia has obligations 
with respect to the protection of visiting foreign 
dignitaries.

As has been the case for many years, whenever 
OIGIS staff visit ASIO’s state offices they review those 
files which detail ASIO’s interactions with locally 
based law enforcement agencies.  No substantive 
concerns arose from review of these records. 

63	 <www.afp.gov.au/_data/assets/pdf_file/71833/The_Street_Review.pdf> (accessed 29 August 2008).
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Use of assumed identities

It has been the practice of my office for many years 
to periodically review ASIO’s assumed identity 
registers. During this reporting period, one such 
inspection was conducted (compared to two 
inspections in 2006–07).

The registers reviewed record all instances where 
an assumed identity has been officially allocated 
to an ASIO officer for operational purposes, details 
what documentation has been obtained to support 
that identity, sets out what limitations have been 
imposed on the use of the identity, identifies who 
has authorised the use of the identity, and also 
details any variations which have been authorised 
following the original issuing of an assumed identity.

On the basis of the last inspection and an additional 
briefing, I concluded that the authorisation, 
allocation and use of assumed identities by ASIO 
staff continues to be tightly controlled, and that 
adequate internal checking and review mechanisms 
exist to ensure that allocated assumed identities are 
not being misused or abused.

Due to the high standards that ASIO has displayed 
in this area over a long period of time, and the 
competing priorities of my office’s inspection 
program, I have decided not to inspect ASIO’s 
assumed identities register during 2008–09. Instead, 
I will simply require that ASIO provide me with:

copies of the ASIO internal audit reports on •	
compliance with the assumed identities 
provisions of the Crimes Act 1914 and the NSW 
Law Enforcement and National Security (Assumed 
Identities) Act 1998, and 

a certificate at the end of the financial year •	
which satisfies the requirements of section 
15XUA of the Crimes Act 1914. 

Exchange of information with foreign liaisons

During the last reporting period I commenced a 
new inspection project on the manner in which 
ASIO shares information about Australian persons 
with foreign intelligence services and overseas law 
enforcement agencies.  

In preparation for that review ASIO developed a new 
electronic template to ensure it applied a consistent 
approach to the release of such information to its 
foreign liaisons. 

As mentioned in some detail in my previous annual 
report, the AML/CTF Act provides a legal framework 
in which “designated agencies” are able to access, in 
strictly controlled circumstances, information which 
is held by AUSTRAC, with ASIO and OIGIS being 
“designated agencies” for the purposes of the Act.64  

The ASIO-AUSTRAC MOU was also reviewed during 
the reporting period, with the intention of the 
parties making a new agreement sometime in 
2008–09.

The OIGIS – AUSTRAC MOU requires that I provide 
a certificate to the Attorney-General on the 
annual basis, specifying whether or not ASIO has 
complied with the requirements under the ASIO 
– AUSTRAC MOU.  

A compliance certificate of this kind was provided 
to the Attorney-General in respect of 2006–07 on 
9 January 2008. I am happy to advise that my office 
identified no issues of concern.

During 2007–08 my staff conducted eight Canberra-
based AUSTRAC related inspections compared 
to nine inspections in the previous year. My staff 
also review relevant records in ASIO state offices 
whenever the need or opportunity presents itself.

In the course of these inspections a small number 
of procedural issues were identified, none of which 
were of material effect.  

In the future I expect to be in a position to send 
the annual compliance certificate to the Attorney-
General in a timelier manner than occurred in this 
reporting period.

Access to taxation information

Section 3EA of the Taxation Administration Act 1953 
provides that the Commissioner of Taxation may 
disclose tax information to an authorised ASIO 
officer if the Commissioner is satisfied that the 
information is relevant to the performance of ASIO’s 
functions under subsection 17(1) of the ASIO Act.

ASIO’s access to taxation information is the subject 
of an MOU between the Director-General of Security 
and the Commissioner of Taxation, and also ASIO’s 
internal guidelines and procedures.

ASIO accesses tax information infrequently due 
to the particular sensitivities associated with 
information of this kind. I consider this to be 
a sensible and prudent approach.  

64	 IGIS Annual Report 2006–07, p.28.
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Operational interactions between ASIO and 
members of the community

As noted above, I initiated full inquiries into three 
new matters during 2007–08. All of these matters 
dealt with operational interactions between ASIO 
and members of the public.

The most complex of these investigations is an 
inquiry I initiated on 14 November 2007 into the 
actions taken by ASIO throughout 2003 in respect 
of a Mr Izhar Ul-Haque. This inquiry necessarily 
required me to examine ASIO’s policy, procedures 
and general practices on the interviewing of persons 
of security interest.  

The other two full inquiries were conducted in 
response to complaints received about the actions 
of ASIO officers at their respective family homes.  

In the first instance the complainant felt •	
intimidated by the presence of ASIO officers 
at the family home during the execution of 
an entry and search warrant, and subsequently 
during visits by ASIO officers to return seized 
items and in the conduct of interviews.

In the second instance the complainant felt •	
intimidated by an ASIO officer coming to the 
family home to seek an interview.   

In both cases I found that the evidence did not 
support a finding that ASIO officers had acted 
improperly, or that any ASIO officer had intended 
to act in a threatening, harassing or intimidating 
manner. To the contrary, the evidence pointed to 
an active intention by the ASIO officers concerned 
to avoid offence, rather than to cause it.  

Nonetheless, these cases highlight the potential for 
members of the public to feel anxiety as a result of 
contact with ASIO and the need for ASIO to remain 
sensitive to this.

I also conducted one preliminary inquiry, at the 
request of two community organisations, into 
whether a member of the public was under 
surveillance and being harassed by ASIO. The 
community organisations made this request out 
of concern for the well-being of that person.

My office continued this inspection activity during 
2007–08, by examining the relevant records 
from a particular ASIO liaison office, over a three 
month period.  

We will continue to monitor, on an occasional basis, 
that ASIO continues to tailor its approach in each 
instance, having due regard to the overseas agency 
with which it is dealing, the type of information 
being requested or provided, and the potential 
use to which that information might be put.  

Complaints and inquiries
As at 30 June 2007 I had the following inquiries 
in train into complaints about ASIO, which were 
carried over into this reporting period: 

one preliminary inquiry, and •	
17 administrative inquiries concerning •	
the timeliness with which ASIO processed 
immigration related security checks.

All of these inquiries were concluded early in 
the reporting period, with the exception of two 
immigration-related matters which were later 
progressed as preliminary inquiries (see below).

In the period following the commencement of 
the new reporting period on 1 July 2007 until 
30 June 2008, I initiated three full inquiries into 
new complaints about ASIO (which is the same 
number as in the previous reporting period) and 
11 preliminary inquiries (compared to five in the 
previous period). 

In addition to the preliminary and full inquiries, 
the office received 251 other complaints 
specifically about ASIO, from individuals seeking 
to reopen former complaints, or making new 
complaints raising specific concerns. This 
compares to 199 such complaints in 2006–07.

Of these 251 new complaints which were handled 
administratively, 193 were concerned with the 
timeliness with which ASIO processed immigration 
related security checks. My handling of these 
complaints is discussed below.
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I was also satisfied that ASIO is taking reasonable 
steps to improve the timeliness of its processing 
of archival material, to the extent it can.

In 2007–08 I also received two queries from 
members of the public seeking to clarify why 
ASIO had not given them prior notice that records 
cleared for release included personal information 
about themselves. I dealt with these queries 
administratively.

The Director-General of Security continues to 
provide my office with quarterly progress reports 
on ASIO’s overall performance in relation to archives 
requests. I have also been advised that on 21 
May 2008, ASIO and the NAA signed a section 35 
agreement under the Archives Act 1983 to establish 
more formal arrangements for the examination and 
handling of ASIO’s exempt records.

Release of RCIS papers

During 2007–08 ASIO was also actively engaged in 
a major activity, preparing for the public release of 
records associated with the Royal Commission on 
Intelligence and Security (RCIS).  

The RCIS was conducted by the late Justice Robert 
Hope between 1974 and 1977 and involved a root 
and branch review of the operation of the agencies 
which then comprised the AIC. The NAA released 
many of the records associated with the RCIS on 
27 May 2008.

Concerns about recruitment experiences

As touched upon elsewhere in this report, I noted 
an increase in the number of complaints made to 
my office about recruitment and selection matters.

During 2007–08 I conducted two preliminary 
inquiries into complaints about recruitment 
activity undertaken by ASIO. In both cases, 
I found ASIO’s administrative arrangements 
to be generally satisfactory.

Concerns held by former employees

Sections 8(5) and 8(7) of the IGIS Act limit my 
capacity to investigate what might be regarded 
as individual employment-related grievances 
within the six AIC agencies (essentially those 
relating to promotion, transfer or reduction, 
termination, discipline, remuneration or other 
terms and conditions of service, or friction 
between two individuals).

In cases such as this, it is not possible for me to 
confirm whether or not a specific individual is a 
person of interest to ASIO or to any of the other AIC 
agencies. The reason for this is that to do so could 
provide a ‘back door’ means by which any person 
who is of genuine or legitimate security interest 
could determine whether or not they have come 
to the attention of the AIC. This would obviously 
be self-defeating for the intelligence community, 
and would also serve to undermine the capacity 
of this office to fulfil the objectives for which it 
was established.

In this case, I was able to advise that my inquiries 
revealed no evidence of any illegal or improper 
conduct by ASIO. 

Archives related complaints

ASIO routinely receives a large number of requests, 
via the National Archives of Australia (NAA), for 
access to its records which are more than 30 years 
old. These records are in the so-called ‘open period’.  

Such applications range from straightforward 
requests from people seeking the records of a 
family member, through to professional researchers 
who submit multiple applications for considerable 
volumes of records.

Upon receipt of an application for access to open 
period records, the Archives Act 1983 provides that 
there can be up to 90 days to:

examine records to which access is sought•	
determine if those records, or parts of those •	
records, are exempt records, and

release any record, or part of a record, •	
that is not exempt. 

I conducted one preliminary inquiry into the 
timeliness with which ASIO processes applications 
for access to open period records.  

This inquiry was concerned with whether ASIO had 
processed a number of high volume applications as 
expeditiously as possible, having proper regard to 
the 90 day period described above and also to the 
proper examination of those records.

I found that ASIO had acted with propriety both in 
respect of its prioritisation of applications and in 
respect of its treatment of certain cases, where the 
volume of material that had been requested is so 
large as to make it impossible to complete for the 
required examination within 90 days. 
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Both the ASIO Staff Association and senior 
management have assured me that agency staff 
are made aware of their responsibilities in this 
regard, and that there is not an agency-wide 
culture of accepting workplace bullying.  

Assessment of security equipment

I received one complaint about the procedures 
that ASIO applies to the listing of equipment in 
the Australian Government Security Equipment 
Catalogue (SEC).

At the conclusion of my preliminary inquiry, I was 
satisfied that the relevant procedures (which 
require equipment owners to apply for SEC listing 
and to provide samples of their equipment for 
evaluation and possible testing) are appropriate. 
The procedures ensure that:

each equipment owner/supplier who applies •	
for listing is treated fairly, and

Commonwealth entities who purchase the •	
products listed in the SEC can be certain that 
the products are fundamentally sound, suited 
to their purpose, and can be readily supported.

Immigration related complaints 

As mentioned in the “Significant Issues” section at 
the beginning of this chapter, there has been a 
noticeable increase over the past two reporting 
periods in the number of complaints received about 
the timeliness with which ASIO processes security 
assessments for immigration applications.  

A total of 193 new complaints were received in this 
reporting period. This compares with 71 complaints 
received in 2006–07 and 26 such complaints 
in 2005–06.65

The complainants varied from permanent protection 
visa applicants to skilled migrant and spouse visa 
applicants. (See Table 3 of Annex 1 for a detailed 
breakdown). 

These complaints were variously lodged by the 
complainants themselves, migration agents, 
family members or Members of Parliament acting 
on their behalf, or following a referral by another 
government agency such as the Commonwealth 
Ombudsman.  

When a complaint to my office relates to this 
type of grievance, my general practice is to refer 
the matter (at least in the first instance) back to 
the agency concerned to be addressed through 
its internal grievance mechanisms or through 
procedures for reporting alleged breaches of the 
relevant Code of Conduct (where this is applicable).

The Code of Conduct provisions under the Public 
Service Act 1999 apply to employees of DIGO, DIO, 
DSD and ONA, while similar arrangements are 
separately established by determinations made 
under the ASIO Act and the Intelligence Services Act 
2001 for employees of ASIO and ASIS respectively.

Having said that, I do have some flexibility in regard 
to situations where:

the complainant has exhausted his or her •	
avenues for internal redress and there are related 
policy or procedural matters that I can usefully 
pursue, and/or

a complainant is a former, rather than a •	
current, employee.

This flexibility is particularly important to former 
employees because their ongoing secrecy 
obligations usually mean that they cannot 
approach any other complaint handling body.

I conducted three preliminary inquiries and one 
administrative inquiry during the reporting period 
into employment-related grievances from ex-
employees of ASIO, as follows:  

two matters dealt substantially with the •	
complainant’s difficulties in pursuing 
compensation claims, and  

two matters related to the complainants •	
suffering illnesses which they attributed, at least 
in part, to issues of alleged workplace bullying. 
One of these inquiries was still ongoing at the 
conclusion of the reporting period.

I have reviewed ASIO’s policy regarding workplace 
bullying and the avenues for employees to raise 
concerns of this nature. I believe that the policy 
is sound and provides all employees with clear 
guidance on acceptable behaviour and the range of 
options available to staff to address areas of concern.  

65	 Annex 1 Table 3 of the 2006–07 IGIS Annual Report noted that 74 immigration related complaints had been handled 
administratively that year. This included three matters carried over from the previous reporting period.
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I am appreciative of the efforts of the ASIO officers 
who assisted my office during 2007–08, as it has 
allowed me to respond to complainants more 
quickly and fully than might otherwise have been 
the case.

In those cases where a judgement cannot be 
made based on ASIO’s response to an administrative 
inquiry, preliminary or full inquiries can be 
commenced to investigate the matter further.  

In the reporting period I commenced two 
preliminary inquiries into immigration related 
cases (relating to complaints which had originally 
been received in 2006–07).  

The first case highlighted some deficiencies in 
communication between DIAC and ASIO that have 
since been addressed under a project to enhance 
the IT connectivity between these agencies.

In the second case the applicant’s security 
assessment was not straightforward and had 
therefore taken longer to progress than would 
otherwise be the case. Having said that, the case 
had been additionally delayed by an avoidable 
administrative error that led to processing delays.

All of the 193 new complaints received during 
2007–08 were handled administratively.  

The administrative processing of these complaints 
means that my office makes an informal inquiry 
of ASIO to verify that the case has actually been 
referred to ASIO by DIAC, to determine the length 
of time a request for a security assessment has been 
with ASIO, and to receive a brief outline of the nature 
of the case. Based on this I can, in many cases, make 
a judgement on the legality or propriety of ASIO’s 
handling of the case.  

During this reporting period my administrative 
inquiries revealed a small but significant number 
of cases where administrative errors within ASIO had 
caused considerable delays in the completion of 
security assessments.  

While this was regrettable, I was able to engage the 
relevant functional area of ASIO about the causes 
of these errors.  In response ASIO has improved its 
management systems to ensure the better tracking 
of immigration related cases, so as to reduce the risk 
of similar errors occurring in future. 

ASIO also initiated an increase in staff resources 
allocated to liaise with my office on these matters. 
This has resulted in improved responsiveness to 
my queries over the year, and also provided a 
greater level of detail to me on the circumstances 
of each case.  
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Australian Secret 
Intelligence Service

What ASIS does
ASIS was established in May 1952 and operated 
under a series of government directives until it was 
put onto a statutory footing in October 2001, with 
the coming into effect of the Intelligence Services Act 
2001 (ISA).

ASIS’s various functions are set out at section 6 of 
the ISA, and its activities are regulated by a series 
of ministerial directions, ministerial authorisations 
(MAs) and privacy rules, made pursuant to the ISA.

ASIS’s primary function is to obtain and distribute 
intelligence information which is not readily 
available by other means, about the capabilities, 
intentions and activities of individuals or 
organisations outside Australia.

ASIS’s other functions include communicating 
such intelligence in accordance with government 
requirements, conducting counter-intelligence 
activities and liaising with intelligence or security 
services, or other authorities, of other countries.

So as to discharge its functions ASIS generally 
relies on human sources to collect relevant foreign 
intelligence. This intelligence information is then 
transformed into intelligence reports and related 
products which are then made available to key 
policy makers and select government agencies 
with a clear and established need to know.  

The foreign intelligence collection priorities for 
ASIS and other members of the AIC are established 

in a planning document that is endorsed and 
regularly reviewed by the National Security 
Committee of Cabinet.

Further information about ASIS is available at 
<http://www.asis.gov.au>. 

Significant issues

New Minister

When the Rudd Government was sworn in on 
3 December 2007, the Hon Stephen Smith MP 
replaced the Hon Alexander Downer MP as the 
Minister for Foreign Affairs

As the Minister for Foreign Affairs Mr Smith also 
automatically assumed executive responsibility 
for ASIS.

I am aware through our inspection and review 
activities, and other senior level briefings, that 
ASIS has devoted considerable effort to providing 
detailed briefings to the new Minister, and to 
put in place secure systems so that they might 
communicate with him as necessary when he is 
not located in Canberra.

Growth and expansion

ASIS, like the other AIC agencies, continues to 
remain in a period of expansion and growth.  

The total appropriation granted to ASIS in the 2008–
09 Commonwealth Budget was $199.2 million,66 
compared to $162.5 million67 in the 2007–08 Budget.  

66	 DFAT Portfolio Budget Statement 2008–2009, ASIS statement available at: 
<http://www.dfat.gov.au/dept/budget/2008_2009_pbs/2008-2009_FA+T_PBS_06_ASIS.pdf > 
(accessed 9 August 2008).

67	 DFAT Portfolio Budget Statement 2007-2008, ASIS statement available at 
<http://www.dfat.gov.au/dept/budget/2007_2008_pbs/2007-2008_FA+T_PBS_06_ASIS.pdf>  
(accessed 9 August 2008).
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I believe that these meetings serve an important 
purpose by reinforcing with ASIS officers that their 
actions are subject to on-going external scrutiny 
no matter where they are posted, and that they are 
obliged to conduct themselves in an appropriate 
manner at all times.

I also meet occasionally with heads of mission 
who are being sent to posts where ASIS officers are 
present, to discuss any issues they might have prior 
to their departure. This is a useful means of sharing 
information relevant to our respective functions.

Training

During 2007–08 I delivered several presentations to 
ASIS’s new intelligence officer trainees, to explain the 
role and functions of my office and to talk generally 
about governance and accountability structures.

Members of my staff and I also regularly make 
presentations to ASIS officers when we speak at 
AIC training courses at which they are participants.

The frequency with which we make these 
presentations is less than for ASIO and DSD, but 
is nonetheless at an appropriate level given the 
respective sizes of these agencies and the interests 
of this office.

I am hopeful that in the coming reporting period 
members of my staff and I might either directly 
observe or be involved in several training activities 
involving ASIS personnel so that we might obtain 
a greater depth of understanding of the work of 
the Service.

Access to AUSTRAC data

ASIS has entered into an MOU with AUSTRAC which 
sets out the terms and conditions under which it 
may in the future obtain direct access to financial 
transaction reporting information via various 
AUSTRAC databases.

I had several meetings with representatives from 
AUSTRAC and ASIS during 2007–08 with a view to 
mapping out appropriate future inspection activities 
for this office.

It is my intention to institute regular inspections of 
ASIS’s records during 2008–09 to ensure that ASIS 
complies with the conditions under which its access 
to AUSTRAC derived financial transaction reporting 
information has been provided to it.

In the case of ASIS I have sought and received 
updates on the rebalancing of organisational 
structures and priorities within ASIS flowing 
from this, and on recruitment, training, and 
accommodation issues.

I like to maintain a watchful eye on the 
organisational health of each AIC agency and 
do this by periodically seeking access to, or being 
briefed about, staff survey findings and results. 
I did so with respect to ASIS during the 2007–08.

Special briefings

In seeking to fulfil my various duties as Inspector-
General I have regular dealings with the Director-
General of ASIS, his senior managers, and a range 
of less senior officers who hold key positions.

I have now worked with Mr Irvine for an extended 
period and found him to be candid and forthright 
in our various dealings, but also a strong supporter 
of the role and functions of this office.

In addition to our regularly scheduled inspection 
visits (some of which are described elsewhere in this 
chapter), I met with senior ASIS officers on at least 
18 separate occasions during 2007–08.

These briefings covered a wide variety of issues 
ranging from personnel management issues to 
particularly sensitive operational activities.  

Due to the inherent sensitivity of these subject 
matters, I am not able to make further comment 
in this report.

I continue to appreciate the responsiveness of 
ASIS to my various requests for briefings.

Visits and contact with staff

In the four years since my initial appointment as 
Inspector-General, I have tried to meet with senior 
ASIS officers prior to the commencement of their 
overseas postings. 

The purpose of these meetings is to remind each 
ASIS officer of the role and functions of this office, 
and to stress the expectations being placed 
upon them.
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These directions are classified and therefore cannot 
be released publicly.  

My office reviews all MAs to ensure that they 
conform to the requirements of the ISA and the 
terms of the Ministerial Directions to which ASIS 
is subject.

During 2007–08 six inspections were conducted 
during which several issues were identified about 
which clarification or comment was sought from the 
Director-General of ASIS.  Most of these issues were 
of an essentially technical and administrative nature 
and of minor concern.

I was satisfied that the MAs examined by this 
office were appropriate and in conformity with the 
requirements of the ISA.

Ministerial submissions

Whenever my staff and I conduct a review of MAs, 
we also review all of the other submissions which 
the Director-General puts to the Minister.  

The content of these submissions is necessarily 
sensitive, dealing as they do with a wide range 
of topical subjects affecting ASIS upon which the 
Director-General believes the Minister should be 
kept informed.

As a consequence of reviewing ASIS’s ministerial 
submissions I sometimes seek briefings from the 
Director-General.  

I am grateful to the Director-General for providing 
me with continuing access to these documents.

Authorisations related to training in/or use of 
weapons for self-defence purposes/self-defence 
techniques

Subclause 1(5) of Schedule 2 of the ISA requires the 
Director-General to provide me with copies of all 
approvals issued by the Minister of Foreign Affairs 
in respect of training in the use of a weapon for 
self-defence purposes,  the provision of a weapon 
for self-defence purposes, or the delivery of training 
in other self-defence techniques.

I am confident that I had visibility of every 
authorisation which was issued during this 
reporting period.  

Inspection activities

Range and scope

During the reporting period I maintained many 
of the features of the usual inspection program.  
Inspection activities undertaken during the 
reporting period included:

reviewing all MAs issued to ASIS•	
reviewing all submissions made to the •	
Minister for Foreign Affairs

reviewing and reconciling weapons related •	
authorisations

regularly inspecting current operational files •	
on-going monitoring of compliance with the •	
ASIS privacy rules, and

conducting regular roundtable meetings •	
to discuss issues of common interest.

Review of Ministerial Authorisations

Section 8(1) of the ISA requires the Minister 
for Foreign Affairs to issue a written direction 
to the Director-General of ASIS setting out the 
circumstances when ASIS must obtain the Minister’s 
authorisation to undertake certain activities.  

Ministerial Directions are reviewed periodically to 
ensure their currency, when external circumstances 
change or new priorities emerge, or when there is 
a change of Minister or both.

In those instances where there is a change of 
Minister, pre-existing Ministerial Directions have 
continuing legal effect until such time as they are 
formally revoked, or overridden, by the issue of 
a new, properly authorised, direction.

Mr Smith issued several new Ministerial Directions 
to ASIS, in accordance with section 8(1) of the ISA, 
in January 2008.  

The directions are similar in nature to those which 
were in place prior to him becoming the Minister 
for Foreign Affairs.  

Section 32B of the IGIS Act requires that when 
directions of this kind are issued a copy must 
be provided to the Inspector-General as soon 
as practicable after the direction is given.  
This occurred.
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While I cannot report the nature and range of issues 
which have come to light as a result of this particular 
inspection activity I can assure readers of this annual 
report that our examination of this material is 
rigorous and thorough.

Following each inspection I provide the Director-
General with a detailed letter setting out our 
findings. These letters frequently pose questions 
relevant to the conduct of the operations 
under review.

Towards the end of 2007–08 I initiated a project 
whereby Mr Blick was to review this office’s 
operationally related correspondence with ASIS 
over a four year period, to discern any pattern or 
trends, and to ensure that each issue raised had 
been dealt with satisfactorily and to finality.

I am appreciative of the efforts of those ASIS 
officers who have provided assistance during these 
inspections, have provided briefings, or have been 
involved in the preparation of responses to my 
questions.

Privacy rules

Section 15(1) of the ISA requires that written rules 
exist to regulate the communication and retention 
by ASIS of intelligence information concerning 
Australian persons.  

The then Minister for Foreign Affairs, the Hon 
Mr Alexander Downer,  issued a set of privacy rules 
to ASIS in October 2001 to coincide with the coming 
into effect of the ISA. 

A copy of the ASIS privacy rules was published in 
the IGIS Annual Report 2001–0269and can also be 
accessed via the ASIS website70.

The extant ASIS privacy rules have continuing legal 
effect until such time as they are formally revoked, 
or overridden, by the issue of new privacy rules. 

The ASIS privacy rules are important because 
ASIS generates and receives a significant amount 
of secret intelligence information some of which 
refers to Australian persons.

While I cannot report the precise number of 
authorisations which were issued I can advise that it 
was not an excessive number, and in my view each 
request for an authorisation was soundly based and 
proportionate to the requirements of ASIS.

I am satisfied that the powers afforded to ASIS under 
Schedule 2 of the ISA are being used professionally 
and as intended.  

Clause 3 of Schedule 2 of the ISA also requires the 
Director-General to provide me with a written report 
should a weapon allocated to an authorised person 
for self-defence purposes be discharged in specified 
circumstances (other than during training). This 
requirement was fully satisfied during 2007–08.

Operational file review activities/use of former 
IGIS as a consultant 

During 2007–08 I continued the practice of many 
years of devoting significant resources to regularly 
reviewing ASIS’s operational case files.

I believe this is a very important inspection activity 
as the information contained in these files provides 
insight into the operational environment in which 
ASIS’s field officers operate, some appreciation of 
the special pressures they are placed under, and the 
extent to which their activities are being directed 
and controlled by headquarters staff.

I continued the consultancy arrangement I have 
with my immediate predecessor, Mr Bill Blick AM 
PSM, to assist me in the on-going review of ASIS’s 
operational activities.68 

Mr Blick typically spends two days per month 
intensively reviewing ASIS’s operational case files 
in the company of one of my senior staff, and then 
reports back to me at the completion of each 
inspection with a list of issues and findings.

Mr Blick brings a critical rigour to this task which 
derives, in part, from his extensive experience as 
a former Inspector-General.  

The task of reviewing ASIS’s operational files is never 
complete, but I am keen to cycle through as many 
files as possible each year in a targeted way.

68	 Information on this arrangement is set out at Annex 2 of this report.
69	 IGIS Annual Report 2001-02, Canberra, October 2002, Annex 4, pp. 91–92.
70	 See <http://www.asis.gov.au/privacygov.html> (accessed on 9 August 2008).
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Use of assumed identities

Section 15XUA of the Crimes Act 1914 requires 
ASIS to, as soon as practicable after 30 June each 
year, provide me with a report for the preceding 
12 months on: 

the number of instances in which formal •	
alternative identity documentation has 
been obtained

a general description of the activities undertaken •	
by approved officers and approved persons 
when using their assumed identities, and

whether or not any fraud or other unlawful •	
activity was identified by the agency when 
auditing use of the assumed identity 
documentation.

ASIS continues to satisfy this requirement by 
providing me with six-monthly reports on the 
above matters.

Complaints and inquiries
I received three new complaints about ASIS during 
the reporting period which led me to initiate 
preliminary inquiries. These complaints related 
to allegedly deficient selection and recruitment 
practices. Each of these preliminary inquiries was 
concluded before 30 June 2008.

In addition to these matters five other people 
contacted this office with queries or concerns 
about ASIS which were handled administratively. 

Four of these complaints were from current or 
former employees of ASIS and raised a variety of 
issues or concerns.

I took each of these five complaints seriously and 
engaged ASIS senior management a number of 
times in respect of the issues which had been raised.

I had chosen not to initiate preliminary or full 
inquiries into any of these five complaints as at 
30 June 2008, either because the complainants’ 
personal circumstances had changed, they were 
pursuing remedies within ASIS, or they were 
contemplating other options.

I will maintain a watching brief on these complaints 
in case it becomes necessary to take any of these 
matters forward in a more formal manner.

Intelligence information of this kind can only be 
included in ASIS reporting if the information serves 
a clear purpose linked to Australia’s overarching 
national interests.

If it is determined that intelligence information 
about an Australian person should be included in a 
report, it can then only be circulated to appropriately 
cleared addressees with a demonstrated need to 
know this information.

My office devoted significant resources in the first 
half of 2007–08 to regularly reviewing every report 
which either directly or indirectly referred to an 
Australian person, to ensure that such reporting 
was properly justified in accordance with the 
requirements of the ASIS privacy rules.

I temporarily suspended this review activity in April 
2008 because I have confidence in ASIS’s internal 
compliance mechanisms and continuing the 
activity, at least for a period, did not represent best 
use of OIGIS resources.

It is my intention to review this situation in the 
forthcoming reporting period. In such a review I will 
weigh the merits of conducting sampling and spot 
audits, rather than the 100% compliance checking 
in which the office was previously engaged.

Periodic roundtable meetings

As mentioned at various places throughout this 
annual report, I place significant importance on 
meeting with key staff in each of the intelligence 
collection agencies on a regular basis, so that 
we might discuss issues of common interest or 
concern openly and candidly.

I meet with ASIS in a roundtable meetings of this 
kind approximately every six weeks.  

My ordinary practice is to circulate an agenda 
approximately one week before each meeting 
and invite officers who are involved in policy 
development, legal affairs and intelligence 
production to attend.  

I find these meetings to be of great utility as they 
frequently involve discussion of practical issues 
and concerns at the desk officer level.  
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Defence Signals 
Directorate

What DSD does
DSD is Australia’s national authority for signals 
intelligence (sigint), and for information 
security (infosec).

As Australia’s national authority for sigint, DSD 
collects foreign signals intelligence and produces 
and disseminates reports based on the intelligence 
information it collects. These reports are provided to 
key policymakers and select government agencies 
with a clear and established need to know.

In performing this function DSD must not intercept 
communications within the domestic Australian 
telecommunications network. If the collection of 
foreign intelligence requires such interception, 
this can only be conducted by ASIO under 
warrant authority.  

DSD’s various intelligence collection and reporting 
activities are regulated by ministerial directions, 
ministerial authorisations (MA) and privacy rules 
which are made pursuant to the Intelligence Services 
Act 2001 (ISA).

The foreign intelligence collection priorities for DSD 
and other members of the AIC are established in a 
planning document that is endorsed and regularly 
reviewed by the National Security Committee 
of Cabinet.

DSD’s intelligence-related activities are highly 
sensitive and are therefore classified in the 
interests of national security.  

The other significant function DSD performs 
is to provide infosec products and services to 
the Australian Government and to the ADF. The 
underlying purpose of this function is to protect 
Australian official communications and information 
systems from unauthorised access and other 
potential threats. 

As Australia’s infosec authority DSD also plays 
an important role working with industry 
towards the development of new cryptographic 
products and the evaluation of other information 
security products.

General information about the various infosec 
products and services DSD provides can be 
accessed via the DSD website.

Further information about DSD can be found at 
<http://www.dsd.gov.au>.

Significant issues

New Minister

The change of government which occurred 
following the Federal election of 

24 November 2007 saw a suite of new Ministers 
sworn into office on 3 December 2007. One of the 
new ministers sworn in on that day was the new 
Minister for Defence, the Hon Joel Fitzgibbon MP.

In assuming his appointment as the Minister 
for Defence Mr Fitzgibbon took on executive 
responsibility for the three Defence intelligence 
agencies, which includes DSD.

Ministerial Directions

Section 8 of the ISA provides that the responsible 
Minister in relation to DSD must issue a written 
direction to the Director DSD, which among other 
things, sets out the circumstances in which the 
Director must obtain a ministerial authorisation 
(MA) before engaging in particular activities.



DSD now has formal compliance oversight 
responsibilities for these units through authority 
afforded to it by a directive issued by the Chief of the 
Defence Force on 4 September 2007. The contents 
of this directive are classified.

While I cannot reveal the contents of this directive, I 
was consulted in the course of its development and 
am satisfied that the directive establishes the same 
policy framework for the ADF as is applicable to DSD 
under the ISA and the DSD privacy rules.  

It should be noted that this office does not have 
direct oversight responsibilities for these specialist 
ADF units, but does have authority to oversight 
DSD’s monitoring role with respect to these bodies.

During the reporting period I visited some of these 
specialist units, with a senior member of DSD, and 
was satisfied with the compliance regimes and 
reporting processes put in place by DSD. 

Support to military operations

DSD devotes significant resources to meeting 
the needs of the ADF and the wider Defence 
Organisation.  

In the last 10 years the number and variety of 
ADF deployments has increased significantly. 
As at 30 June 2008 up to 3 500 ADF personnel 
were deployed to a variety of locations including 
but not limited to Iraq, Afghanistan, Timor Leste, 
the Solomon Islands, Sinai and Sudan.  

As this list reflects, the operational environments into 
which service personnel are deployed can range 
from the relatively benign to the extremely hostile.

So as to minimise the risks that the ADF 
deployments face and to facilitate their operational 
effectiveness, as well as to ensure the operations of 
these deployments are not compromised, DSD is 
being increasingly called upon to provide high-
quality and timely sigint and infosec products and 
services to the ADF.  

I received several briefings throughout 2007–08 
on the support provided to the ADF by DSD, and 
on a range of cognate issues.  

These briefings and discussions have indicated that 
DSD is properly focussed on delivering to the ADF 
the best possible service it is able to provide.

This requirement was satisfied with the issue of 
a Ministerial Direction by the then Minister for 
Defence, immediately before the ISA took effect 
on 28 October 2001.  

Ministerial Directions are reviewed periodically 
for their currency, and also when there is a change 
of Minister.  

In those instances where there is a change of 
Minister, pre-existing Ministerial Directions have 
continuing legal effect until such time as they are 
formally revoked, or overridden, by the issue of 
a new, properly authorised, direction.

Mr Fitzgibbon issued several new Ministerial 
Directions to DSD, in accordance with section 8(1) 
of the ISA, on 25 June 2008. The directions are similar 
in nature to those which were in place prior to him 
becoming the Minister for Defence.  

I was consulted about the changes which 
were proposed to be made with the Ministerial 
Directions DSD operates under and had no 
concerns  with them.

These new Ministerial Directions, like their 
predecessors, are classified documents and 
therefore cannot be made available to the public.

DSD privacy rules

Section 15(1) of the ISA requires that the responsible 
Minister in relation to DSD must make written rules 
regulating the communications and retention 
by DSD of intelligence information concerning 
Australian persons.

As was the case with the Ministerial Directions 
(referred to above), Minister Fitzgibbon also 
inherited the existing DSD privacy rules when he 
assumed office. Mr Fitzgibbon re-endorsed the 
DSD privacy rules, without change, on 25 June 2008.  

Further commentary on the application of the 
privacy rules by DSD and the role of this office 
in monitoring them is provided elsewhere in 
this chapter.

Compliance oversight of ADF signals 
intelligence activities

In 2007–08 there was a change in the oversight 
arrangements in relation to the specialist units of 
the ADF which are involved in the collection and 
dissemination of foreign sigint.
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Ministerial authorisations

The ISA provides a framework within which DSD 
can deliberately collect the foreign communications 
of Australians, in limited circumstances.  

If DSD wishes to obtain an MA to intercept the 
foreign communications of an Australian person, 
the Minister for Defence must be satisfied that the 
person of interest is, or is likely to be, involved in 
one or more of a range of activities including:

activities that present a significant risk to •	
a person’s safety

acting for, or behalf of a foreign power•	
activities that are, or are likely to be a threat •	
to security, or

committing a serious crime.•	 71 

In order to obtain an MA, the Director DSD provides 
a comprehensive written submission to the Minister 
for Defence in respect of each individual about 
whom DSD wishes to produce intelligence.  

My office has access to the details of every 
authorisation which is approved, and I and my staff 
review documentation for each new or renewed 
authorisation, usually within four weeks of the 
authorisation being granted. 

The Director DSD brought to my attention one 
instance where an administrative error had occurred 
in the production of an MA which was not identified 
prior to it being submitted to the Minister. The 
Director took immediate and appropriate corrective 
action to remedy this oversight and to brief me on 
what had occurred.

While no error of this kind is desirable, I commend the 
Director on his responsible approach to this matter.

Spot checking of databases

As proposed in my previous annual report72, a 
member of my staff conducted a spot check audit 
of various DSD databases to ensure that collection 
activities which were enabled by the granting of 
each MA did not exceed any limits imposed in 
that approval, and to ensure that such collection 
only occurred during the period specified in the 
authorisation.

Support for counter-terrorism activities

While providing support to military operations 
is a critical part of DSD’s mission, it is not the only 
function DSD performs.

A very important focus for DSD in the current global 
security environment is to identify, collect and share 
foreign intelligence information connected with 
terrorism-related targets. 

Obtaining and sharing information of this kind 
directly assists the government to develop policies 
and plans to reduce the risks posed by these targets 
to Australian persons and Australian interests, both 
within Australia and abroad.

NSW coronial inquiry into 
the late Mr Brian Peters

DSD devoted significant resources during 2007–08 
to meeting the requirements of the NSW Coroner 
in the course of a coronial inquiry into the late 
Mr Brian Peters.

As has been very widely reported, Mr Peters and 
four colleagues who have come to be known as the 
‘Balibo Five’, all died in the small village of Balibo, 
East Timor, in October 1975.

A fuller summary of the findings of this coronial 
inquiry, and DSD’s role in assisting the Coroner, is 
provided in the ‘Significant Issues’ section of “The 
Year in Review” chapter of this report.

Inspection activities
During 2007–08 my office undertook the following 
inspection activities:

reviewing all MA submissions made by DSD •	
to the Minister for Defence

monitoring DSD reporting for compliance •	
with the ISA and the DSD privacy rules

conducting spot checks of a number of •	
DSD databases 

holding monthly meetings with relevant DSD •	
officers to discuss compliance, intelligence 
policy, and legal issues, and

visiting various DSD collection sites outside •	
of Canberra.

71	 Section 9(1A) of the Intelligence Services Act 2001.  
72	 IGIS Annual Report 2006–07, p. 61.
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My staff and I engage in regular dialogue with 
DSD’s compliance staff on a range of issues. It is 
not possible to provide details of these issues in 
a  public report, but I can say that the incidence of 
Australian persons being identified in DSD reporting 
is extremely low relative to the number of reports 
DSD disseminates.  

It has been my experience as the Inspector-General 
that DSD has a strong compliance culture, and that 
staff across the spectrum of its activities are usually 
very well schooled in their legal obligations.

The leadership shown by various Directors and 
senior managers combined with the efforts of DSD’s 
compliance staff, policy advisers, legal counsel and 
trainers satisfy me that notwithstanding that DSD’s 
work is necessarily intrusive, privacy issues are taken 
very seriously.

New collection activities

In order to remain effective DSD must continually 
enhance its collection activities and counter threats 
to its capabilities.

DSD regularly informs this office of its capability 
development projects and we discuss any aspects of 
these projects that could give rise to concerns about 
legality and propriety.  

I was pleased that DSD briefed me on several such 
projects during the reporting period and seriously 
addressed the various questions which I asked.

Site visits

DSD maintains a number of facilities around 
Australia which are integral to its collection activities.

During the reporting period I visited one such 
facility, as well as two ADF units whose work is 
very closely aligned with DSD’s mission.

Training

DSD continues to devote significant resources 
to delivering technical and professional training 
opportunities to its staff on a wide range of subject 
matters, including compliance with the ISA.

In this reporting period I, or a senior member of my 
staff delivered 11 presentations to DSD staff on the 
role of my office and the principles underpinning 
the ISA.  

The spot check took place towards the end of the 
reporting period.  I am pleased to advise that this 
audit revealed that the requirements of each MA 
were being strictly complied with.  

Monthly meetings

I place great store on meeting regularly with 
senior level managers and desk officers, in each 
of the collection agencies so that we can candidly 
discuss issues of common interest or concern.

The meetings I hold with DSD usually involve 
a senior DSD manager, as well as drawing staff 
from the compliance and oversight area of the 
Directorate, staff involved in intelligence policy 
issues, and DSD’s legal adviser.

These meetings typically involve broad-ranging 
discussion on privacy rules casework, collection 
priorities, MAs, legislative and parliamentary reviews, 
and current legal and operational issues, as well as 
any topical issues.  

Any briefings I might seek on specific aspects of 
DSD’s work are also usually scheduled to coincide 
with these meetings.

I also meet with the Director DSD, either prior to, or 
following each monthly meeting, or in his absence, 
with one of the Deputy Directors.

I have been pleased with the candour and quality 
of discussion in these meetings, and find them very 
helpful in maintaining a sound understanding of the 
important work which DSD undertakes.

Privacy rules – monitoring and compliance

Earlier in this chapter I indicated that the Minister 
for Defence had re-endorsed the DSD privacy 
rules on 25 June 2008.

Simply put, the DSD privacy rules enable DSD 
to include references to Australian persons in its 
reporting, in limited circumstances, and so long as 
these references are properly justified in accordance 
with the privacy rules.

A fully staffed section within DSD monitors that the 
requirements of the privacy rules are being met. My 
office fulfils a similar function independently of DSD.
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Complaints and inquiries
The level of complaint about DSD is generally low 
because its intelligence function is to collect foreign 
sigint by technical means. Given this focus DSD’s 
activities are unlikely to come to the notice of or 
impact directly on members of the Australian public.  

Wider review of OSA policy and procedures

I decided towards the end of the last reporting 
period to initiate an own motion inquiry into OSA 
policy, procedures and practices across the three 
Defence intelligence agencies of which DSD is one.

This inquiry was finalised during the reporting 
period and my findings are summarised in “The 
Year in Review” chapter and Annex 5 of this report.  

Matters handled administratively

In addition to this formal inquiry, I dealt with three 
complaints about DSD relating to recruitment and 
other personnel matters.  

One of these complaints concerned claims that 
an applicant for a particular position had been 
disadvantaged by the length of time involved in the 
security assessment process which was a necessary 
precondition for employment. In this case DSD 
assisted the complainant by locating an appropriate 
and acceptable position with another agency.

Another complainant raised concerns about the 
appropriateness or otherwise of some internal 
personnel management procedures. My office 
assisted the complainant by referring them to 
a relevant senior level manager.

The other complaint received by my office related 
to OSA processes. The complainant’s views were 
considered as part of the wider review of OSA policy 
and procedures which was in train at the time of 
the complaint.   



Defence Imagery 
and Geospatial 

Organisation
What DIGO does
DIGO was established under a Cabinet Directive on 
8 November 2000, by amalgamating the Australian 
Imagery Organisation, the Directorate of Strategic 
Military Geographic Information, and the Defence 
Topographic Agency.

DIGO operated under the authority of this directive 
until it was inserted into the legal framework of the 
ISA, with effect from 2 December 2005.

DIGO’s functions are detailed in section 6B of the 
ISA, and like ASIS and DSD, it is subject to a regime 
of ministerial directions, ministerial authorisations 
(MAs) and privacy rules, which are provided for 
under the ISA.

DIGO is responsible for the acquisition and 
analysis of satellite and other imagery and for 
the development, acquisition and exploitation of 
geospatial data, in support of Australia’s defence 
and other national interests.

This means that DIGO collects and analyses images 
of foreign and domestic subjects (eg. landforms, 
waterways, disputed territories etc.), and develops 
mapping and imagery intelligence products for the 
ADF and a range of other Commonwealth clients.

DIGO also has the capacity to combine imagery 
with other available sources of data to prepare 
highly accurate topographical maps and other aids 
that are of value in the preparation of plans relevant 
to national defence and security.

DIGO operates out of two sites, with its headquarters 
located in the Russell Defence complex in Canberra, 
and its other facility located in Bendigo, Victoria.

Further information about DIGO can be found 
on its website which is located at 
<http://www.defence.gov.au>. 

Significant issues

New Minister

When the Rudd Government was sworn in on 
3 December 2007, the Hon Joel Fitzgibbon MP 
replaced the Hon Dr Brendan Nelson MP as the 
Minister for Defence.

As the Minister for Defence Mr Fitzgibbon took 
on executive responsibility for the three Defence 
intelligence agencies, of which DIGO is one.

Ministerial Directions and DIGO privacy rules

Section 8(1) of the ISA provides that the responsible 
Minister in relation to DIGO must issue a written 
direction to the Director DIGO, which among other 
things, sets out the circumstances in which the 
Director must obtain an MA, before engaging in 
particular activities.

Section 15(1) of the ISA requires that the responsible 
Minister in relation to DIGO must make written 
rules regulating the communications and retention 
by DIGO of intelligence information concerning 
Australian persons.

Upon becoming the Minister for Defence and 
assuming executive responsibility for DIGO, 
Mr Fitzgibbon inherited the section 8(1) Ministerial 
Directions and section 15(1) DIGO privacy rules 
which had been established by his predecessors 
in that role.

These pre-existing directions and rules have 
continuing legal effect until such time as they are 
formally revoked, or over-ridden, by the issue of 
new directions or rules. 
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In the course of the inspections conducted during 
2007–08 my office closely monitored whether any 
tasking requests levied on DIGO raised similar issues 
or concerns. I am happy to report that none did.

During the 2007–08 inspections my staff and I either 
noted, or had brought to our attention, a small 
number of instances where tasking requests which 
ordinarily require authorisation by the Director DIGO, 
were undertaken prior to that approval having 
been obtained.

In the cases in question I was satisfied that this 
occurred because the individuals involved did 
not fully appreciate that the activities they were 
involved in required authorisation rather than 
anything of a more sinister character, and that if 
such an authorisation had been sought beforehand 
it would undoubtedly have been granted.

The Director DIGO took immediate corrective 
action including requiring relevant officers undergo 
appropriate privacy rules refresher training, and also 
issuing an appropriate level authorisation for the 
activities in question.

While no error is desirable I was satisfied that this 
was no more than an administrative breach of 
internal policy.  Indeed, the above instance has 
served as a useful training tool.

In the course of the inspection visits, my staff 
and I queried the specific grounds upon which 
the Director DIGO had justified several collection 
activities.

By way of background, each Director DIGO 
authorisation must be justified by reference to one 
of DIGO’s functions.74 There is a degree of overlap 
between DIGO’s five functions so it is not surprising 
that there will occasionally be debate as to which is 
the most appropriate reference.

In each of the instances identified the Director 
was able to fully and properly justify his selections.

On the basis of our discussions about such 
matters, I am satisfied that the Director DIGO is fully 
committed to ensuring that DIGO staff are properly 
conversant with their obligations.

Inspection activities

Ministerial and Director DIGO authorisations

Members of my staff and I visit DIGO headquarters 
approximately every two months to review materials 
relating to DIGO’s collection activities.  

In the course of these visits we review every MA 
which has been issued by the Minister for Defence 
in the period since our previous visit, and we also 
examine any approvals given by the Director DIGO 
in the same period.

As indicated above, those collection activities which 
can only be approved by the Minister for Defence 
are specified in the Ministerial Direction under which 
DIGO operates. This is a classified document and 
therefore cannot be released to the public.

The Minister is only required to personally consider/
approve a relatively small number of sensitive 
collection activities undertaken by DIGO. This is 
entirely reasonable as the Minister would otherwise 
be overwhelmed by the administrative burden 
of considering a significant number of non-
sensitive requests for items such as maps and other 
imagery products which are in some cases already 
commercially available. 

As it is not reasonable to expect the Minister to 
consider every tasking request levied on DIGO, the 
Director DIGO is empowered to consider requests 
for imagery products which do not need to be put 
to the Minister for approval

In my previous annual report I indicated that during 
2006–07 I had sought clarification from DIGO in 
relation to the interpretation of section 9(1A) of 
the ISA.73

Without going into the detail of the case which 
prompted my interest, the central issue revolved 
around the circumstances where the approval of 
the Attorney-General must be first obtained, before 
an MA can be sought from the Minister for Defence 
in relation to particular tasking requests.

Legal advice was obtained during that reporting 
period which greatly clarified the matters which 
I had queried.

73	 IGIS Annual Report 2006–07, p. 65–66.
74	 Section 6B of the ISA.
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On each occasion I met with the Director DIGO or 
the Acting Director and a representative from DIGO’s 
policy and compliance area.

I am grateful to all DIGO staff who have been 
involved in these exchanges for giving freely of 
their time to participate in these meetings.

Training 
My office did not make any specific presentations 
to DIGO staff during the reporting period but we 
did make a number of presentations to AIC-wide 
induction and senior officer courses which included 
a number of DIGO personnel.

Visits
During 2007–08 a member of my staff visited DIGO’s 
Geospatial Analysis Centre, which is located in 
Bendigo, Victoria.  

Complaints and inquiries

Wider review of OSA policy and procedures

I decided towards the end of the last reporting 
period to initiate an own motion inquiry into OSA 
policy, procedures and practices across the three 
Defence intelligence agencies of which DIGO is one.

This inquiry was finalised during the reporting 
period and my findings are briefly summarised 
in “The Year in Review” chapter of this report.  

The visit which was undertaken by one of my 
staff to DIGO’s Bendigo facility was associated 
with this inquiry.

Matters handled administratively

In addition to the OSA inquiry referred to above, 
I also received two complaints about DIGO relating 
to concerns about OSA processes and practices 
from persons applying for positions with DIGO.  

The issues raised by these complainants were 
handled administratively, and helped to inform 
the direction taken by our OSA inquiry.

DIGO privacy rules

During our bi-monthly visits to DIGO headquarters 
my staff and I also closely examine all tasking 
requests that DIGO actions, for compliance with 
the DIGO privacy rules.

DIGO faces some unique challenges in applying 
its privacy rules in that those rules are predicated 
on the assumption that the privacy of “Australian 
persons” will be protected, unless appropriate 
justification is put forward to enable the reporting 
of intelligence information to recipients with an 
established need to know.

The term “Australian persons” has a broader meaning 
than living human beings, and is also applicable to 
bodies corporate which are registered in Australia 
and controlled by Australians. By extension this can 
be applied to premises or property controlled by 
Australian companies.

Although the application of the privacy rules has 
its complexities for every agency, it can be more 
difficult for DIGO than the other AIC agencies which 
are bound by similar rules because its reporting is 
primarily image-based and focussed on property 
or premises, which may or may not be an “Australian 
person” for the purposes of the privacy rules.

While this does create some interpretative issues 
from time to time, for the most part it has a limited 
impact upon DIGO’s business operations because 
the vast majority of DIGO’s reporting has an off-
shore focus, in which case the privacy rules have 
a much more limited application.

On the basis of our periodic inspections I am 
satisfied that DIGO is genuinely committed to 
strictly applying the privacy rules.

Meetings with senior DIGO staff

As with each of the other collection agencies, I think 
there is distinct benefit in meeting regularly with 
senior agency staff to candidly discuss matters of 
mutual interest or concern.

During the reporting period we conducted six 
such meetings, each of which coincided with our 
inspection / visits.
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Defence Intelligence 
Organisation

What DIO does
DIO is Australia’s strategic level, all-source Defence 
intelligence assessment agency. It provides 
intelligence assessments to inform the decision-
making of the Department of Defence including 
the ADF, and the broader Australian government. 

DIO is an assessment agency rather than an 
intelligence collection agency.

DIO’s assessments cover strategic, political, defence, 
military, economic, scientific and technical issues 
which have the potential to impact on Australia’s 
security interests. DIO also plays an important 
role in assisting with the planning, command and 
conduct of current and potential operations by 
the ADF. It assesses the strategic posture, policy 
and intent and the military capabilities of countries 
relevant to Australia’s security. 

DIO focuses on overseas developments and does 
not concern itself with domestic concerns or 
situations within Australia. 

DIO also has the responsibility of developing and 
maintaining a defence intelligence capability for 
use in time of crisis and conflict. 

Further information about the role and 
functions of DIO can be found at 
<http://www.defence.gov.au/dio/>.

Analytic Integrity
As discussed in the “ONA” chapter, since the 
amendments made in late 2005 to the IGIS Act 
allow the IGIS to initiate inquiries into matters 
relating to ONA and DIO without ministerial 
referral, I have conducted both inspection and 
inquiry activities in relation to ONA’s statutory 
independence.

As a logical next step, on 29 February 2008, I 
advised the Minister for Defence, the Deputy 
Secretary Intelligence, Security and International 
Policy and the Director DIO of my intention to 
conduct an own motion inquiry into the propriety 
of the assessment activities of DIO (as per section 
8(3)(a)(iii) of the IGIS Act).

While DIO does not have a statutory basis, unlike 
ONA, I consider that the concept of propriety 
clearly covers the notion of “integrity” of the 
assessment process.

Integrity of the assessment process requires that 
assessments are made objectively, dispassionately 
and free from improper external pressure/direction, 
and on the basis of intelligence that is considered 
to be both reliable and valid.

The methodology used in conducting this inquiry 
has been informed in part by the approach taken to 
the inquiry into the statutory independence of ONA.



I was particularly pleased by the increasing 
sophistication of DIO’s own audit procedures 
concerning conformance with the privacy 
guidelines. DIO conducts an annual audit. The audit 
uses a sampling methodology focussing on material 
produced by a randomly selected section of the 
organisation. I regard this initiative as a positive one 
as it provides for increased confidence in the overall 
accuracy of DIO’s audit activities.

I intend to continue conducting regular inspections 
relating to DIO’s use of the privacy guidelines at 
quarterly intervals. 

Training
I have continued to raise awareness about my office 
and also encourage greater interaction between 
my office and DIO. In addition to my presentations 
to the AIC common induction and senior officers 
courses, to which DIO staff are regularly allocated 
places, I made two presentations to staff at DIO 
during the reporting period.

Information about the role and functions of my 
office is also accessible on DIO’s internal web pages. 

Complaints and inquiries
I received no complaints about DIO which required 
inquiry action during this reporting period. Four 
matters were handled administratively.

As mentioned in the “DSD” and “DIGO” chapters, 
I finalised an own motion inquiry into the OSA 
process in these three Defence agencies. A copy 
of the executive summary of the report is provided 
at Annex 5 of this annual report.

I commenced this particular inquiry by developing 
a set of principles that articulate what analytic 
integrity at DIO is and is not. I then held a series 
of focus groups with DIO analysts to refine these 
principles. In addition to providing a ‘yardstick’ 
for this inquiry, I anticipate that the principles will 
continue to be a useful reference for analysts. 
A copy of these principles is provided at Annex 4.

As with the ONA inquiry, I decided to canvass the 
views of DIO staff, through a survey, on matters 
relating to DIO’s analytic integrity. I also held seven 
focus groups (consisting of small numbers of 
analysts and managers) with DIO staff to outline 
the review, to hear their thoughts and suggestions 
and gain an appreciation of the various experiences 
of individuals across the branches and at different 
classifications levels in DIO.

At the end of the reporting period this inquiry 
was close to being finalised. Further details of my 
findings will be reported in my next annual report.

Privacy guidelines
The DIO privacy guidelines, implemented in 
December 2005, govern the use of references to 
personal information about Australians in external 
communications – including reports, briefings, 
emails and advice – emanating from DIO.  

Since implementation my office has conducted 10 
inspections (including four in this reporting period). 
I have observed improvements in the administrative 
practices that underpin the guidelines in that time.

Overall I was pleased with the quality and level of 
detail contained in the documentation. There is a 
continued gradual increase in the sophistication 
of analysts’ appreciation of the privacy guidelines. 

This is due in large part to DIO’s ongoing 
organisation-wide programs and training to educate 
analysts on applying the guidelines and reporting on 
compliance with the guidelines. DIO’s commitment 
during the reporting period to ensuring that privacy 
guidelines training is regularly undertaken by all 
analysts was evident. I will continue to monitor DIO’s 
provision of privacy guidelines training over the 
coming year.  
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Office of National 
Assessments

What ONA does
ONA provides assessments on international matters 
of political, strategic and economic significance to 
the Prime Minister, members of the National Security 
Committee of Cabinet and key senior policy makers 
in the government. ONA bases its assessments on 
information from a range of sources, both inside 
and outside the government.   

While ONA reports directly to the Prime Minister 
and sits within the Prime Minister’s portfolio, 
responsibility for the preparation of assessments 
and day-to-day management issues falls to the 
Director-General of ONA. The Director-General 
of ONA is an independent statutory officer who 
is not subject to external direction on the contents 
of ONA assessments.  

In addition to setting out ONA’s assessment function, 
the Office of National Assessments Act 1977 (ONA Act) 
charges ONA with responsibility for coordinating 
and reviewing Australia’s foreign intelligence 
activities and issues of common interest among 
Australia’s foreign intelligence agencies. ONA is 
also responsible for evaluating the effectiveness 
of Australia’s foreign intelligence effort and the 
adequacy of its resourcing.

Further information about ONA can be found at 
<http://www.ona.gov.au>.

Statutory Independence 
– Inquiry 2007
On 14 February 2007 I advised the then Prime 
Minister and the Director-General of ONA of my 
intention to conduct an own motion inquiry into 
the statutory independence of ONA (as provided 
for under section 8(3)(c) of the IGIS Act).

While the inspection activity conducted in the 
previous reporting period was generally positive, 
I decided that as a matter of proper process I 
should conduct a full inquiry using all the powers 
available to me on matters relating to the statutory 
independence of ONA.  

The inspection activity in 2006 was useful in 
establishing an outline of what independence 
means for ONA, in scoping how to best examine 
it and providing a preliminary perspective. The 
methodology used in conducting this inquiry, 
while largely consistent with the methodology 
used in undertaking the 2006 inspection activity, 
was more wide-reaching. 

As well as undertaking the same review activities 
as in 2006, I decided to look in greater detail at a 
range of activities including source documentation 
procedures, practices regarding review of 
previous judgements in intelligence assessments, 
and consideration and evaluation of divergent 
viewpoints within and outside ONA. To that 
end I sought access to documentation on end-
noting, internal ONA reviews of key judgements, 
documentation on dissent, and drafts of ONA 
product and documentation indicating changes 
made to drafts.



In the two and a half years since implementing the 
privacy guidelines, ONA’s processes for managing 
appropriately information about Australian persons 
have become increasingly sophisticated. These 
improvements are underpinned by continued 
training for analysts on applying the guidelines 
and reporting on compliance with the guidelines.

During this reporting period I conducted four 
inspections of ONA’s use of the privacy guidelines. 
I was satisfied with ONA’s application of, and 
compliance with, the privacy guidelines and the 
efforts undertaken to improve the quality and 
care taken in the documentation. 

I will continue to conduct inspections relating 
to ONA’s use of the privacy guidelines at 
quarterly intervals. 

Training
I have continued to raise awareness about my 
office and also encourage greater interaction 
between my office and ONA. Throughout the year 
I presented to the AIC common induction and senior 
officers courses, to which ONA staff are regularly 
allocated places.

Information about the role and functions of my 
office is also accessible on ONA’s internal web pages. 

Complaints and inquiries
There were no complaints made to my office 
about ONA in the reporting period.

I also undertook a series of confidential, individual 
discussions with selected staff, both current and 
former, with a view to gaining an appreciation of 
thoughts and experiences across the branches 
and at different APS classification levels in ONA.

ONA’s internal culture is one of constructive debate 
and contestability, and analysts are well imbued 
with the concept of ONA judgments needing to be 
independent. There are various internal processes 
which support independence and integrity in 
the preparation of assessments and analysts were 
very positive about these. I made some minor 
suggestions for strengthening of these processes. 

In the course of this inquiry, I found no evidence 
or indication of improper pressure or attempted 
direction from ministers or their offices.

While policy departments very occasionally could 
press their arguments in a way which bordered on 
undue pressure, ONA’s final judgements did not 
appear to have been affected in any improper way.

A copy of the key judgements of the report is at 
Annex 3.

Privacy guidelines
In December 2005 ONA adopted a set of privacy 
guidelines that outline standards for the handling, 
use, and further dissemination of information 
about Australian persons. The guidelines apply 
to references to personal information about 
Australian persons in any external communications 
— including reports, briefings, emails and advice 
— emanating from ONA.

The ONA privacy guidelines are essentially identical 
to the privacy rules which are applicable to 
ASIS, DSD and DIGO. (A copy of the ONA privacy 
guidelines can be found at Annex 7 of the IGIS 
Annual Report 2005–06).

Office of National Assessments     65



66     Inspector-General of Intelligence and Security Annual Report 2007–08

the year 2008-09 
in prospect

The following is a summary of the main activities 
which I propose be undertaken by either myself 
or my staff during 2008–09.

Inspection and review activities 
involving AIC agencies

ASIO

OIGIS will continue to pay very close attention to the 
granting of special powers warrants to ASIO and the 
execution of these warrants.

Given that nearly all warrants are authorised by 
the Attorney-General, and the Attorney-General 
also has direct executive responsibility for ASIO, it 
is appropriate that there be some form of external 
oversight of the warrants process. In addition to this, 
as every category of special powers warrant which is 
available to ASIO relies on methods and capabilities 
which either are, or have the potential to be, 
coercive and/or intrusive, it is important that these 
powers be subject to external oversight.

It is therefore my intention that OIGIS will review 
every warrant which is issued to ASIO and all 
associated accountability documentation.

It is also my intention that, in a number of selected 
cases, the review will go beyond the basic warrant 
documentation and examine relevant operational 
case files to obtain a fuller understanding of the 
operation in question.  

As indicated elsewhere in this annual report, 
ASIO has commenced utilising “B-party” 
telecommunications interception warrants, 
when other collection methods have proven 
to be ineffective, or are not available.

I will continue to be especially vigilant in monitoring 
all aspects of the use of “B-Party” warrants during the 
2008–09 reporting period.

Whenever this office conducts a warrants inspection, 
I will ask ASIO to also provide for inspection any 
authorisations which have been issued in order 
to obtain prospective telecommunications data.  

My staff will also continue to conduct independent 
checks on telecommunications services which are 
being intercepted to ensure that they comply with 
relevant warrant conditions.

As discussed in the “ASIO” chapter of this annual 
report, it has been the practice of the office to be 
present for at least the first day of questioning which 
is conducted pursuant to any questioning warrant 
which has been granted to ASIO. It is my intention 
to continue this practice during 2008–09, should 
any  questioning, or questioning and detention 
warrants be granted to ASIO.  

Several years ago section 23 of the ASIO Act was 
amended to provide ASIO with the power to compel 
airline and vessel operators to provide information.  

I propose conducting inspection activities during 
the forthcoming reporting period to ensure that 
ASIO’s collection activities comply with their legal 
obligations and to ensure that any data which is 
collected is handled appropriately. 

During 2007–08 members of my staff and I 
commenced meeting with senior ASIO personnel 
on a monthly basis. As I believe that these meetings 
have been successful in advancing the interests of 
this office, and have hopefully been of benefit to 
ASIO as well, I intend to continue these meetings 
for the foreseeable future.



In addition to this new inspection activity my office 
will continue our standing practice of reviewing all 
ministerial submissions which are lodged by ASIS 
with its Minister, and also closely review all MAs 
which are sought by ASIS under the terms of the ISA.

I will continue to closely monitor the application of 
the guidelines and protocols associated with the 
provision of, training in, and use of weapons and 
self-defence techniques by ASIS staff.  

Despite my best intentions I was not able to observe 
a weapons training course during 2007–08. It is 
therefore my intention that either I or a senior 
member of my staff should do so during 2008–09, 
in order to gain a first hand appreciation of what 
is involved.

My staff will continue to closely inspect operational 
files having regard to the legality and propriety of 
the conduct of ASIS officers.  

I intend to maintain our scrutiny of records relevant 
to ASIS’s compliance with the privacy rules, although 
the methods we use will be subject to review.

It is my intention to meet with ASIS’s intelligence 
coordinators, legal and policy staff approximately 
every six weeks, to be briefed on emerging issues 
and to discuss issues arising out of our inspection 
activities.

ASIS’s procedures for controlling the use of 
alternative documentation associated with 
assumed identities will also be the subject of review.

I or senior members of my staff will continue to 
address ASIS training courses and other forums 
on accountability.  

I will also continue to meet with more senior ASIS 
officers before they proceed on postings to reinforce 
that they are subject to internal and external scrutiny 
and are accountable for their conduct.

DSD

My office will continue to access and review each 
DSD submission to the Minister for Defence seeking 
an MA under the ISA.

I will continue to monitor DSD’s compliance with 
its obligations under the DSD privacy rules.

My staff will examine investigative approvals 
generated in ASIO’s central office and those 
generated by ASIO’s State and Territory offices 
during our periodic visits. The files on which 
actions resulting from the approvals are 
recorded will also be examined.  

I will continue monitoring ASIO’s access to, and 
use of, AUSTRAC and taxation records, to ensure 
compliance with the legislation and the various 
MOUs under which this access is provided.

I will continue to monitor ASIO’s procedures for 
controlling the use of alternative documentation 
associated with assumed identities, but will do 
this on the basis of internal audit and exception 
reporting rather than by previous methods.

I will also continue to monitor ASIO’s performance 
with regard to its obligations under the Archives 
Act 1983.

My office will continue to make presentations to 
ASIO training courses on ethics and accountability, 
and intends to observe training activities associated 
with ASIO’s intelligence officer training program.

ASIO’s internal audit program will be monitored 
and I will obtain reports on reviews that are of 
interest to this office.

On occasion this office is consulted by ASIO in the 
development of internal guidelines and procedures.  
I intend for this office to provide constructive and 
timely input to all requests for comment of this kind.

Subject to the resources available to this office, it 
is my intention to conduct several pilot projects or 
reviews, as a means of scoping future inspection 
activities.

It is my intention to spend more time, if I am able, 
visiting functional areas of ASIO which are new or 
with which this office has not had frequent contact 
in the past, in order to deepen our knowledge 
of ASIO.

ASIS

During 2008–09 this office will design and conduct 
inspection activities to ensure that ASIS complies 
with its MOU obligations, should it seek to access 
any financial transaction records held by AUSTRAC, 
or to communicate any information of this kind, to 
other parties.  

The year 2008-09 in prospect     67
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Inquiries and complaints
Three inquiries under the IGIS Act were in progress 
at the close of the reporting period.  I expect to 
conclude investigations into each of these matters 
during the first half of the new reporting period.

OIGIS staffing and recruitment
During the 2007–2008 reporting period I recruited 
two full time on-going officers and lost one full time 
on-going officer on transfer and one to retirement.

I initiated two major staff selection exercises during 
2007–08 with a view to identifying appropriately 
qualified staff at the APS 6 and Executive Level 1 
employment classifications.

The first exercise, which was conducted in the first 
half of 2007–08, proved fruitless when the two 
preferred candidates withdrew their applications 
during the security clearance process after having 
found alternate positions which were immediately 
available and which did not require the holding of 
a security clearance.

The office conducted another selection exercise in 
the second half of 2007–08 with a view to recruiting 
up to three staff. Preferred candidates were 
identified in June 2008 and have each commenced 
the security clearance process.  I am hopeful that 
this will prove to be more fruitful.

As I have funding to further expand the size of OIGIS, 
one current staff member is approaching retirement, 
and it is possible that other staff might wish to 
pursue employment elsewhere, it is probable that 
the office will conduct further selection exercises 
in 2009–10.

I am hopeful that should additional staff be recruited 
that I will be able to enhance our existing visits and 
inspections program by devoting more time and 
more staff to specific inspection and review tasks, 
and to add new inspection tasks as appropriate.

My staff and I will meet key DSD staff on a monthly 
basis to discuss issues arising out of our monitoring 
activities, the internal monitoring activities 
undertaken by the relevant section in DSD which 
deals with such matters, and policy issues affecting 
compliance. 

I expect DSD to continue to consult me on a 
range of operational matters and my office will 
provide prompt advice on issues related to legality 
and propriety.

My office will continue to address DSD training 
courses and other forums on accountability.  

We will initiate projects to review selected DSD 
activities and/or to gain a better appreciation of 
DSD’s various capabilities.

DIGO

My office will review all submissions made by 
DIGO to the Minister for Defence seeking an 
MA under the ISA.

I will review internal submissions made to Director 
DIGO specifically seeking authorisation in respect 
of Australian territory or Australian interests.

I will also closely monitor compliance with the 
DIGO privacy rules.

My office will meet with relevant DIGO senior 
managers approximately every two months at 
DIGO Headquarters to discuss issues arising out 
of the above inspection activities, and to discuss 
matters of common interest.  

DIO

I will complete the inquiry into analytic integrity 
of DIO assessments.

My office will regularly review DIO’s compliance 
with the DIO privacy guidelines.  

ONA

I intend to plan and commence a further 
examination of the independence and integrity 
of ONA assessments.

I will meet with Director-General ONA on an 
occasional basis, to discuss matters affecting his 
agency, or the wider AIC, as circumstance dictates.

My office will also monitor the application of ONA’s 
privacy guidelines.
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Other matters to be pursued
The above items are indicative of my intentions but 
by no means comprise an exhaustive list. As the 
2008–09 reporting period progresses no doubt new 
matters will arise of which I am currently unaware, 
which will require attention.

Other OIGIS corporate activities
In addition to acting upon the staffing needs of 
the office, I am keen to progress several other 
corporate activities.

As mentioned elsewhere in this annual report, 
I am keen to update and revamp the IGIS website.  

I intend to devote further resources to developing 
a tailored and comprehensive business continuity 
plan for OIGIS, to ensure that the work of the office 
could be continued in the event of a disaster or 
some other unanticipated event. 

The machines and equipment upon which any 
modern office relies have a finite life and some of 
those which exist in OIGIS are reaching the end of 
their productive lives. I am therefore keen to explore 
options to upgrade and replace this equipment, if 
this is possible.
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corporate governance, 
human resources and 

financial management
Corporate Governance
The corporate governance practices in place for 
the office reflect its size and function. In addition 
to planning processes in relation to resource and 
personnel management, senior members of staff 
meet each week to review operational priorities. 
The office has the advantage of being readily able 
to hold an ‘all-staff’ meeting each month. This 
meeting includes general information exchange, 
consideration of office performance against the 
range of activities in which it is involved and 
forward planning.

Organisation structure

The small size of the office lends itself to a collegiate 
approach to dealing with the workload of the office 
and workplace issues more generally.

During the reporting period, positions were filled 
as follows:

Inspector-General of Intelligence and Security •	
Mr Ian Carnell

Principal Investigation Officer •	
Mr Neville Bryan, PSM

Principal Review Officer •	
Ms Rachael Spalding

Senior Investigation Officers  •	
Mrs Jane Trevor 
Ms Samantha Clark 
Ms Sharon Dean (from 16 July 2007) 
Mr Stoney Burke (from 7 January 2008)

Senior Review Officer •	
Ms Lisa Buckingham (to 16 October 2007)

Office Accountant •	
Ms Jackie McRae

Personal Assistant to the Inspector-General •	
and Office Manager 
Ms Jodie Williams

Office Manager and Monitoring Officer •	
Ms Robyn Kelly (to 9 August 2007)

Administration Officer •	
Mrs Jocelyn Yosef

Internal Audit

The office has an Audit Committee chaired by me 
and which also includes an external member from 
PMC. Staffing changes in PMC saw a new external 
member joining the committee during the reporting 
period. I anticipate that for the purposes of this 
committee, that transition will be seamless and 
would like to record my thanks to both members 
for their assistance during the period.

The committee meets on a periodic basis to 
consider corporate governance issues including 
financial compliance, internal and external audit 
findings, fraud and risk management, occupational 
health and safety, and significant financial issues.

Risk Management

The office’s Audit Committee has overall 
responsibility for the agency’s risk management 
function.  The Committee reviews the Risk 
Management Plan on an annual basis and makes 
amendments if required.  It also reviews the office’s 
risk performance over the previous twelve months.



Corporate and operational planning

Increased office size during the reporting period also 
gave rise to the opportunity to bring a greater level 
of structure and formality to the office’s corporate 
and operational planning activities. In particular, 
the office undertook planning activities which drew 
together the full range of activities undertaken by 
this office, and accorded each a relative priority. 
While not itself constituting a productivity gain, 
I anticipate that this planning will continue to 
provide a useful mechanism for optimising 
productivity across the many and varied activities 
of the office.

Further details of OIGIS forward plans are available 
in the “The year 2008–09 in Prospect”.

External scrutiny 

The office has again received an unqualified audit 
report from the ANAO in relation to its financial 
statements.

Further details of OIGIS interaction with 
parliamentary committees are available in 
“The Year in Review” and the “Parliament, 
Legislation and Liaison” chapters of this report.

Support from PMC and DSD

As a very small portfolio agency, co-located 
with PMC, my office relies on assistance from 
PMC in handling a range of administration issues 
and in providing general support.

While an office of this size with a modest 
appropriation cannot readily cover the full array of 
costs ordinarily incurred, the office made a $46 000 
(GST exclusive) payment to PMC in recognition of 
the increasing costs associated with the support 
provided to the office in 2007–08. This arrangement 
works well and I am very appreciative of PMC’s 
continued support.  

The other major provider of continued support 
to my office is DSD, which maintains the internal 
secure computer and communication network 
systems within the office. I would like to record 
my thanks for DSD’s continued assistance.

The Risk Management Plan includes controls 
designed to mitigate risks including in the 
following risk categories: 

1.	 personnel related

	 •	 �departure or absence (eg through injury) 
of key staff with little notice

	 •	 accidental or intentional loss of information

	 •	 segregation of duties

2.	� failure or compromise of information 
technology systems

3.	 physical security of the office and facilities

4.	 corporate liability

5.	� fraud prevention, detection and 
management, and

6.	 corporate compliance requirements

Through its various mitigation strategies, the residual 
risk accepted by the office is maintained within the 
low-medium levels in each of the six categories 
listed above.

Fraud control

While the Risk Management Plan is comprehensive 
in that it covers fraud prevention, detection and 
management, the office also maintains a separate 
Fraud Control Plan which goes into greater detail 
on risks of that type and how they are dealt with.

I can certify that my office has undertaken a fraud 
risk assessment and has a Fraud Control Plan, both 
of which are reviewed periodically. I can further 
certify that appropriate fraud prevention, detection, 
investigation and reporting procedures are in place, 
and that the office has responded to the annual 
survey for fraud control data.

Disaster recovery plan/business continuity plan

The office has its own Disaster Recovery/Business 
Continuity Plan to ensure its continued operation in 
the event of a disaster. This plan is closely integrated 
with the PMC plan and is reviewed periodically to 
ensure its currency.

Corporate governance, human resources and financial management     71
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Organisation profile

As noted above, OIGIS is a very small agency 
comprising nine staff and the Inspector-General. 
Staff work in two teams, one responsible for assisting 
the Inspector-General with inspection, review 
and inquiry work in relation to ASIO, ASIS, DIGO 
and DSD, while the other is responsible for such 
activities in relation to ONA and DIO as well as the 
provision of corporate support to the office. In such 
a small workplace the background, skills, talents and 
viewpoints of each employee are recognised and 
highly valued.

The profile of the organisation is summarised in the 
following two graphs:

Human resources

Background

At the end of 2000–01 (i.e. the last completed 
budgetary period before the 11 September 2001 
terrorist attacks), OIGIS comprised the Inspector-
General and four staff.  

This figure was the same when I commenced 
as Inspector-General in March 2004, but not 
surprisingly there has been a need to expand the 
size of the office in a graduated manner. The AIC 
agencies have grown substantially in size and OIGIS 
was tasked with taking a specific interest in the 
assessment activities of ONA and DIO as a result 
of the Flood Inquiry.75 

At the conclusion of 2007–08 OIGIS comprised 
myself and nine staff. My aim is to recruit two 
additional staff in 2008–09.

Additional resources allow OIGIS to keep pace with 
the increases in AIC activities, and also give me the 
opportunity to re-evaluate our range of inspection 
activities to ensure that they are still focussed and 
relevant, as well as providing flexibility to initiate 
new inspection activities and research projects, 
as appropriate.

It is also worth noting that I have recruited a 
dedicated, CPA accredited accountant, who 
works on a part time basis, as well as a full-time 
administration officer who does not have any 
inspection or review duties.  

In addition to delivering a first rate service and 
providing me with significant reassurance that the 
OIGIS books are fully compliant with the reporting 
requirements of the Australian National Audit 
Office (ANAO) and the Department of Finance and 
Deregulation, the recruitment of a dedicated and 
fully qualified accountant has freed up one of the 
existing members of staff to engage wholly on 
inspection and review activities.

Similarly, the engagement of a dedicated 
administration officer allows other members of staff 
to focus on inspection, complaint and inquiry work.
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75	 P. Flood, op. cit.
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Other information

Occupational health and safety

In accordance with the requirements of the 
Occupational Health and Safety Act 1991 (OH&S 
Act), staff were consulted during the reporting 
period on the establishment of a Designated 
Work Group (DWG), the development of 
Health and Safety Management Arrangements 
(HSMA) and the selection of a Health and Safety 
Representative (HSR).  

Due to the small size of the office, it was agreed not 
to establish a Health and Safety Committee at this 
point in time. Instead health and safety matters are 
regularly addressed within the office as standing 
items at our all-staff meetings and Audit Committee 
meetings and, as the need arises, directly with me 
through the team leaders and HSR. 

During the year one health and safety hazard 
inspection and seven workstation assessments 
were conducted for the staff in the office. One 
First Aid Officer was appointed and received 
accredited training.   

The office also gave particular consideration 
during the year to the potential health risks of 
staff interacting with difficult complainants. It is 
sometimes the case that a complainant can be 
dissatisfied with the level of assistance the office is 
able to provide them or the outcome of an inquiry. 
Although only a small proportion of these instances 
lead to persons exhibiting difficult behaviour, it is 
important to manage these situations well. I do 
not expect staff to tolerate significant abuse or 
aggression, or fear for their safety. New guidelines 
were issued to staff in respect of these issues.

No accidents or dangerous events occurred 
during the year that arose out of the conduct 
of undertakings by me that required the giving 
of notice under section 68 of the OH&S Act. 
No investigations were conducted relating to 
undertakings carried on by me and no notices were 
given to me under sections 29 or 47 (relating to 
provisional improvement notices and improvement 
notices respectively) of the OH&S Act.

During the reporting period, OIGIS gained two staff. 
This gain was off-set by the loss of two officers, 
one who retired and another who transferred to 
a position located interstate. A recruitment activity 
was initiated late in the reporting period and I am 
hopeful of receiving three welcome additions to 
the office.

Training and development

During the reporting period staff attended a range 
of training courses including in administrative law, 
leadership and management skills, first aid and a 
range of areas specific to the AIC.

In a small office it is especially important to ensure 
that staff have the requisite skills and training to 
undertake an unusually broad range of duties. 
The breadth of each officer’s responsibilities is 
regarded as both an organisational strength 
and an opportunity to develop each officer’s 
skill-set beyond that ordinarily possible in larger 
organisations with more strictly delineated 
functional roles.

Performance management and pay

OIGIS has a formal performance management 
process which focuses specifically on expectations 
of staff, development opportunities and feedback on 
performance. This formal process is complemented 
by regular, though less formal, meetings to discuss 
team and individual priorities, work allocation and 
to monitor outcomes and outputs.

OIGIS does not have a performance based 
pay scheme.

Workplace agreements

All staff continued to be employed under 
individual Australian Workplace Agreements. 
These agreements are subject to periodic review 
and will cease to have effect on 30 June 2009. In the 
coming reporting period OIGIS will consider moving 
to a collective agreement in place of the current 
individual agreements.

Personnel guidelines

The increased size of the office provided the 
opportunity to review the existing human resource 
practices. A series of detailed guidelines relating 
to personnel management was produced. Further 
guidelines will be added to the series as and when 
the need arises.  
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printers are configured to default to •	
double- sided (that is, using both sides 
of the paper) printing

all office paper and cardboard waste is recycled•	
empty toner cartridges are recycled, except •	
where security considerations apply, and

where there is no operational impact, office •	
equipment is ‘shut-down’ over night, rather 
than being placed on ‘stand-by’. 

Financial management

Purchasing

All procurement and purchasing activities 
conducted by the office were in accordance with 
the Commonwealth Procurement Guidelines.  

Consultancy services 

The office has only a small need for consultancies 
each year. Information on expenditure on 
consultancies is available on the AusTender 
website <http://www.tenders.gov.au>. 

Generally a small number of consultants are 
engaged each year by the office on an as required 
basis. Consultants are used where short term 
resources are inadequate or specialist expertise 
is required. 

The security requirements of the office and the 
specialist nature of the consultancy work often 
means that consultants are directly sourced. Where 
the work is more general in nature the office will, 
where possible, access consultants selected by PMC 
through an open tender or panel selection process. 

During 2007–08 three new consultancy contracts 
were entered into involving total actual expenditure 
of $51 020 (GST inclusive). This figure includes the 
mandatory superannuation payments. There were 
no ongoing consultancy contracts from 2006–07 
active during 2007–08. 

A consultancy services table is at Annex 2.

Contract services

The office has only a small need for contracts 
each year. Information on expenditure on 
contracts is available on the AusTender 
website <http://www.tenders.gov.au>. 

Disability Strategy

The office is committed to meeting its 
responsibilities under the Disability Discrimination 
Act 1992 and the Commonwealth Disability Strategy. 
While the performance indicators and strategies 
in the Commonwealth Disability Strategy are not 
applicable or applicable in a limited sense only to 
the work of this office, it is fully accepted that OIGIS 
must satisfy the principles which underpin the 
strategy wherever relevant.

Freedom of information

This office is an exempt agency for the purposes 
of the Freedom of Information Act 1982.

Advertising and market research

OIGIS incurred no expenditure on general 
advertising or advertising campaigns during 
the reporting period.

Ecologically sustainable development and 
environmental performance

The office through its co-location with PMC 
continues to benefit from that Department’s 
commitment to energy saving measures. This 
includes the large number of energy and water 
saving measures, designed to reduce greenhouse 
emissions, which are incorporated into the building 
(One National Circuit). These measures include, but 
are not limited to energy efficient lighting, heating 
and cooling.

Due to the small size of my office, PMC does not 
separately measure the utilities used by OIGIS and 
provides these utilities free of charge. For this reason 
ecologically sustainable development and details 
of environmental performance are not specifically 
quantified in this report. 

Nonetheless, the office is committed to ensuring 
that its activities are environmentally responsible. 
While the majority of the office’s infrastructure 
is provided and maintained by PMC, there are a 
number of areas for which I am directly responsible 
in which I take into account the environmental 
impact and act accordingly to minimise it. 
These include:

recycled paper is used for 80 per cent of •	
the office’s photocopying, facsimile report 
and document printing (20 per cent new/
virgin paper)
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In 2007–08, the office received an operating 
appropriation of $1.746 million as shown in the 
table below. The major components of 2007–08 
expenditure were:

72% employee expenses•	
27% supplier expenses, and •	
1% depreciation expense. •	

The 27% supplier expenses outlined above consist of:

63% other goods and services •	
	26% resources received free of charge•	
	10% payment to PMC, and•	
	1% Comcare premium. •	

The office realised an operating surplus 
of $151 931 in 2007–08.  

Legal services 

Legal services are obtained from the Australian 
Government Solicitor (AGS). In 2007-08 OIGIS paid 
for five separate AGS legal advices at a combined 
cost of $114 056 GST inclusive (2005–06: $3 339). 
Expenditure on legal expenses fluctuates from year 
to year and is largely dependent upon the nature 
of the inquiries undertaken.

My office did not engage any other solicitors or 
any counsel direct during the reporting period, 
and there are no internal legal services.   

Summary of the office’s financial performance 
and resources for outcomes. 

The office has one outcome and one output. 

2007–08 
OUTCOME 1

2007–08 
OUTPUT 1

Revenue and Expenses $ $

Operating revenues

Revenues from government 
(Budget and Additional Estimates Appropriations

1 746 000 1 746 000

Other income (Resources received free of charge) 120 000 120 000

Total operating revenues 1 866 000 1 866 000

Operating expenses

Employees 1 224 359 1 224 359

Suppliers 465 964 465 964

Assets written-off 7 196 7 196

Net losses from sale of assets

Equipment depreciation 16 550 16 550

Total operating expenses 1 714 069 1 714 069

OPERATING RESULT 151 931 151 931
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financial 
statements
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Annex 1 
complaint and inquiry statistics

Table 1

IGIS Act inquiries actioned between 1 July 2007 – 30 June 2008

Agency Source Date initiated Type of Inquiry1 Conclusion 
Notified

Current Status

ONA Own motion 14/02/07 Full 05/12/07 Closed

ASIO Public 29/03/07 Preliminary 27/07/07 Closed

DIG2 Own motion 05/06/07 Full 15/02/08 Closed

ASIO Own motion 10/07/07 Preliminary 24/10/07 Closed

ASIO Public 27/07/07 Full 05/12/07 Closed

ASIO Public 27/07/07 Preliminary 01/11/07 Closed

ASIO Public 01/08/07 Preliminary 26/10/07 Closed

ASIO Employee 11/10/07 Preliminary 16/11/07 Closed

ASIO Public 17/10/07 Full 15/02/08 Closed

ASIO Public 02/11/07 Preliminary 22/01/08 Closed

ASIO Own motion 14/11/07 Full Open

ASIO Public 23/11/07 Preliminary 22/02/08 Closed

ASIO Ex-employee 03/12/07 Preliminary 21/04/08 Closed

ASIO Public 03/12/07 Preliminary 29/02/08 Closed

ASIS Public 04/12/07 Preliminary 20/12/07 Closed

ASIO Public 14/12/07 Preliminary 17/01/08 Closed

DIO Own motion 29/02/08 Full Open

ASIS Public 19/03/08 Preliminary 23/04/08 Closed

ASIS Public 21/04/08 Preliminary 10/06/08 Closed

ASIO Public 30/05/08 Preliminary 26/06/08 Closed

ASIO Ex-employee 01/06/08 Preliminary Open

1	 A preliminary inquiry allows the Inspector-General to determine whether the issues raised fall within the jurisdiction of the 
Inspector General and whether a full inquiry should be conducted. A full inquiry allows the Inspector-General to use the 
complete range of statutory powers in the IGIS Act.

2	 Defence Intelligence Group (comprising DSD, DIGO and DIO)
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Table 2

Summary of non-immigration related concerns about AIC agencies that were handled 
administratively 1 July 2007 – 30 June 2008

Agency Number of 
Complaints

Public Employee or 
Ex-employee

Former 
Complainant

New 
Complainant

ASIO 56 49 7 21 35

ASIS 6 2 4 0 6

DSD 3 2 1 1 2

DIGO 2 1 1 1 1

DIO 5 1 4 2 3

ONA 1 1 0 0 1

AIC 2 2 0 0 2

Total Complaints 75 58 17 25 50

Table 3

Immigration related concerns that were handled administratively 1 July 2007 – 30 June 2008

Visa 
Category

Carried 
over from 
2006–07

Migration 
Agent

Complainant Complaint’s 
spouse

Commonwealth 
Ombudsman

Total 
Complaints 
Handled

Number 
closed as at 
30/06/2008

Protection 2 11 1 0 0 14 12

Spouse 4 25 3 72 5 109 109

Skilled 3 9 20 0 0 32 32

Marriage 0 5 0 8 0 13 13

Family 1 8 0 2 0 11 11

Temporary 1 4 0 1 0 6 6

Other 4 5 4 10 0 23 23

Total 
Complaints

15 67 28 93 5 208 206
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Annex 2 
consultancy services let during 
FY 2007–08 of $10 000 or more

Consultant’s 
Name

Description Contract Price 
(GST inclusive)

Selection Process (1) Justification (2)

WJ Blick Specialist operational 
audits

$14 280 Direct sourcing B

WJ Blick Specialist operational 
audits

$19 635 Direct sourcing B

Workplace 
Research

Specialist advice and 
assistance in connection 
with an inquiry

$17 105 Direct sourcing B & C

Total $51 020

(1) Explanation of selection process terms drawn from the Commonwealth Procurement Guidelines (January 2005):

Direct sourcing: A form of restricted tendering, available only under certain defined circumstances, with a single potential 

supplier or suppliers being invited to bid because of their unique expertise and /or their special ability to supply the goods 

and /or services sought.

(2) Justification for decision to use consultancy:

A – skills currently unavailable within agency 

B – need for specialised or professional skills 

C – need for independent research or assessment
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Annex 3 
report on the independence and 

integrity of ONA assessments

Key Judgements
1.	� This formal inquiry (conducted pursuant 

to section 8(3) of the Inspector-General of 
Intelligence and Security Act 1986), examined the 
independence and integrity of ONA’s assessment 
work in the 12 months to September 2007. It 
included a survey and extensive discussions with 
staff, as well as scrutiny of selected records.

2.	� ONA’s internal culture is one of constructive 
debate and contestability, and analysts are well 
imbued with the concept of ONA judgments 
needing to be independent. There are several 
internal processes which support independence 
and integrity in the preparation of assessments 
and analysts were very positive about these.

3.	� There was no evidence or indication of improper 
pressure or attempted direction from ministers 
or their offices.

4.	� The general view of analysts is that ONA’s 
assessments are independent and this was also 
my impression from reading the body of work 
over the period. One particular assessment was 
questioned, and I subjected it to close scrutiny 
including by formal interviews of two senior 
staff. The sworn testimony to me, and viewing 
the assessment in the totality of ONA’s work on 
the topic, satisfied me that the assessment had 
been prepared with integrity.

5.	� A small minority of ONA staff feel that the careful 
presentation of some judgements compromises 
the message intended, but the small number of 
instances given to me did not prove the point.

6.	� While confident that ONA had always held its 
ground, a minority of staff were concerned that 
on rare occasions policy departments went 
beyond legitimately robust debate into bullying. 
The frequency with which this was perceived 
as occurring is low but the Director-General 
will emphasise at induction and other suitable 
opportunities, that staff shouldn’t hesitate to 
raise any concerns with ONA managers if they 
feel it is occurring.

7.	� The general practice is for draft assessments 
to be circulated to all analysts within ONA for 
comment, but in practice some exceptions are 
made. The policy should reflect this and be clear 
on who can authorise exceptions.

8.	� While the documenting of source information 
by some analysts is of a high standard, there is 
room for improvement by others. The Director-
General has recently issued revised instructions 
to analysts on the requirements. Inconsistencies 
between branches were also apparent in the 
new practice of regular internal review of key 
judgements made in the previous six months, 
but with the second iteration showing distinct 
improvement.  

9.	� The actual keeping of records on the 
development of each assessment was not 
consistent and I have made a recommendation 
as to the minimum set I would expect to be 
available for each assessment.
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10.	� No analyst accessed the formal internal dissent 
mechanism (in practice available after an 
assessment is published) in the period covered 
by this inquiry. Arguably there is scope for some 
arrangement to ensure senior ONA management 
is always aware of significant internal differences 
of opinion prior to assessments being finalised. 
During the course of the inquiry the Director-
General clarified procedures in relation to 
recording external dissent.

11.	� National Assessments are seen as independent 
by analysts, and I had no concerns about ONA’s 
approach to them.

12.	� I was satisfied that ONA biographies are 
independent and objective.
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Annex 4 
principles of analytic integrity – DIO

What analytic integrity at DIO is…
Assessments are:•	

	 –	 focused in accordance with DIO’s mandate.

	 –	 made objectively

	 –	� reflect careful and thorough consideration 
of all sources of information

	 –	� not influenced by improper external 
(outside DIO) pressure/direction, and 

	 –	� reviewed routinely in the light of new 
information and to learn lessons.

Analysts exercise and develop high level skills:•	

	 –	 in source analysis

	 –	� in assessing what is or isn’t supported by 
available information

	 –	� constructively questioning other analysts’ 
work, with debates ideas driven and not 
personality based, and

	 –	 having intellectual courage.

The culture promotes independent thinking•	

	 –	� Managers promote openness and sharing, 
a sense of shared purpose and teamwork, 
consultation, professionalism and impartiality.

	 –	� The organisation fosters and develops high 
quality intelligence analysis that adequately 
accounts for cognitive bias and complexity.

	 –	� Analysts are able to express dissent, during 
the drafting process, from the prevailing view 
in the organisation without detriment to 
career aspirations.

What analytic integrity at DIO is not…
Assessments  are not:•	

	 –	 outside DIO’s mandate

	 –	� biased towards the organisation’s or 
stakeholders desired judgments rather 
than being objective in their own right

	 –	� based on only that information that 
supports a pre-determined or earlier 
argument/position, or

	 –	� based on the passive acceptance 
of information.

Analysts who:•	

	 –	� rely on the status quo; not revisiting 
judgments when there is new information

	 –	� stretch or ‘cherry-pick’ information to fit 
particular views

	 –	� ignore gaps or limitations in available 
information, or

	 –	 overly qualify judgments.

•	 The culture stifles debate and dissent.

	 –	 Intolerance of different views; groupthink.

	 –	� Analysts are punished directly or indirectly 
for expressing contra-views.
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Annex 5 
inquiry into Organisational  

Suitability Assessment  
processes in Defence

Executive Summary
This formal inquiry (conducted pursuant to •	
section 8 of the Inspector-General of Intelligence 
and Security Act 1986) examined the existing 
Organisational Suitability Assessment (OSA) 
policies, procedures and practices in the three 
Defence intelligence agencies – DIGO, DIO 
and DSD.

The inquiry included:•	

	 –	� examination of relevant policy and 
procedures documentation

	 –	� interviews with a cross-section of employees 
and key staff

	 –	� consultation with Deputy Secretary of 
Intelligence, Security and International Policy 
and Defence intelligence agency heads, and

	 –	� expert examination of the psychometric 
instruments used and clinical assessments 
made by Defence intelligence psychologists.

The general picture of the management of OSA •	
policies and procedures within the Defence 
intelligence agencies is a positive one, although 
there are a number of important changes 
required to enhance decision-making and the 
reliability and validity of assessments, and to 
ensure that some procedural aspects align 
fully with the legal and policy framework.

The OSA was implemented as a tool for •	
improving personnel security on the basis of a 
recommendation by Mr WJ Blick PSM AM in early 
2000 following his investigation of the activities 
of a former DIO officer, Mr Jean-Philippe 
Wispelaere who was convicted in the United 
States on espionage-related offences.

It has since evolved to serve two separate •	
purposes – security suitability and organisational 
‘fit’. The first of these purposes is seeking to 
ascertain if a prospective or existing employee 
poses a threat to security. The second purpose is 
to assess whether the person’s attributes or skills 
are such that they can be expected to perform 
in a particular role or part of the organisation.

The blending of these purposes has the risk that •	
neither purpose may be realised as fully as is 
possible, and certainly creates several procedural 
issues. A separation of, or at the least a clear 
delineation between, the security suitability 
and ‘fit’ aspects of the OSA is required.

This will facilitate procedural improvements •	
including in the areas of informed consent, 
provision of feedback, maintaining appropriate 
privacy and confidentiality, portability of 
assessments and information sharing more 
generally. Importantly, it will also facilitate 
decision-making, validation and research.

There are three distinct elements of the OSA •	
– a battery of psychometric tests, a follow-up 
interview with a clinical psychologist and an 
assessment report. In general, these elements 
provide for a valid and reliable assessment 
of the potential security threat posed by an 
individual. However, both reliability and validity 
will be improved through the development 
of more rigorous quality assurance measures 
identifying explicit linkages between the 
various psychometric tests used, the factors 
being assessed, and greater structuring of 
clinical interviews.



Where members of the ADF are posted to the •	
Defence intelligence agencies it is important 
to ensure that the requirements of the OSA are 
satisfied prior to the issuing of a posting order. 
In addition to being an important efficiency 
measure for the department as a whole it is 
also an important strategy for ensuring that the 
OSA does not negatively affect the personal 
circumstances of the military member.

Emphasis should be given to portability •	
– within the AIC – of security suitability 
assessments and exchange of information 
regarding serial applicants.

Resources should also be directed to a •	
structured research program and validation 
studies. Also important is the refinement of the 
benchmarking and measurement strategies, 
including the collection of statistical data.
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Annex 6 
memorandum of understanding
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Annex 7 
Attorney-General’s guidelines to ASIO

1 Authority for Guidelines
1.1 These guidelines are given by the Attorney-
General to the Director-General of Security (the 
Director-General) under subsections 8A(1) and 8A(2) 
of the Australian Security Intelligence Organisation Act 
1979 (the ASIO Act) and are to be observed by ASIO 
in the performance of its functions relating to: 

(a)	� the obtaining, correlating, evaluating and 
communicating of intelligence relevant to 
security; and 

(b)	 politically motivated violence. 

2 ASIO’s functions
2.1 ASIO’s functions are specified in the ASIO Act 
(section 17). These are:

(a)	� to obtain, correlate and evaluate intelligence 
relevant to security;

(b)	� for purposes relevant to security and not 
otherwise, to communicate any such 
intelligence to such persons, and in such 
manner, as are appropriate to those purposes; 

(c)	� to advise Ministers and authorities of the 
Commonwealth in respect of matters relating 
to security, in so far as those matters are relevant 
to their functions and responsibilities; 

	 (ca)	� to furnish security assessments to a State 
or an authority of a State in accordance 
with paragraph 40(1)(b); 

(d)	� to advise Ministers, authorities of the 
Commonwealth and such other persons as 
the Minister, by notice in writing given to the 
Director-General, determines on matters relating 
to protective security; and 

(e)	� to obtain within Australia foreign intelligence 
pursuant to section 27A or 27B of the 
ASIO Act or section 11A, 11B or 11C of the 
Telecommunications (Interception and Access) 
Act 1979, and to communicate any such 
intelligence in accordance with the ASIO Act 
or the Telecommunications (Interception and 
Access) Act 1979. 

2.2 “Security” is defined as:

(a)	� The protection of, and of the people of, the 
Commonwealth and the several States and 
Territories from:

	 (i) espionage;

	 (ii) sabotage;

	 (iii) politically motivated violence; 

	 (iv) promotion of communal violence; 

	 (v) attacks on Australia’s defence system; or 

	 (vi) �acts of foreign interference; whether 
directed from, or committed within, 
Australia or not; and 

(b)	� the carrying out of Australia’s responsibilities 
to any foreign country in relation to a matter 

Attorney-General’s Guidelines in relation to the performance by the Australian 
Security Intelligence Organisation of its function of obtaining, correlating, 
evaluating and communicating intelligence relevant to security (including 
politically motivated violence) 
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(b)	� “activities prejudicial to security” means activities 
that are relevant to security and which can 
reasonably be considered capable of causing 
damage or harm to Australia, the Australian 
people, or Australian interests, or to foreign 
countries to which Australia has responsibilities; 

(c)	 “subject” means a person, group or other entity;

(d)	� “inquiry” means action taken to obtain 
information:

	� (i) �for the purpose of identifying a subject 
and/ or determining whether the activities 
of a subject could be relevant to security; or

	 (ii) �as part of an investigation; and

(e)	� “investigation” means a concerted series of 
inquiries in relation to a subject where it has 
been determined that the activities of the 
subject could be relevant to security.

5 Security Assessments
5.1 The furnishing by ASIO of security assessments 
to Commonwealth agencies is governed by Part IV 
of the ASIO Act. Where it is necessary to conduct an 
investigation to obtain new information relevant to 
a security assessment, such an investigation shall 
be conducted in accordance with these guidelines. 

6 �Obtaining Intelligence 
Relevant to Security

6.1 ASIO’s functions require it:

(a)	� to undertake inquiries to determine whether 
a particular subject or activity is relevant 
to security; 

(b)	� to investigate subjects and activities relevant 
to security; 

(c)	� to develop and maintain a broad understanding 
of the security environment; and 

(d)	� to analyse and assess information obtained, and 
to provide intelligence and advice to relevant 
authorities. 

6.2 In performing its functions ASIO may: 

(a)	� collect, maintain, analyse and assess information 
related to inquiries and investigations; 

(b)	� collect and maintain a comprehensive body of 
reference material to contextualise intelligence 
derived from inquiries and investigations; and 

mentioned in any of the subparagraphs of 
paragraph (a). 

2.3 Other important statutory provisions include 
section 17A and section 20 of the ASIO Act:

Section 17A: 

This Act shall not limit the right of persons to 
engage in lawful advocacy, protest or dissent, 
and the exercise of that right shall not by itself, be 
regarded as prejudicial to security, and the functions 
of the Organisation shall be construed accordingly. 

Section 20: 

The Director-General shall take all reasonable steps 
to ensure that: 

(a)	� the work of the Organisation is limited to what 
is necessary for the purposes of the discharge of 
its functions; and 

(b)	� the Organisation is kept free from any influences 
or considerations not relevant to its functions 
and nothing is done that might lend colour to 
any suggestion that it is concerned to further or 
protect the interests of any particular section of 
the community, or with any matters other than 
the discharge of its functions. 

3 Governing Principles
3.1 ASIO works to provide timely advice on threats to 
the security of Australia, the Australian people, and 
Australian interests, whether in or outside Australia. 

3.2 ASIO’s security functions are concerned with 
protection and are anticipatory in nature. ASIO 
therefore investigates known threats to security, and 
endeavours to identify persons, groups or entities 
that may present a risk to security that previously 
have not been identified.

3.3 ASIO implements measures or arrangements, 
as far as is reasonably possible, to ensure that the 
information it relies upon is reliable and accurate.

4 Interpretation
4.1 In these guidelines:

(a)	� “activities relevant to security” means not 
only physical acts of the sort specified in the 
definition of security, but also includes the acts 
of conspiring, planning, organising, counselling, 
advising, financing, or otherwise advocating or 
encouraging the doing of those things; 
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(d)	� subject to paragraph 10.4, the investigative 
techniques that are likely to be most effective. 

10 �Conduct of Inquiries 
and Investigations

10.1 Information obtained by ASIO is “relevant to 
security” where it may assist in determining whether:

(a)	� there is a connection or possible connection 
between a subject and activities relevant to 
security, irrespective of when such activities 
have occurred or may occur; 

(b)	� the activities of a subject are not relevant to 
security; or 

(c)	� a person, group or entity other than the subject 
has a connection or possible connection to 
activities relevant to security. 

10.2 The purpose of an ASIO inquiry or investigation 
should generally be to obtain information 
concerning the nature of any activities of a 
person or group which may be relevant to 
security, including their intentions and capabilities. 

10.3 Information collected may include: 

(a)	� the identity and relevant activities of individuals 
and groups of interest, including persons 
associated with the group of interest and of 
other persons likely to be knowingly concerned 
in furtherance of its plans or activities; and 

(b)	� the finances, the geographic dimensions, and 
the past, present and prospective activities of the 
individuals or groups. 

10.4 Information is to be obtained by ASIO in a 
lawful, timely and efficient way, and in accordance 
with the following: 

(a)	� any means used for obtaining information must 
be proportionate to the gravity of the threat 
posed and the probability of its occurrence; 

(b)	� inquiries and investigations into individuals 
and groups should be undertaken: 

	 (i) �using as little intrusion into individual privacy 
as is possible, consistent with the performance 
of ASIO’s functions; and 

	 (ii) �with due regard for the cultural values, mores 
and sensitivities of individuals of particular 
cultural or racial backgrounds, consistent with 
the national interest; 

(c)	� maintain a broad database, based on the above, 
against which information obtained in relation 
to a specific inquiry or investigation can be 
checked and assessed. 

6.3 The Director-General is responsible for 
deciding ASIO’s intelligence collection, analysis 
and assessment priorities (subject to section 8 
of the ASIO Act).

7 Investigations
7.1 The Director-General is responsible for 
determining ASIO’s subjects for investigation 
(subject to section 8 of the ASIO Act).

7.2 ASIO is not required to investigate every instance 
of activities relevant to security. Decisions to initiate 
investigations shall be based on a consideration 
of the extent to which the activities of a subject 
will, or are likely to, cause harm or damage, ASIO’s 
overall priorities, and the availability of appropriate 
resources.

8 �Authorisation of Inquiries 
and Investigations

8.1 Subject to paragraph 10.4(c), the initiation and 
continuation of investigations shall be authorised 
only by the Director-General, or an officer at or 
above Executive Level 2 authorised by the Director-
General for that purpose. 

8.2 The Director-General will establish processes to 
ensure that all requests for information from external 
agencies are authorised at an appropriate level.

9 Bases for Investigations
9.1 In deciding whether to conduct an investigation, 
and the investigative methods to be used, ASIO shall 
consider: 

(a)	� what is already known about the subject’s 
activities, associations and beliefs, and the extent 
to which those activities, associations and beliefs 
are, or are likely to be, relevant or prejudicial to 
security; 

(b)	� the immediacy and severity of the threat 
to security; 

(c)	� the reliability of the sources of the relevant 
information; and 
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13 Treatment of Personal Information
13.1 ASIO shall only collect, use, handle or disclose 
personal information for purposes connected with 
its statutory functions. 

13.2 The Director-General shall take all reasonable 
steps to ensure that personal information shall not 
be collected, used, handled or disclosed by ASIO 
unless that collection, use, handling or disclosure 
is reasonably necessary for the performance of its 
statutory functions (or as otherwise authorised, or 
required, by law). 

13.3 The Director-General shall ensure that all 
reasonable steps are taken to ensure that personal 
information held, used or disclosed by ASIO is 
accurate and not misleading. 

13.4 Appropriate records shall be kept of all requests 
made by ASIO for access to personal information 
and all personal information received in response 
to such requests. Such records shall be open to 
inspection by the Inspector-General of Intelligence 
and Security. 

13.5 Appropriate records shall be kept of all 
communication by ASIO of personal information 
for purposes relevant to security or as otherwise 
authorised. Such records shall be open to inspection 
by the Inspector-General of Intelligence and 
Security. 

13.6 The Director-General shall ensure that all 
personal information collected or held by ASIO is 
protected by reasonable security measures against 
loss and unauthorised access, use or modification.

14 Politically Motivated Violence 
(PMV) – legislative definitions
14.1 Key legislative provisions relating to PMV are:

(a) 	� the definition of “politically motivated violence” 
in section 4 of the ASIO Act; and 

(b)	� section 17A which provides that the ASIO Act is 
not concerned with lawful advocacy, protest, or 
dissent (paragraph 2.3 above). 

14.2 “Politically motivated violence” means: 

(a) 	acts or threats of violence or unlawful harm 
that are intended or likely to achieve a political 
objective, whether in Australia or elsewhere, 
including acts or threats carried on for the 
purpose of influencing the policy or acts 
of a government, whether in Australia or 
elsewhere; or 

(c)	� the more intrusive the investigative technique, 
the higher the level of officer that should be 
required to approve its use; 

(d)	� wherever possible, the least intrusive techniques 
of information collection should be used before 
more intrusive techniques; and 

(e)	� where a threat is assessed as likely to develop 
quickly, a greater degree of intrusion may be 
justified. 

11 Review of Investigations
11.1 Investigations are to be reviewed no less 
than annually.

11.2 Where an inquiry or investigation concludes 
that a subject’s activities are not, or are no longer, 
relevant to security, the records of that inquiry or 
investigation shall be destroyed under disposal 
schedules agreed to between ASIO and the 
National Archives of Australia.

12 Advice to the Attorney-General
12.1 The Director-General shall keep the Attorney-
General advised, in general terms, of ASIO’s 
investigations and priorities through: 

(a)	� regular briefings to the Attorney-General on 
ASIO’s investigations, significant developments 
in relation to important subjects, and the 
emergence of new subjects; and 

(b)	 other means as necessary. 

	 Note 1: Under the ASIO Act, and the 
Telecommunications (Interception and Access) Act 
1979 (the T(I&A) Act), all ASIO warrants (other 
than questioning warrants issued under Part 
III, Division 3 of the ASIO Act) are issued by 
the Attorney-General, and ASIO is required to 
report to the Attorney-General on the extent 
to which the action taken under every warrant 
has assisted the Organisation in carrying out its 
functions (section 34 of the ASIO Act and section 
17 of the T(I&A) Act). 

	 Note 2: Section 21 of the ASIO Act requires 
the Director-General to consult regularly with 
the Leader of the Opposition in the House of 
Representatives for the purpose of keeping him 
or her informed on matters relating to security. 
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15.2 The above considerations apply whether the 
object of the violence or threat is the government 
of the Commonwealth, a State or Territory, or 
the government of a foreign country with which 
Australia has responsibilities in relation to security 
matters, or the people of Australia or Australian 
interests within Australia and overseas. Where acts 
or threats occur within a State or Territory and 
appear wholly designed to influence the policy or 
acts of the State or Territory government, ASIO is to 
inform the Attorney-General of any decision taken 
to investigate such acts or threats. 

Sub-paragraph (b) of the definition of PMV 

15.3 In performing its functions in relation to 
sub-paragraph (b) of the definition of PMV, ASIO 
is to investigate whether a person or a group 
actively holds to, advocates or encourages a 
doctrine, or pursues political objectives in which 
advocacy of the use of violence is accepted for the 
purpose of overthrowing, destroying or assisting 
in the overthrow or destruction of a government 
or the constitutional system of government of 
the Commonwealth, or a State or Territory. 

15.4 Whether it is probable that the activity will 
succeed in its purpose, and whether the intent is 
for imminent or future activity are matters which 
ASIO should take into account in setting its priorities. 
However, these considerations of probability of 
success or imminence of violence are not factors 
which of themselves determine whether the act 
is PMV. 

15.5 A person or group need not intend to 
initiate violence in the process of overthrowing 
constitutional government for their activities to 
be assessed as PMV under sub-paragraph (b). 
It is sufficient if the activities could lead to violence. 
All that is required is there is a reasonable likelihood 
that the activity will produce violence from others. 

15.6 Advocacy of violence may come within 
sub-paragraph (b) of the definition of PMV even 
though it is not itself unlawful, or the advocacy 
is not public. Of their very nature, preparations 
directed at the overthrow of government are likely 
to be clandestine and their early manifestations 
are deceptive. 

(b)	 acts that:

	 (i) �involve violence or are intended or are likely 
to involve or lead to violence (whether by the 
persons who carry on those acts or by other 
persons); and 

	 (ii) �are directed to overthrowing or destroying, 
or assisting in the overthrow or destruction of, 
the government or the constitutional system 
of government of the Commonwealth or of 
a State or Territory; or 

(ba) acts that are terrorism offences; or 

(c)	� acts that are offences punishable under the 
Crimes (Foreign Incursions and Recruitment) Act 
1978, the Crimes (Hostages) Act 1989 or Division 1 
of Part 2, or Part 3, of the Crimes (Ships and Fixed 
Platforms) Act 1992 or under Division 1 or 4 of 
Part 2 of the Crimes (Aviation) Act 1991; or 

(d)	 acts that:

	 (i) �are offences punishable under the Crimes 
(Internationally Protected Persons) Act 1976; or 

	 (ii) �threaten or endanger any person or class 
of persons specified by the Minister for the 
purposes of this subparagraph by notice in 
writing given to the Director-General. 

15 Interpreting PMV

Sub-paragraph (a) of the definition of PMV

15.1 The activity comprehended by sub-paragraph 
(a) of the definition of PMV includes terrorism, and 
violent protest that has a political objective. In 
performing its functions in relation to sub-paragraph 
(a) of the definition of PMV, ASIO should give priority 
to persons or groups likely to be involved in: 

(a)	� acts or threats of serious violence or unlawful 
harm designed to create fear or to incite or 
provoke violent reaction; or 

(b)	� the use of tactics that can reasonably be 
assessed as likely to result in violence; 

	 in order to achieve a political objective.
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15.12 Investigations into activities that might 
threaten persons in the categories identified in 
sub-paragraph (d) of the definition of PMV may 
require a higher degree of intrusion into the privacy 
of persons suspected of involvement than would 
normally be appropriate when based only on 
information of low reliability. The period of such 
intrusion should be limited so far as practicable to 
the period of possible threat. 

16 �Investigations into 
Demonstrations and 
other forms of Protest

16.1 Further to clause 7 above, the following 
guidance relates specifically to ASIO’s investigation 
of demonstrations and other forms of protest. 

16.2 ASIO is not to undertake investigations where 
the only basis for the investigation is the exercise of 
a person’s right of lawful advocacy, protest or dissent 
(section 17A of the ASIO Act). 

16.3 ASIO is not to investigate demonstrations or 
other protest activity unless: 

(a)	� there is a risk of pre-meditated use of violence 
against persons or property for the purposes of 
achieving a political objective, or pre-mediated 
use of tactics that can be reasonably assessed 
as likely to result in violence; or 

(b)	� it suspects there is a link between the 
demonstration or other protest activity and 
conduct coming otherwise within the definition 
of security. 

16.4 An exception to the above is demonstrations 
or other protest activity against internationally 
protected persons or other persons specified by 
the Attorney-General under sub-paragraph (d) of 
the definition of PMV. 

15.7 If apparently non-violent activities directed 
at destabilising or undermining constitutional 
government are associated with what purports to 
be no more than contemplation of the prospect 
of the violent overthrow of government, ASIO may 
investigate those activities to the extent necessary 
to establish (with some confidence) whether the 
activities involve a real risk or danger that violence 
will flow from those activities. 

Sub-paragraphs (ba) and (c) of the definition 
of PMV 

15.8 These sub-paragraphs refer to activities that are 
criminal offences. Any activity which constitutes a 
criminal offence under the legislation specified is 
an act of PMV. 

Sub-paragraph (d) of the definition of PMV 

15.9 Sub-paragraph (d) of the definition of PMV 
refers to attacks on the persons, official premises 
and private accommodation of certain defined 
persons and provides for the Attorney-General to 
add to those defined persons by notice in writing 
to the Director-General. 

15.10 The categories of persons defined by sub-
paragraph (d) of the definition of PMV include 
internationally protected persons as defined by the 
Crimes (Internationally Protected Persons) Act 1976. 
Any activity which constitutes a criminal offence 
under this legislation is an act of PMV. 

15.11 Sub-paragraph (d) also provides for the 
Attorney-General to add other defined persons by 
notice in writing to the Director-General. That latter 
category will vary from time to time, but could 
include: 

(a)	 Ministers of the Commonwealth Government; 

(b)	� the Leader of the Opposition in the 
Commonwealth Parliament; 

(c)	� Members of the Commonwealth Parliament 
when travelling as a Parliamentary delegation; 
and 

(d)	� the Premiers or Chief Ministers of the States 
and Territories. 
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16.5 Minor acts of violence, such as jostling or 
defacing or damaging property, are properly matters 
for investigation by a police force, as are incidental 
acts of violence or property damage which occur 
in the course of a demonstration. Where, however, 
such acts are or are intended to be part of a pattern, 
and where there is reason to believe that the acts 
are intended to influence the policy or acts of a 
government, ASIO may investigate to determine 
whether there is a potential for the violence to 
escalate or become more strongly directed at 
a person or group associated with the policy or 
acts at issue. 

17 Assessment of PMV
17.1 ASIO’s threat assessment function is an integral 
part of national arrangements for the protection 
of high office holders, internationally protected 
persons, sites of national significance and critical 
infrastructure. ASIO may prepare threat assessments 
in relation to any demonstration or protest activity 
on the basis of information it already has or which 
is passed to it by other agencies, for the purpose of 
advising authorities responsible for law enforcement 
and the protection of designated persons. 

17.2 ASIO is not required to provide an assessment 
for every event, place, person or instance, that 
is actually or potentially at threat from PMV. The 
Director-General shall consider the potential 
seriousness of any matter or information, the 
Organisation’s priorities, and the availability 
of appropriate resources. 
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